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Abstract-  InHeterogeneous Multihop Wireless Network
(HMWN), we can implement various applications like
communication, file distribution and information sharing to
one - one or one - many clients. But, security is a serious thing
to the any type of network. To provide security, previously we
provided a stable and reliable protocol named as E-STAR and
by using this protocol; we can identify the every node trust
levels in the network. Not only trust levels of the network
nodes but also considered the energy levels of the every node
to establish a route to transfer a file from one node to another
node. But, the limitation of the E-STAR protocol is, it facing
the computation overhead problem while loading the data and
transferring the data. To overcome this limitation, in this
paper, we enhanced E-STAR protocol with the offloader to
reduce the computation overhead while encrypting data or file
and decrypting file. By this enhanced work, we can share the
data within the limited time and also we can save the energy
levels of the network nodes.

Keywords- Heterogeneous Multihop Wireless Network,
offloading, Routing

I INTRODUCTION

The fast growth of each stressed and wireless techniques has
made verbal exchange wants greater without a hassle
available, at ease, hazard-unfastened and rapid. The fact that
absolutely everyone can be known as or texted at any time and
from any location all around the international has end up
completely easy at the same time as for some it has turn out to
be essential. The introduction of the net has made any
information effortlessly obtainable and we now expect the
same at the move. Wireless communications were in
consistent evolution and progress for the sooner few years.

Fig.1: Example Heterogeneous wireless network

A wi-fi ad hoc community means peer-to-peer surroundings,
in which nodes interconnect wirelessly thru multi-hop routing
paths. Nodes can be also free to be a part of and away from
surroundings. They do not have special role assignments
including “client-server”; the interrelationship among them.
Those are accordingly “peer-to-peer”. The network simulation
can depends on nodal cooperation while messages are
transmitted. suppose node can unites with agreement
(malicious) node then it can corrupt by an adversary
proceeding to assault community, so malicious node might
also easily ruin the network evaluation, as an example, it
means, sends the invalid routing data or truly losing messages.
One more threat is can be as a result of selfish nodes.

Despite the fact that Definitions of trust were obtained from
the social innovative know-how writing, there's no reasonable
agreement on the meaning of acknowledge as valid with in
dispensed PC systems. Trust has deciphered as fame,
confiding in assessment, shot, etc. As a nature result of the
perplexity in think about definition, consider has been
assessed in extremely extraordinary ways. A few plans
employ etymological depictions of think dating,
comprehensive of in PGP, PolicyMaker, administered
acknowledge as valid with adaptation; acknowledge as valid
with inclusion dialect, and SPKI/SDSI open key framework.
In some different plans, nonstop or discrete numerical
qualities are appointed to gauge the dimension of
dependability. For instance, an element's sentiment roughly
the reliability of testaments is portrayed with the guide of a
constant incentive in [0, 1].

The two-tuple in depicts the concur with conclusion. The
measurement is a triplet in, where components inside the
triplet establish conviction, mistrust, and vulnerability,
separately. Discrete whole number numbers are utilized. As of
now, it is exceptionally hard to analyze or approve these
acknowledge as valid with measurements because of the
reality a fundamental inquiry has never again been
legitimately comprehended. What is the physical that methods
for accept? We require trust measurements to have clean real
implications, for sorting out the relationship among trust
measurements and perception (think about proof) and
defending count/directions/decides that administer
computations accomplished upon trust esteems. Significant
Trust Models are considering styles had advanced to
demonstrate concur with travel by means of outsiders. For
instance, the least difficult methodology is to whole the
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quantity of brilliant scores and poor rankings one by one and
protect an aggregate the score to superb rating short the
negative score.The methodology is utilized in eBay's notoriety
dialog board. Emotional rationales are utilized to assess
concur with qualities based at the triplet portrayal of
acknowledge as valid with. Fluffy presence of mind offers
arrangements for dissuading etymological trust measurements.
With regards to the "Internet of Trust," many trust designs are
developed upon a chart in which the assets/elements are hubs
and concur with connections are edges. At that point, basic
number-crunching, alongside least, greatest, and weighted
normal, is utilized to figure obscure trust esteems through
connection and multipath think about spread; a Bayesian
model is utilized to accept paired scores as enter and register
notoriety rankings by methods for measurably refreshing beta
plausibility thickness capacities.

Reliable Minimum Energy Cost Routing (RMECR), is a
calculation whose reviews show that RMECR is equipped for
discover electrical green and solid courses like RMER, even
as moreover amplify the operational lifespan of wireless
network. It can build RMECR a popular system to build
vitality execution, unwavering quality, and long lasting of
remote advert hoc systems. In the plan of RMECR, minute
subtleties together with power ate up by method for handling
parts of handsets, controlled number of retransmissions
permitted by parcel, and effect of affirmation parcels are
thought about. This gives to the curiosity of this work when
contrasted with the present research Reliable Minimum
Energy Routing (RMER), of course, is a quality green
directing calculation which uncovers courses limiting the
general vitality required for offer up-to-stop parcel traversal.
In RMER, vitality estimation of a bearing for E2E parcel
traversal is the normal measure of intensity ate up by all hubs
to change the bundle to the goal.

Traditional Minimum Energy Routing (TMER), in TMER
dismisses vitality admission of handling factors and the effect
of HBH ACK. At the point when in examination with RMER,
RMER not best can discover more prominent power
productive courses when contrasted with TMER, but on the
other hand it's fit for find more prominent reliable courses. As
refered to previously, TMER does never again recollect the
vitality cost of preparing components of handsets. It best
thinks about the transmission quality, which rots with
separation. This is the reason we can rely on to have more
prominent trustworthy courses in RMER as opposed to
TMER.

Our goal is to implement the secure and reliable routing
protocol by loading an offloader to mitigate the data security
computation burden.
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II.  RELATED WORK

Ad-hoc networks are often centered by collaborating selfish
nodes to sabotage the community. Not unusual mechanism for
shield those networks thru the use of encryption and hashing
mechanisms. However, broadcasting of these
mechanismsgives positive irrrelative necessities that are taken
into consideration as restrictive for unplanned environments.
N. Bhalaji and A. Shanmugam[1l] have mentioned the
dynamic consider primarily based method through which
association among nodes. These are used to withstand selective
packet drop assaults linked to adhoc networks. Using the
Network simulator they have been able to show that the
proposed scheme increases the routing security and
encourages the nodes to cooperate withinadhoc shape. Their
scheme is equipped with method to discover and isolate the
malicious nodes from the active records forwarding and
routing.

Mobile offloading can have the capability to reduce the
cellular community congestion at minimal price, allowing
customers to revel in excessive first-rate community get right
of entry to and grant to reduce the longstanding RAN(radio
access network) overloading problem. The dialogue
providethe usage of opportunity cellular access networks for
offloading functions. FilippoRebecchi, Marcelo Dias de
Amorim, Vania Conan, Andrea Passarella, Raffaele Bruno,
Marco Conti[3] describes the concept of cellular records
offloading, identifying its key benefits, technological
challenges, and current studies guidelines. In unique, present
day offloading techniques mainly depends on their
requirements in phrases of delivery assure, they offered the
technical components and the kingdom of the artwork for 2
most important processes. The former is more nature and
proposes tough consolidation among the cellular RAN and
appreciative access community, making an allowance for
actual-time records offloading. Still experimental, make use of
the delay tolerance of a few varieties of information to
optimize their shipping; they recognized a few commonplace
functional blocks, offering a standard excessive-degree
architecture valid for any cellular statistics offloading device.

1.  FRAMEWORK
A. Overview of the Proposed System

The proposed work is comes from the previous E-STAR
Protocol. It is a secure protocol in network.it is used to
introduce theSTAble and dependable Routes can integrates
believe and price structures with a consider-related totally
&power-conscious routing protocol. The price structure uses
credits to accuse the sensors that throw packets with benefits
of those relaying packets.
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Fig.2: Working procedure of E-STAR Protocol

Since a relied on birthday party (TP) might not be concerned
inside the verbal exchange classes, this offline trusted birthday
party is used to manipulate the nodes’ credit debts. Nodes can
produce the proofs of relaying packets, referred to as receipts,
post to birthday party. The payment gadget can reproduce the
egocentric nodes to relay others’ packets to gain credits. This
could implement fairness with the aid of profitable the nodes
that can relay one or more packets. Moreover, price machine
isn't always enough to make certain path balance. It can
counterfeit the sensible nodes to no longer wreck routes to
obtain credits, however the routes are damaged because of
different motives.

B. Sub Protocols of E-STAR Protocol

This E-STAR protocol has two sub protocols which are trust-
based and energy-aware named as Shortest Reliable Route
(SRR) and the Best Available Route (BAR) protocols.

SRR Protocol:

SRR protocol creates shortest route in the network that can
persuade source node’s requirements with energy, trust, and
route length.

BAR Protocol:
For BAR protocol, the destination node may learn several
routes as wellcreates the most reliable one.

The E-STAR protocol have 3 major phases to achieve the
secure and energy-aware routing strategy in the network.
Those are;

1. Data Transmission Phase

2. Update Trust values phase

3. Route construction phase

The major advantages of E-STAR Protocol are as follows;

1. It can enhancing route reliability and stability

2. This protocol can identify the trusted nodes only to allow
the route establishment.

ISSN: 2393-9028 (PRINT) | ISSN: 2348-2281 (ONLINE)

Limitation of the E-STAR Protocol:

But, while data transmission phase, we need to encrypt the
data and the source node will send that encrypted file to the
routing nodes. This process may consume the more energy of
nodes in wireless network and it may give network lifespan
problem.

C. Implementing Offloader Server:

To overcome the E-STAR protocol limitation, we
implemented anoffloader server in our application. In the
beginning of the E-STAR protocol, the data transferring done
in the secure manner and the encryption and decryption
operations are done by the source node itself. This process is
gives the calculation overhead to source node . To mitigate
that overhead to source node, in this paper we extending E-
STAR protocol with offloading mechanism.

We are generating an offloader server to maintain the security
mechanism in our application. When a source needs to
transfer one file or data to destination node, then data or file
will be goes to the offloader server and it will encrypt the file.
When the encryption will be success then the data
transmission will be done successfully.

(\VA EXPERIMENTAL RESULTS
In this experiment, we are creating the mobile nodes network.
So, to create network we need to enter the node size and speed
of the nodes for network. From the created network, we have
to select the source and destination node and select a file and

Before send a request, we need to start the offloader server.
The offloaderserver gets the uploaded file from the source
node and the file encryption operation done under this
offloader server.

Data transferred to source node to destination node with using
relay node. Relay node is used for communication between
source node and destination node. Next destination node
receives &decrypts file under the offloader server. By doing
so, the computation burden will be reduced to the sender node
as well as the receiver node in this extended work.
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For another simulation, we have to check the every node trust

levels along with remaining energy levels of the every node in

the net network and which nodes are having high trust and

high energy levels, those nodes will be choose to create or

establish a new route to data transmission in our application.

V. CONCLUSION

Finally, we conclude that, in this paper we studied the
previous E-STAR protocol and we identified a limitation. To
overcome the E-STAR protocol limitation, we implemented a
new server named as offloader server. By using this server, we
can reduce the network routing nodes mainly, source node and
destination nodes computation overhead. From the
experimental results, we proved that the extended work can
reduce the work overhead to the network nodes.

ISSN: 2393-9028 (PRINT) | ISSN: 2348-2281 (ONLINE)

VI. REFERENCES

[1]. N. Bhalaji and A. Shanmugam, “Reliable Routing against
Selective Packet Drop Attack in DSR Based MANET,” J.
Software, vol. 4, no. 6, pp. 536-543, Aug. 20009.

[2]. D. Johnson, D. Maltz, and J. Broch, “DSR: The Dynamic
Source Routing Protocol for Multi-Hop Wireless Ad Hoc
Networks,” Ad Hoc Networking, C. Perkins, ed., chapter 5, pp.
139-172, AddisonWesley, 2001

[3]. FilippoRebecchi, Marcelo Dias de Amorim, Vania Conan,
Andrea Passarella, Raffaele Bruno, Marco Conti, "Data
Offloading Techniques in Cellular Networks: A Survey"”, 2014

[4]. Hakjun Lee, Jiye Kim, Jongho Moon, Dongwoo Kang, Dongho
Won, "A Security Enhanced Lightweight Mobile Payment
Scheme Based on Two Gateways", March.14.2017

[5]. S. Zhong, J. Chen, and R. Yang, “Sprite: A Simple, Cheat-
Proof, Credit Based System for Mobile Ad-Hoc Networks,”
Proc. IEEE INFOCOM ’03, vol. 3, pp. 1987-1997, Mar./Apr.
2003.

[6]. M. Mahmoud and X. Shen, “PIS: A Practical Incentive System
For Multi-Hop Wireless Networks,” IEEE Trans. Vehicular
Technology, vol. 59, no. 8, pp. 4012-4025, Oct. 2010.

[7]. M. Mahmoud and X. Shen, “ESIP: Secure Incentive Protocol
with Limited Use of Public-Key Cryptography for Multi-Hop
Wireless Networks,” IEEE Trans. Mobile Computing, vol. 10,
no. 7, pp. 997- 1010, July 2011.

[8]. M. Mahmoud and X. Shen, “An Integrated Stimulation and
Punishment Mechanism for Thwarting Packet Drop in Multihop
Wireless
Networks,” IEEE Trans. Vehicular Technology, vol. 60, no. 8,
pp- 3947-3962, Oct. 2011.

[9]. G. Theodorakopoulos and J.S. Baras, “On Trust Models and
Trust Evaluation Metrics for Ad Hoc Networks,” IEEE J.
Selected Areas in Comm., vol. 24, no. 2, pp. 318-328, Feb.
2006.

[10].P. Velloso, R. Laufer, D. Cunha, O. Duarte, and G. Pujolle,
“Trust Management in Mobile Ad Hoc Networks Using a
Scalable Maturity-Based Model,” IEEE Trans. Network and
Service Management, vol. 7, no. 3, pp. 172-185, Sept. 2010.

[11].S. Lindsay, Y. Wei, H. Zhu, and K. Liu, “Information Theoretic
Framework of Trust Modeling and Evaluation for Ad Hoc
Networks,” IEEE J. Selected Areas in Comm., vol. 24, no. 2, pp.
305- 317, Feb. 2006.

[12].M. Yu and K. Leung, “A Trustworthiness-Based QoS Routing
Protocol for Wireless Ad Hoc Networks,” IEEE Trans. Wireless
Comm., vol. 8, no. 4, pp. 1888-1898, Apr. 2009.

INTERNATIONAL JOURNAL OF RESEARCH IN ELECTRONICS AND COMPUTER ENGINEERING

A UNIT OF I20R

120 | Page



