FREQUENTLY USED UNIX COMMANDS
10/31/05

The following UNIX commands are some that are used regularly as a Systems Administrator.  They are performed from the command line, and many will not work unless the SA is logged in as root.  
Knowing the basic syntax of UNIX commands is important.  The following syntax is common to all commands:
command   -options  <expression> <filename(s)>

Unless you have a photographic memory, you can always depend on the man  (as in 'manual') pages.  Options are explained well and associated commands are listed at the end of each command explanation.  For more information on using the man pages, simply key in man man  at the # prompt.  Displaying help on a particular command is done as follows:

# man who  
All information found in the UNIX Reference Manuals will be displayed for the who command.  Use the spacebar to move down a page at a time or press 'Q' to quit.
Frequently-used commands follow -- along with useful examples and the results:
cat  command
To display the contents of a file; for example, to display the contents of  /etc/vfstab.orig:
# cat /etc/vfstab.orig  (press <ENTER>)  The contents is shown below....

#device         device          mount           FS      fsck    mount   mount

#to mount       to fsck         point           type    pass    at boot options

#

#/dev/dsk/c1d0s2 /dev/rdsk/c1d0s2 /usr          ufs     1       yes     -

fd      -       /dev/fd fd      -       no      -

/proc   -       /proc   proc    -       no      -

/dev/dsk/c1t0d0s1       -       -       swap    -       no      -

/dev/dsk/c1t0d0s0       /dev/rdsk/c1t0d0s0      /       ufs     1       no

-

/dev/dsk/c1t0d0s6       /dev/rdsk/c1t0d0s6      /usr    ufs     1       no
cat command (continued)

If you wish to make a copy of your vfstab.orig, the cat command is one way to do it, as such:
#cat  vfstab.orig  >  myvfstab.103105
Now, you have two copies of the same files.  (It is always a good idea to make a copy of a file before changes are made to an original).  

Another way to copy a file is with the:

cp command
Using cp to do the same file copy as was used above, first make sure you are in the directory where the file is that your wish to copy, then enter the following:
#cp  vfstab.orig  myvfstab.103105

If you are not in the directory where the file resides (/var/adm)  in this case,

you can copy the file by entering the entire path:
#cp   /var/adm/vfstab.orig   /var/adm/myvfstab.103105

more command
The more command is simply another way to list the contents of a file, one page at a time:

# more vfstab.orig

#device         device          mount           FS      fsck    mount   mount

#to mount       to fsck         point           type    pass    at boot options

#

#/dev/dsk/c1d0s2 /dev/rdsk/c1d0s2 /usr          ufs     1       yes     -

fd      -       /dev/fd fd      -       no      -

/proc   -       /proc   proc    -       no      -

/dev/dsk/c1t0d0s1       -       -       swap    -       no      -

/dev/dsk/c1t0d0s0       /dev/rdsk/c1t0d0s0      /       ufs     1       no

-

/dev/dsk/c1t0d0s6       /dev/rdsk/c1t0d0s6      /usr    ufs     1       no

-

--More--(73%)
Press the spacebar to display another screen of information or enter 'q' to return to the command prompt.
who command
This command is used to list all users who are currently logged into your system:
# who

root           console      Oct  6 09:24    (:0)

datatel       pts/17       Oct 29 15:04    (10.11.11.27)

bsturme    pts/20        Oct 27 14:32    (10.11.1.31)
As you can see, the login ID is listed, the workstation name, date/time logged in, and the internal IP address.  This is especially useful when your UniData licenses limit has been reached, and you need to identify the users who have multiple sessions open.
Similar to the who command is another one, which is more useful -- providing more information about the users who are logged in:

w  command

The w command displays a summary of the current activity  on

the  system,  including what each user is doing. The heading

line shows the current time, the length of time  the  system

has been up, the number of users logged into the system, and

the average number of jobs in the run queue over the last 1,

5 and 15 minutes.

The fields displayed are: the user's login name, the name of

the  tty  the user is on, the time of day the user logged on

(in  hours : minutes ), the idle time-that  is -- the  number  of

minutes   since   the   user   last   typed   anything   (in

hours : minutes ), the CPU time used by all processes and their
children on that terminal (in  minutes : seconds ), the CPU time

used by the currently active processes (in  minutes : seconds ),

and the name and arguments of the current process.
# w
  4:07pm  up 23 day(s),  6:46,  3 users,  load average: 0.02, 0.01, 0.01

User          tty             login@              idle    JCPU   PCPU  what
root          console     6Oct0523days   1:55      4                     /usr/dt/bin/dtexec -open 0 
datatel     pts/17        3:04pm                                                  w

bsturme  pts/20       Thu 2pm              5        29          29       udt

root         pts/14        6Oct05 28:13                                        -sh
cd command
This command is used to change directories, as in:
#cd  /var/adm

From within the /var/adm directory, you wish to go one step back to /var  :
#cd ..

Now, your current directory is /var.   If you wish to return to /var/adm  :
#cd  adm        **Note that the forward slash "/" was not used.  The "/" indicates the


root  level, which is the where all directories begin.  Since you were 



already in the /var  directory, your cd  command would have been


unsuccessful if the "/" was used.  UNIX would have searched for adm



from the root.  The following message would have been displayed:




# cd /adm





/adm: does not exist

If you wish to make sure you are, in fact, in the directory you specified above, use the following:
pwd  command

# pwd

/var/adm    (If the cd command above was unsuccessful or if the directory was entered incorrectly, another path would have been shown)
find  command
Perhaps you wish to view the sulog to make sure others have not tried to switch to another user ---- especially superuser 'root'.  However, you cannot remember where the sulog 'lives'.  To find out, do the following:
# cd /

# find  .  -name sulog  -print

./var/adm/sulog
hostname  command
Returns the name of your host:
# hostname

sparky
passwd command
This command is used to change a user's password:

# passwd kdotson

New Password:            (Note that the password is not shown when it is entered)
Re-enter new Password:                neither is the confirmation
passwd: password successfully changed for kdotson
When a user is prompted to change their passwords, they must be changed in accordance to the password rules defined in /etc/security/policy.cfg.
ls command
This command is used to list the contents of a directory.  When used alone, only the file names are shown.  For example, if you wish to see the contents of  /var/adm :
# cd /var/adm

# pwd

/var/adm

# ls

acct           log               messages.2    sm.bin      utmpx

aculog      messages     messages.3    spellhist   vold.log

exacct      messages.0   passwd          streams     wtmpx

lastlog     messages.1    sa                  sulog

Luckily, all files in this directory fit on one page in five columns.  In the case that all files exceed the number of files that can fit on one page,  you must append   

 "|   pg"  to the command.   (The special character  "|"  (<SHIFT> backslash) key,  is the pipe symbol and is useful in combination with other commands).
A good example, here, is to list the contents of  /etc  :
TIMEZONE

acct

aliases

ami

apache

asppp.cf

auto_home

auto_master

autopush

cfgadm

chroot

clri

coreadm.conf

crash

cron

cron.d

dacf.conf

datemsk

dcopy

default

defaultrouter

device.tab

devlink.tab

:
As you can see, the files are listed vertically -- one column at a time.  A colon ":" indicates there are more files in the directory.  Press <ENTER> to show another screen-full.  To stop listing files, enter "q" at the colon.
The ls  command is extremely beneficial when a combination of options are used with it.  For example, if you wish to list file permissions, links, owner, group, size, date/time modified -- along with the name, use the options shown below:
# ls -al  |  pg
total 624

drwxr-xr-x     45 root     sys         4096 Oct 29 16:22 .

drwxr-xr-x     35 root     root       1536 Oct  6 09:24 ..

-rw-r--r--         1 root     root        2236 Oct  6 09:23 .cpr_config

-rw-------          1 root     other            0 Apr 25  2005 .group.lock

-rw-------          1 root     other            0 Apr 23  2004 .hosts.lock

-rw-r--r--         1 root     sys            524 Dec 11  2002 .login

Dr--r--r--        1 root     root               0 Dec 11  2002 .name_service_door

-rw-------         1 root     root               0 Oct 29 16:22 .pwd.lock

-rw-r--r--        1 root     other         281 Dec 19  2002 .sysIDtool.state

-rw-r--r--        1 root     other           18 Dec 11  2002 .sysidconfig.apps

lrwxrwxrwx   1 root     root             22 Oct  6 09:23 .syslog_door -> ../var/run

/syslog_door

lrwxrwxrwx   1 root     root             14 Dec 11  2002 TIMEZONE -> ./default/init

drwxr-xr-x     2 adm     adm          512 Dec 11  2002 acct

lrwxrwxrwx   1 root     root             14 Dec 11  2002 aliases -> ./mail/aliases

drwxr-xr-x     2 root     sys            512 Dec 11  2002 ami

drwxr-xr-x     2 root     bin            512 Sep 13 22:01 apache

-rwxr--r--       1 root     sys            604 Dec 11  2002 asppp.cf

-rw-r--r--       1 root     bin              50 Dec 11  2002 auto_home

-rw-r--r--       1 root     bin            113 Dec 11  2002 auto_master

lrwxrwxrwx   1 root     root            16 Dec 11  2002 autopush -> ../sbin/autopu

sh

:

Again,  press <ENTER> to view another screen-full of file information.
Another useful combination of command options is as follows:
# ls -ul | pg

total 598

lrwxrwxrwx     1 root     root          14 Oct 29 17:04 TIMEZONE -> ./default/init

drwxr-xr-x      2 adm      adm       512 Oct 28 18:32 acct

lrwxrwxrwx    1 root      root          14 Oct 29 17:04 aliases -> ./mail/aliases

drwxr-xr-x      2 root       sys         512 Oct 28 18:32 ami

drwxr-xr-x      2 root       bin         512 Oct 28 18:32 apache

-rwxr--r--        1 root       sys         604 Oct  6  09:23 asppp.cf

-rw-r--r--        1 root       bin           50 Oct  6  09:24 auto_home

-rw-r--r--        1 root       bin         113 Oct  6  09:23 auto_master

lrwxrwxrwx   1 root     root            16 Oct 29 17:04 autopush -> ../sbin/autopu
Note the output was manually shortened, but is sufficient to illustrate the difference in the results when the -u option is used, as opposed to the -a  option.  Using  -u  displays the date the file was last used or touched.
lp  command
To print a file on a systems printer from the UNIX level, use the lp command.
First, you must know what printing device to send it to.  If you use EasySpooler, you can find the desired printer in the following location and file:

# cd /var/spool/lps/adm

# more lpsalias

BOP4:lp08::Business Office

PYP1:lp07::Payroll Office

AIG:lp03::AIG Check Printer

POP1:lp05::Purchasing Dept.

TS_HPJL:lp04::CET-12 HP

BOP1:lp06::AP Printer

PO:lp09::PO Printer

PR1:lp10::PR1 Printer
The syntax (in its simplest form) is:

# lp -dlp02 lpsalias

Spooled 'lpsalias' to lp02 (lp02), sequence 11029
The contents of the lpalias file printed on the defined lp02 line printer, which also happens to be the default printer.  (The default printer is shown in parentheses).  Note:  if a device is not defined, the output will go to the default printer.
ps command

This command reports current processes and the status of each.
One of the most valuable combinations of options I believe an Systems Administrator can use with this command is illustrated below:
# ps -ef  |  pg

   UID   PID  PPID  C    STIME TTY      TIME CMD

    root             0     0  0   Oct 06      ?        0:07 sched

    root             1     0  0   Oct 06      ?        0:02 /etc/init -

    root             2     0  0   Oct 06      ?        0:00 pageout

    root             3     0  0   Oct 06      ?       32:36 fsflush

    root         582     1  0   Oct 06      ?        0:00 /usr/lib/saf/sac -t 300

    root         468     1  0   Oct 06      ?        0:00 /usr/lib/utmpd

dmiadmin   240     1  0   Oct 06     ?        2:29 /opt/java142/j2re1.4.2_08/bin/jav

a -cp dmilistener.jar:/opt/ddmi34/dmilive/ext

    root         198     1  0   Oct 06     ?        0:00 /usr/ud60/bin/sbcs -r

dmiadmin   256     1  0   Oct 06    ?        0:09 /opt/java142/j2re1.4.2_08/bin/jav

a -cp hsqldb.jar org.hsqldb.Server

    root           64     1  0   Oct 06     ?        0:00 /usr/lib/sysevent/syseventd

    root           79     1  0   Oct 06     ?       13:22 /usr/lib/picl/picld

    root           74     1  0   Oct 06     ?        0:00 devfsadmd

    root         187     1  0   Oct 06     ?        0:00 /usr/ud60/bin/smm -t 60

bsturme  15196 15194  0   Oct 27 pts/20   0:00 -ksh

    root     22109 22108  0 17:47:31 pts/17   0:00 ps -ef

    root     20528   684  0 15:12:42 ?        0:00 /usr/dt/bin/dtexec -open 0 -ttpro

cid 1.13HIMZ 01 683 1289637086 1 1 0 10.1.0.8

    root    20434 20421  0 15:04:35 pts/17   0:00 sh

    root      6716  6715  0   Oct 06   ?        0:56 /usr/dt/bin/dtmail

    root      6715   687  0   Oct 06    ?        0:00 /usr/dt/bin/dtexec -open 0 -ttpro

cid 2.13HIMZ 01 683 1289637086 1 1 0 10.1.0.8

    root    15194   391  0   Oct 27   ?        0:00 in.telnetd

    root   22108 20434  0 17:47:31 pts/17   0:00 pg

 datatel 20421 20418  0 15:04:22 pts/17   0:00 -ksh
One use of this command is identifying a specific PID of a user, should the user need to be force logged off.  This is done by using the following command:

kill command

Much care must be used when using this command.  Make sure to view the man pages before using it.  To force logout a user, verify his/her PID, then:

# kill -15 xxxxx (where xxxxx is the PID)

Using the vi Editor

The vi  editor is used to change existing files or create new ones.  This editor is rather cryptic, but it works fine just by remembering the most frequently-used commands.    To invoke the vi editor:
# vi  filename

vi  is a full-screen editor and there are two modes:  input mode and command mode.
To begin entering text in a file, press the letter 'i'  (do NOT press <ENTER>).  Until you press the <ESC> key, you will be in input mode.  

To create a new file, invoke vi, enter text until your heart is content, then press <ESC> once -- to exit input mode.  The press the ":" (colon), then the letters "wq" to save and quit.
Unless you write scripts on a regular basis, you will use the vi  editor primarily to change files.  To change a file, invoke vi.   Press your down arrow key or page down until you reach the line or words you are going to change.   (There is also a way to search for a string).  However, I have gotten by for the past 8 years by knowing how to get in and out of input mode, save and quit, quit without saving, replace a character, delete a line, and delete a character.  So, that is all you need to know --- EXCEPT --- that you always make a copy of the file before  you make any changes to the original.
The following page is a shortened cheat sheet, but more extensive than I will ever use.

