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Preface
The Association of Remotely Piloted Aircraft Systems (ARPAS) in the UK is the
professional body and trade association for the drone industry, working on behalf of
its members to influence regulation and promote safe operational best practice. The
ARPAS Standards group has developed this guidance for commercial drone
operations and for its members, in a bid to ensure the use of drone technology at
Public Events is safe and legal.
Solomon N’Jie is an ARPAS Standards group member and was invited to develop
this guidance. He is a Crowd Safety Management Specialist and qualified Crowd
Safety Officer who has been involved with the planning and management of over
1,500 significant Public Events over the last 30 years. He holds a BA (Hons) in
Crowd Safety Management, has lectured at both Surrey and Bucks Universities
while developing and teaching crowd safety management courses at the Cabinet
approved Emergency Planning College. Having been awarded relevant Expert
Witness qualifications from Cardiff University and when instructed by law firms, he
provides Expert Witness testimonies for the courts to consider in Public Event Civil
litigation cases. In addition to flying helicopters for 20 years he holds a current CAA
Permission for Commercial Operations to fly drones in the UK and a Diploma in the
Remote Piloting of Unmanned Aircraft Systems for Commercial Operation.
Previously a restricted distribution of ‘A Practical Guide to Drone use at Public
Events’ enabled the event industry and government agencies to critique and
feedback views which have been reflected in this document. This wider
circulation will enable individuals, companies and organisations to comment
before a full release later this year. Please send your thoughts to
sol@solmanagement.co.uk
All rights reserved. No part of this publication may be reproduced, stored in a
public retrieval system, or transmitted in any form without the prior permission of
the author.
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Section 1 Introduction
When integrated into the event planning and delivery processes drones can provide
a real-time video perspective of crowd movements, venue integrity and incidents
enabling up-to-date decisions to be made by management teams to support public
safety and security. Drones provide an accurate picture of events unfolding on site,
in areas outside the range of fixed CCTV positions and without having to rely on
differing radio accounts from ground staff. All video is recorded on drone memory
cards and can be used for incident analysis, evidence and training purposes.
This guide will benefit event organisers, venue staff, security and planning support
teams looking to understand the requirements of engagement with commercial drone
contractors as well as those associated with events such as Land Owners, Local
Authorities, Emergency Services, Trade Associations, Teaching Establishments and
Governing Bodies. It will also provide commercial drone companies with an
understanding of public event requirements and operations.
The Civil Aviation Authority (CAA) is the UK's aviation regulator working to ensure
the aviation industry meets the highest safety standards and manages security risks
effectively. Specific regulations are in place to ensure commercial drone companies
and pilots fly within sensible safety limits. This document builds on these regulations
and sets out the principles, standards and practical guidance which apply to any
commercial drone company operating at public events.
This guide should be read in conjunction with event specific guidance and drone
regulations (note this is not a definitive list) such as the CAA Air Navigation Order
(ANO), Guide to Safety at Sports Grounds (Green Guide), Health Safety and Welfare
at Music and other Events (Purple Guide), Health & Safety Executive - Managing
Crowds Safely and A Practical Guide to Drone Law, in order to plan and protect both
attendees and those involved with event operations.
It should be noted although the CAA regulations are sufficient and sensible illegal
activity outside of these directives are starting to cause problems, particularly for the
event industry. Illegal fly-overs have been reported at sports events, festivals,
concerts and public gatherings highlighting the potential safety and security risks as
well as the possible loss of control over spectators and near structures.
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Section 2 Drones
2.1 What is a drone
Drones are defined as any aircraft without a pilot on board that sustain flight. These
flying machines can be flown by a pilot using a remote device or autonomously with
software controlled flight plans. A small unmanned aircraft is defined as ‘any
unmanned aircraft, other than a balloon or a kite, having a mass of not more than 20
kg without its fuel but including any articles or equipment installed in or attached to
the aircraft at the commencement of its flight’. This document will focus on the sub
7kg class of drones used most commonly in the commercial world, although
occasionally heavier drones can be used at public events for specialist requirements.
Drones are referred to by a number of different names. Unmanned Aerial Systems
(UAS), Unmanned Aerial Vehicle (UAV), Remotely Piloted Aerial System (RPAS),
Unmanned Aerial Vehicle (UAV), Small Unmanned Aerial System (SUAS). The term
everyone understands is drones so this will be used throughout this guidance.
Drones are now widely available for both recreational and commercial use and must
be flown responsibly. A person must not recklessly or negligently cause or permit an
aircraft to endanger any person or property (CAA ANO Article 241). Drones are
subject to specific safety rules relating to the way they are operated, which are
underpinned by UK law. (see Section 3)
2.2 Common Drone Capabilities
Huge developments in drone technology over the past few years has led to an
increase in safety with a wide range of risk mitigating features which help maintain
flight stability and ease of operation. The following overview considers some of the
common features, capabilities and technologies used by many of the more
professional multi-copter drone models.
•

Helicopter-type rotors or propellers powered by independent electric motors
are used to provide both lift and directional control.
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•

Removeable rechargeable batteries enable drones to fly twenty minutes or
more at a legal altitude of up to four hundred feet.

•

Dedicated automated flight control systems use radio signals and send
commands to the drone to maintain controlled flight. Typically this would be
initiated by a smartphone or tablet based app.

•

A combination of GPS satellite navigation and a programmable flight planning
system allows the drone to fly sophisticated flight profiles.

•

The electronics in most drones and controllers are not water proof so flying in
rainy conditions may lead to electrical problems.

•

Built-in camera operations are managed from the ground controller with the
ability to record professional quality photographic and video imagery. These
cameras have a removable micro SD flash memory card for on board
recording.

•

In addition a first-person view (FPV) capability enables the view from the
drone camera to be streamed to either the controller, smartphone or tablet
and displayed on a screen at a control point.

•

Autonomous operations include the ability to return to a takeoff point (if
controller loses contact with the drone), automatically follow a moving target
and avoid collisions with obstacles.

2.3 Drone Types
Drones come in a wide variety of sizes, with varying ranges, speed, features and
differing capabilities. They fall into three main categories namely: Multi-Rotor
(various types), Single Rotor (Helicopters) and Fixed Wing (aeroplanes).
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Multi-Rotor Drones
The quadcopter is the most popular model with four rotors at each edge of the drone
body although drones with 6, 8 or 10 rotors are available. The Quadcopter comes in
various sizes and models and they are the easiest and cheapest option for getting a
small camera in the air. The amount of control over positioning and framing subjects
make them perfect for aerial photography and video work.

The downside of multi-rotors are limited endurance and speed with inefficiencies that
require a lot of energy just to keep them in the air. Current battery technology limits
flight times to around 20-25 minutes when carrying a lightweight camera payload.
Heavy-lift multi-rotors are capable of carrying more weight, but are restricted to much
shorter flight times.
Tethered Multi-Rotor Drones
A tethered drone is one where the multi-rotor drone remains securely attached
(tethered) via a physical link to a person, the ground or an object at all times while
flying. The tether takes the form of a flexible cable and would include the power
supply to the aircraft and a video down link. Operations with a tethered drones can
be used as an efficient solution in a number of cases, for example where an
operating area is restricted, or when the required flight time (e.g. 24 hours) exceeds
the normal endurance of a free flying battery powered drones. Tethered Drones are
subject to the same basic operating regulations as all other unmanned aircraft.
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Helicopter Drones
Single or double blade rotor helicopter drones have the benefit of much greater
efficiency over a multi-rotor drones with lower speed, great stability and longer flight
time. They can be powered by a gas motors for longer endurance or fast forward
flight and can hover with a relatively heavy payload.

There is a limited number of model helicopter drones available due to the higher cost
factor. To create a helicopter drone takes more work and components compared to
quadcopter which are relatively cheap and easy to build. They also require a lot of
maintenance and care due to mechanical complexity.
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Fixed Wing Drones
Fixed-wing drones use a wing like a normal aeroplane to provide lift rather than
vertical lift rotors. They are much more efficient as they only need to use energy to
move forward, not to hold themselves up in the air making them ideal to cover longer
distances. It is also possible to use gas engines as the power source so many fixedwing drones can stay aloft for 16 hours or more.

The main downside of a fixed-wing aircraft is they cannot hover over one position
making general aerial photography work difficult. Launching and landing is a lot more
difficult as a catapult launcher is required to get them into the air and either a
runway, parachute or net to land safely. Other downsides are higher costs and a
more difficult learning curve to flying.
2.4 Commercial Benefits
Drones operated within the CAA regulations can help improve safety and security at
large events by monitoring and providing live video feeds to assist with the
supervision and control of crowds, traffic management, security, site inspections and
act as an Arial Survey platform. A view from an elevated position enables event
organisers, security and crowd management personnel to see a situation develop
not visible from the ground. Drones can provide:
•

Arial ground surveys to support venue design considerations

•

Event infrastructure and building inspection

•

Real time Crowd Safety and Traffic video

•

Perimeter integrity and security information

•

Discreetly or overtly monitor disruptive individuals or groups
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•

Observer the build-up of potentially dangerous crowd density situations

•

Thermal-imaging and night-vision videos particularly effective on Egress

•

Monitor walkways, entrances, viewing areas, emergency exit routes

•

A pop up ‘eye in the sky’ to provide control rooms and management personnel
with live cctv coverage of blind spots, incidents and emergencies at events

•

Record events and incidents for evidence or training purposes
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Section 3 Regulations
Aviation Law provides a structure to keep all air users as safe as is reasonably
possible. Competent drone operators understand and apply Aviation Law while
safely flying within the parameters and constraints of airspace rules. Irrespective of
whether drones are flown for recreational or commercial use all pilots must comply
with Aviation Law.
3.1 Civil Aviation Authority (CAA)
The CAA is a public corporation, established by Parliament in 1972 as an
independent specialist aviation regulator. Most aviation regulation and policy is
harmonised across the world to ensure consistent levels of safety and consumer
protection. The CAA is the UK's specialist aviation regulator working to ensure the
aviation industry meets the highest safety standards and manages security risks
effectively.
3.2 Air Navigation Order 2016 (ANO 2016)
ANO 2016 is an Act of Parliament that contains drone regulations and some specific
additional steps to be taken if a drone is being flown for commercial operations. All
event organisers and small drone users need to be aware of the following
regulations when flying near public events:
•

Article 241 - endangering safety of any person or property

•

Article 94 - small unmanned aircraft

•

Article 95 - small unmanned surveillance aircraft
(see Appendix 3 for full Article Regulations)

3.3 Recreational Drone Flyers
There is no UK Pilot License for drones so it is important to distinguish between
commercial and recreational drone pilots. People flying a consumer drone for leisure
purposes do not need CAA approval if under 7kg in weight and they adhere to the
regulations. Light weight (sub 7kg) drones are at a relatively low cost point, readily
availability with no checks or identification currently required. Gartner reported that 3
Million drones were produced worldwide in 2017, this is 40% more than in 2016.
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Employing and paying a leisure pilot to conduct commercial work is illegal.
Something that is particularly dangerous near large crowds without flight planning,
risk management and insurance safe guards. Contravening standard regulations
could lead to a prosecution with a fine or in extreme cases a custodial sentence
particularly when pilots cause serious injuries to people.
3.4 Commercial Drone Operations
A commercial drone operation is defined as: ‘any operation of an aircraft other than
for public transport; which is available to the public or which, when not made
available to the public, is performed under a contract between an operator and a
customer, where the latter has no control over the operator, in return for
remuneration or other valuable consideration.’ The key elements in understanding
this term are ‘…any operation of an aircraft…in return for remuneration or other
valuable consideration’. (CAA)
The term ‘available to the public’ should be interpreted as being a service or
commodity that any member of the public can make use of, or actively choose to
use, (e.g. because it has been advertised or offered to someone).
A drone company or pilot cannot be hired or earn money for any flight time unless
they have received a Permission for Commercial Operations (PfCO) from the CAA.
Anyone looking to employ or hire a company to conduct commercial drone
operations on their behalf, must ensure they are appropriately certified by the CAA
and have applicable insurance in place. Failure to do so could lead to prosecution
with a fine or in extreme cases a custodial sentence particularly when pilots cause
injury to people or damage property.
3.5 Permission for Commercial Operations (PFCO)
To receive a CAA Permission for Commercial Operations (PFCO), which enables
companies to advertise and earn money for drone services, the following elements
must be completed and approved.
1. Ground School Course and Theory Test
2. Minimum flight experience
3. Flight Assessment Test
13
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4. Adequate Public Liability Insurance
5. Approved Company Operations Manual
Pilots that complete 1, 2 & 3 can fly under an approved PFCO utilising the company
Operations Manual and Insurance. Before employing commercial drone operators
event organisers should check they are listed on the CAA website. A list of approved
commercial drone operators can be found here: www.caa.co.uk/cap1361. Engaging
an experienced, qualified and registered drone operator can help mitigate and avoid
risks while having public liability insurance covers the cost of flying.
3.6 PFCO Standard Operating Conditions
The drone operator is subject to the following conditions when operating within the
bounds of a standard issue PFCO:
a) A legal maximum height restriction of 400 feet above the surface for the flight
of any small unmanned aircraft.

b) The person in charge of the aircraft maintain direct unaided Visual Line of
Sight (VLOS) or a competent observer out to a maximum range of 500
metres, under the control of the person in charge who is operating in
accordance procedures specified in the approved Operations Manual.
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c) Over or within 150 metres of an organised open-air assembly of more than
1,000 persons
d) Within 50 metres of any person, vessel, vehicle or structure this is not under
the control of the person in charge of the aircraft, except that during take-off
and landing this distance may be reduced to 30 metres.

3.7 Indoor use
The regulations make no distinction between flights made indoors or in the open; the
whole safety criteria continue to apply. Notwithstanding this, certain hazard factors
are heavily mitigated by the fact that the aircraft is flying in an enclosed environment
and access to the venue can be controlled.
People inside the building, who may be exposed to a hazard by the flight, should
meet the criteria for ‘persons under the control of the person in charge of the aircraft’
or else have safety precautions taken on their account (e.g. safety netting, tethered
drone, etc).
3.8 Operational Safety Case (OSC)
Following PFCO approval an additional Operational Safety Case (OSC), based on a
robust risk assessed safety argument, to demonstrate that the intended operation is
appropriately safe, can be developed and submitted to the CAA. If approved this can
result in greater privileges than in a Standard Permission and a reduction in the
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standard flight distances. Operators are still subject to rules and regulations imposed
by other bodies and organisations.
3.9 UK Air Space
UK airspace is divided into separate airspace 'classes' for Air Traffic Management
purposes, these are classified by the letters 'A' to 'G, with Class A being the most
tightly regulated (e.g. Heathrow), down to Class G being the least restrictive. Classes
A to E are known as Controlled Airspace (CAS).
In addition, licensed aerodromes have an Aerodrome Traffic Zone (ATZ) established
around them, within which some additional rules for aircraft operations apply. An
ATZ consists of the airspace from the surface to a height of 2000 ft above the level
of the aerodrome, bounded by a circle of either 2 nautical miles or 2.5 nautical miles
radius, depending on the length of the main runway.

A drone must not fly closer than 1 km from the boundary of a protected aerodrome
(ATZ) without first checking and gaining permission to do so. The airspace around a
protected aerodrome is called the ‘flight restriction zone’ and is divided into two
separate zones; the ‘Inner Zone’ (ATZ) which consists of the area over the
aerodrome and up to the aerodrome boundary
The ‘Outer Zone’ which is a ring of airspace outside of the aerodrome between the
Inner Zone (i.e. the aerodrome boundary) and a line that is 1 km from the aerodrome
boundary.
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It would be extremely foolish or reckless to operate drones at or near an airfield
when aircraft are operating, except within an agreed safe area authorised by the
airfield ATC.
3.10 Air Space Limitations
The UK has a well-established system for notifying blocks of airspace where
particular limitations are placed on the flight of all aircraft (manned and unmanned).
Such areas are typically either: Prohibited Areas, Restricted Areas or Danger Areas
(military ranges etc).
It is occasionally necessary to institute temporary restrictions of airspace (‘Restricted
Area – Temporary’). These are usually shared via Aeronautical Information Circulars
or, if done at very short notice, via the Notice to Airmen (NOTAM) system. These
temporary restrictions are also listed on the AIS website. It is important to note that
these restricted areas apply to all aircraft including drones, regardless of weight or
height of operation. Further details can be found in the UK Aeronautical Information
Package (UK AIP) at the NATS Aeronautical Information Service (AIS) website here.
3.11 Beyond Visual Line of Sight (BVLoS)
BVLoS approval on a permanent basis is very unlikely as the CAA requires a high
level of confidence to be demonstrated to satisfy the OSC requirement. It should be
17
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noted that a CAA regulation change on 31 July 2017 relaxed rules for the emergency
services’ only to use drones to extend VLoS operations. Under the Emergency
Services Operations ORS4 #1233 General Exemption E4506 the Emergency
Services, holding a valid PfCO, have been granted a special exemption that can only
be implemented in short term reactive situations aimed at preventing the immediate
risk to human life or during a major incident. Under the provisions of this exemption,
the distance the drone can be operated from the drone pilot can be extended beyond
500 metres when certain protocols have been followed and are authorised. The CAA
requirements are that:
•

The distance from the remote pilot station does not exceed the maximum
control range of the aircraft, as stated in the operating manual of the
emergency service under whose authority the person in charge is operating
the aircraft;

•

The drone is not flown beyond a distance of 1000 metres from the remote
pilot station without the explicit approval of the On-Scene Incident
Commander;

•

The drone is not flown beyond a distance of 2000 metres from the remote
pilot without the explicit approval of the Tactical Commander assigned to the
incident.

Companies that have a CAA approved OSC to operate BVLoS having demonstrated,
through a robust risk assessed safety argument, that they can operate safely must
adhere to the listed requirements at all times.
3.12 Weight Restrictions
ANO Article 166 places restrictions on the operators of Drones weighing more than
7kg. This prevents them operating in airspace Classes A, C, D and E, and also
prevents them operating within an active Aerodrome Traffic Zone, without ATC
permission. There are no such restrictions on Drones weighing less than 7kg, except
that ‘you must be reasonable satisfied that the flight can be safely made’. Be aware
sub 7kg drones are subject to the laws governing Danger, Restricted and Prohibited
Areas, so may only be operated in these locations if and when permitted.
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3.13 Data Protection
Because drones have good surveillance capabilities, awareness of the Data
Protection Act regarding the use of identifiable images of people is essential when
flying a drone with a camera. Most uses of CCTV will be covered by the Data
Protection Act which sets rules which CCTV operators must follow when they gather,
store and release CCTV images of individuals. With public pictures it is advisable to
seek consent from anyone whose image may be recognisable in the footage or stills
before publishing. This is especially important when children are involved.
One major issue with the use of Drones is the fact that on many occasions,
individuals are unlikely to realise that they are being recorded, or may not know that
Drones have a camera attached. The challenge of providing fair processing
information is something that must be addressed.
Innovative ways of providing this information must be found and the Information
Commissioner’s Office (ICO) suggests this could involve wearing highly visible
clothing identifying yourself as the Drone operator, placing signage in the areas of
operation explaining drone use and having a privacy notice on a website that people
can be directed to, or some other form of privacy notice. Further information can be
found on the drone section of the ICO website here.
The UK data protection authority the Information Commissioner’s Office new code of
practice on surveillance cameras and personal information, now includes Unmanned
Aerial Systems (UAS) and can be found here. Law enforcement covert surveillance
activities are covered by a separate Act - the Regulation of Investigatory Powers Act
(RIPA) 2000 and the Regulation of Investigatory Powers (Scotland) Act (RIPSA)
2000.
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Section 4 Crowd Safety & Security Planning
4.1 Crowds
Large crowds are a normal part of the operation of many public venues. However,
excessive crowding and poor crowd management can lead at worst to crushing,
injury and even death and at the very least to such anxiety and stress that visitors
decide not to come again or recommend a visit to others. (HSE)

Crowds can gather at many outdoor locations and for a multitude of reasons.
•

Fixed stadia – set infrastructure hosting regular events e.g. football, rugby,
athletics

•

Open air sites – temporary venues built for purpose e.g. music festivals,
outdoor sports, fairgrounds, car boot sales

•

Road events – streets used by participants e.g. road races, carnival, mass
demonstrations

Events with crowds greater than 1,000 will require a standard 150m no fly zone to be
implemented unless a CAA approved OSC reduction has been granted.
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4.2 Event Planning
Before event organisers can take advantage of integrating drones into event security
and safety management it should be recognised that each public event has a set of
planning requirements that tend to follow a predictable route. It is advisable that
drone companies are familiar with this process so they are able to contribute and
integrate into event planning and delivery.
The starting point for planning is to fully understand the attraction, crowd profile,
demographics, needs, expectation and likely behaviour while also assessing the
venue or location suitability. Specific security requirements such as a proportionate
response to the threat level, ensuring the safety of high profile guests, dealing with
large groups of unruly people or applying protective measures to perceived
weakness within event perimeters or access must be tackled. Other influences that
have the potential to affect planning and delivery processes could include weather,
transport issues, conflicting events and particularly media hype which should always
be taken into consideration.
Based on information gathered, predictions can then be made on the likely crowd
behaviour during each event phase e.g. Arrival, Ingress, Movement, Egress and
Dispersal. Venue footprint design and capacity considerations, information,
communication, staffing levels and management processes can then be developed.
Incident management and emergency management can then be layered into the
planning. A suitable risk assessment at each stage of these processes should take
place to validate and ensure crowd safety and security.

Local authorities have established Safety Advisory Groups (SAG) to co-ordinate the
efforts of relevant agencies to provide advice to anyone who wishes to organise a
21
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medium to large scale event. The aim and objective of the SAG are to provide safety
information and advice, encourage event organisers to take advantage of the safety
advice available and make sure that public safety at the event is always a major
priority.
4.3 Contingency Planning
Event contingency plans must be developed to respond effectively to health and
safety and security incidents and other emergencies that may occur. The plan needs
to be proportionate to the level of risk presented by event activities and the potential
extent and severity of incidents. It should include procedures to be followed by staff
in an emergency using the resources available onsite. Gaining agreement with the
local authority and emergency services, to be clear about roles and responsibilities
with an agreed hand over process to establish primacy for the incident, should be
decided before the event.
Although the emergency services will be called shortly after a major incident,
traveling to the event and becoming effective on site can take them 15 minutes or
longer. During this period, using venue resources, it is necessary to rapidly disperse
workers and the public away from imminent danger, handle casualties and contain
the situation without further injury or loss of life. The on-site management team
require access to up-to-date information enabling informed decision over resource
deployments until the emergency services arrive.
In addition to unplanned major incidents contingencies should consider terrorist
instances that can occur in and around the venue footprint that are thankfully
extremely rare. However, examples from other parts of the world have shown how
an initial major disruptive terrorist incident can be followed by secondary or tertiary
actions such as explosive devices in the path of evacuees or gunman randomly
shooting at the crowd. Preventing further attacks from reaching members of the
public will require dealing with the displacement of non-injured crowds and directing
them along secure exit routes into safe holding areas.
A drone can be positioned to detect, verify and validate incidents by providing
imagery to support management decisions that minimise the consequences of an
attack and deliver ongoing instant intelligence from a position of relative safety. This
service will assist in supporting a duty of care to staff and spectators while taking
22
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reasonable steps to ensure their safety during the difficult initial stages of an
emergency.
4.4 Drone Concerns
The vast majority of people never think of using drones for unlawful purposes,
nevertheless without proper safeguards and controls they have the capability of
being used to cause injury, security breaches, criminal and terrorist incidents
Drones can provide a fast response to investigate breaches of perimeter or event
security, track individuals or gangs and provide high definition pictures to support
management team actions and record evidence. However, drone incidents have
increased in the UK endangering open-air concerts, disrupting football matches and
even illegal low level filming at street events such as carnivals.
Currently no open air stadium, festival or public street event in the UK is capable of
stopping a malicious drone attack legally. Drones that are flown in crowded spaces
and choose to ignore the CAA regulations are a major concern.
Increasingly drones are being used being used by the paparazzi or leisure fliers to
capture images or videos of individuals or groups of people at events. The photo
below shows a drone filming Notting Hill Carnival revellers during the 2017 event.
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In some cases loss of control can result in collisions with people, causing rotor
impact injuries or crashing into structures were on board battery fires pose a very
real danger.
Small commercial drones can circumvent tight security at events that are spread out
over large areas, such as festivals. They are ideal for transferring packages
containing illicit goods, tickets and drugs to the more remote areas.
A device that can steal data, was installed on-board a drone that flew over London's
Hyde Park (a regular music festival site) masquerading as a trusted WIFI network
and captured information from around 150 mobile devices in less than an hour. It
exploited a security lapse in mobile phone technology and was able to collect web
browsing history, login information and geolocated coordinates from these devices.
Criminals can use commercial drones for surveillance purposes, gathering data of
fixed or temporary public events, location details, infrastructure layouts and
movement of personnel before breaking into premises. More sinister is the terrorists
threat where surveillance information is gathered before potentially causing chaos in
crowded spaces. Drones can be used to deliver explosives, as demonstrated in the
Middle East conflict, or even chemical or biological ordinance to a pre-determined
target with little sign of detection.
4.5 Drone Misuse Enforcement
Article 257 grants the CAA and authorised persons (including constables) powers to
prevent aircraft flying. If a drone flight contravenes the ANO 2016, EASA Regulations
or EU-OPS and could be a cause of danger to person or property or if the aircraft is
unfit for flight, the CAA can prevent flight until the problem has been rectified and
may also detain the aircraft. Ballaster, Firman, Clot (2017)
Therefore only the regulator can decide if a flight is dangerous, they do not have
powers of arrest or prosecution. The CAA’s remit is limited to safety and does not
include concerns over privacy or broadcast rights. The Police take the lead in dealing
with drone misuse incidents that may contravene aviation safety or other relevant
criminal legislation, including gathering evidence to support the case. The Criminal
Prosecution Service (CPS) decide if the weight of evidence gives a good prospect of
a successful prosecution and if it is in the public interest.
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If a drone is seen flying endangering the safety of personnel, property or privacy this
should be reported to the local police on 101. The CAA enforcement strategy has
recently changed to better reflect the balance of capabilities between the CAA and
local Police services. To support this, the CAA has now agreed with the Police, in a
signed Memorandum of Understanding that the Police will take the lead in dealing
with drone misuse incidents, particularly at public events, that may contravene
aviation safety legislation or other relevant criminal legislation.
If a police investigation is required, evidence and the laws or sections contravened
should be sent to 101@yourlocalpoliceforce.gov.uk. Organisations such as Drone
Alert https://www.drone-detectives.com is a rapid 4 step drone reporting application
that allows the public to report bad drone activity using photos, videos and geolocations from mobile devices to create a valuable evidence-based report for the
authorities.
The National Police Chiefs’ Council (NPCC) Guidance to Officers on Drones (2015)
provides guidance and support to individual force policies for the prosecution and
recording of incidents involving drones. The guide addresses the negligent, reckless
or malicious use of this technology. It also lists a number of bespoke articles of law
that specifically address offending by drone users and other statutes that may be
relevant. The list below is not exhaustive but is intended to give an indication of
legislation that is available.
•

Air Navigation Order 2009 (Articles 241, 94 and 95)

•

Public Order Act, 1988 (Section 4 and 5)

•

Protection from Harassment Act 1997 (Section 2)

•

Sexual Offences Act 2003 (Section 67)

•

Terrorism Act 2000 (Section 58 and others)

•

Likely to lead to a Breach of the Peace

•

Public Nuisance

4.6 Rogue Drone Detection
Accurate long range drone detection, is still under development. Currently drone
discovery is based on a number of characteristics:
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•

Radio Frequency scanners have the ability to identify frequencies used by
commercial drones. They pick up standard communication between drone
and controller, decoding the signals and displaying telemetry information on a
screen to provide a geographic position of the drone and operator.

•

Acoustics Sensors listen for high pitched frequencies produced by drone
motors and propellers and provide notification of a drone in the area.
Acoustics Sensors are not effective in urban environments due to the ambient
noise and generally have a limited range.

•

Radar can detect the track and position of some types of drones. Radar
deployment has challenges namely; cost, positioning, the effect of buildings,
trees and differentiating between small plastic drones and birds.

•

Video Cameras provide visual identification and evidence recording. However,
video camera detection is limited by line of sight, light levels, weather and an
effective operating range of less than 100 metres.

4.7 Drone Countermeasures
Options against rogue drones, once detected, have lagged behind the innovations
seen in drone development.
•

A temporary ‘No Fly Zone’ airspace restriction can be set up around an event
but these are only valid if adhered to although drones entering can easily be
recognised as ‘not an official event drone’.

•

Geo-Fencing can be designed into the firmware contained in the drone so it
cannot enter restricted airspace or temporary zones around public events.
Some leading drone producers such as DJI have implemented some form of
Geo-Fencing, many have yet to agree and issue the full feature set as
standard. Competent software engineers or those flying ‘nonstandard’ drones
can override these geo-limitations. Although for most pilots flying
commercially available ‘standard’ drones it can help stop them from
inadvertently breaking the rules and risking safety and security.

•

Anti-drone equipment can transmit frequencies used by commercial drones to
disrupt standard communication between the drone and controller. They have
a range of around 400 metres and can force drones to stop in flight, land or
return to home. Disrupting aircraft flight control and video downlinks using
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‘high energy blocking’ Radio Frequency inhibitors is illegal and forbidden by
the UK regulator OFCOM as this can cause issues to spectrum users.
•

Commercial drones are susceptible to ‘spoofing attacks’ that take control of
the drone, track the location of the operator and disable or land the drone.
There is an ongoing debate over the legality of ‘hi-jacking’ a drone which can
be classed as an aircraft.

•

Compressed gas launcher guns that shoot a net to envelop and capture a
drone up to 100 metres away are illegal in the UK although hand held devices
with a much shorter range can be used.

•

Lasers have been used to destroy incoming drones up to 2 kilometres away
by overseas military operations. The size, cost and safety aspects of the
system prohibit this solution being used to protect commercial public events.
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Section 5 Planning for Public Events
Organisations and qualified drone pilots when delivering a service must work with
integrity and within the limitations of their approved Operations Manual at all times
while adhering to the following:
•

Principles: Commercial Drone organisations and Pilots must consider and
adhere to the principles of good regulation and public safety

•

Standards: What commercial drone organisations and pilots must do to meet
the expectations listed in the Civil Aviation Authority (CAA) Air Navigation
Order (ANO)

•

Guidance: How Commercial Drone organisations and Pilots using
professional judgement meet these standards, when conducting flying
operations and to be able to justify any decision that is not in line with the
Guidance.

5.1 Risk Management
The use of drones always carries a very small element of risk near public places.
Contact with sharp fast moving propellers, mechanical/electronic failure, `fly away’ if
control is lost between the pilot and drone or unstable weather conditions are some
of the scenarios that could lead to a crash into people or structures.
Risk assessment is a legal requirement under the Management of Health and Safety
at Work Regulations (MHSW) 1999. Regulation 3 requires all employers and the
self-employed (including those who organise events) to assess the risks to workers
and anyone else, for example members of the public attending an event, who may
be affected by work activities being undertaken. Both the Health and Safety at Work
etc Act 1974 and regulations covering particular hazards require that appropriate
preventive and protective measures should be taken for those risks identified.
Risk management is a fundamental requirement in the drone planning process to
reduce the likelihood to the lowest acceptable point before any flights take place. A
flight planning process is documented in all approved PFCO operation manuals, this
should be followed throughout any customer contact when discussing possible
engagement and flights.
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5.2 Insurance
The UK regulation covering drone insurance is The Civil Aviation (Insurance)
Regulation 2005 which works in conjunction with the main EU regulation relevant to
drones, Regulation (EC) No 785/2004
A commercial drone operator in the UK, as a minimum, need £1M public liability
insurance to protect against legal liability for third party property damage or injury
whilst using a drone. When drone companies operate at Public Events £5M to £10M
should be considered given the potential increase in exposure risks.
All policies must comply with Regulation (EC) 785/2004 that include war risk
insurance, as required by the CAA. Commercial drone insurance in the UK is only
legal if it is compliant with (EC) 785/2004, including cover for acts of war, terrorism,
hijacking, acts of sabotage, unlawful seizure of aircraft and civil commotion.
5.3 Drone Batteries
One key reason for flying set distances away from the public is drones have the
capacity to inflict public harm by accident or intent. Lithium Polymer (LiPo) batteries
are the on-board power source for most drones because of their light weight, slow
discharge and high power output compared to other batteries.

Unlike other batteries, LiPo’s are chemically volatile and must be charged and
handled carefully. If they are dropped, dented, crushed or pierced, often as a result
of a drone crash, it may result in an internal short and a build-up of heat that will
rapidly expand the foil covering on the cell potentially leading to fire and toxic smoke.
Molten electrolyte over members of the public is a disturbing scenario. Event
contingency plans should anticipate drone emergencies that may occur during the
different phases of an event.
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5.4 Initial Customer Assessment
PFCO companies tend to follow a standard information gathering process to make
an initial assessment of the operating site and to determine if the job is feasible.
Pre-Site Visit Information
•

Date and Time

•

Flight requirements

•

Customer contact details

•

Site address

•

Land owner

•

Vehicle access

A few checks must then be carried out to validate the company and requirements
before filling in the Flight Planning Form.
Client Information:
•

Are they a legitimate company?

•

Financial position?

•

Does the person booking the job have the authority to do so on behalf of the
company?

•

Does the PFCO company have the equipment, manpower and time to fulfil
the customer requirement?

5.5 Flight Planning
The basic customer information is entered on a Flight Planning Form to enable a
feasibility check to assess if the job can be done safely. The following step process,
provide the necessary information to arrive at an initial decision.
a) Client Information
− As per Section 5.4
b) Site Specific Details
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− Address, co-ordinates, permissions, Site Access, Site altitude, Weather
Forecast
c) Emergency Contact Information
− Local hospital, ATC, Police
d) Hazard Identification
− Airspace Classification, ATC permissions, Height AMSL, NOTAMS
− Terrain:

Flat, Hilly, Urban, Water, Roads

− Proximities:

Other aircraft, Airports, Helipads, Air Users expected

− Obstacles:

Buildings, Trees, Telephone Wires

− RFI Sources

Transmitters, Power Pylons etc.

− Restrictions:

Nuclear power plants, Prisons, Military

− Sensitivities:

Nature reserves, Recreation areas

− People:

Local habitation

− Livestock:

Farms, Wildlife etc.

− Permissions:

Landowner/occupier, Local Authority

− Footpaths:

Public footpaths, Bridleways?

e) Area Information Plan
Drawing on the information entered previously the following, if applicable, can be
displayed on a map:
− Take-off/landing point, flight paths and emergency landing areas
− Public right of ways, recreational areas, roads
− Distance/direction to all airports, aerodromes, no fly zones within 10NM.
− Obstacles, hazards, dangerous and restricted areas within 10NM.
f) Approval to Operate
On the basis of this flight planning assessment and providing it can be conducted
safely, in accordance with the Air Navigation Order, company PfCO and
Operations Manual an initial approval to operate can be signed off.
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5.6 Site Survey
An on-site Survey is required, to understand the local geography while identifying
and mitigating any unforeseen hazards, before final approval to operate can be
agreed. This should normally involve physically walking around the area in question,
working closely with the client, making them aware of safety implications and gaining
agreement on a workable flight plan to obtain the best video.
Findings and agreements should be recorded on an On-Site Assessment Form and
area map. This can be then integrated into the Event Management Plan for
consultation with Safety Advisory Groups and Licensing Authorities if required.
Key elements that must be checked and in place before any agreed flight are as
follows:
5.5.1 Risk Assessment
Before any flights take place a risk assessment is required throughout the planning
process. It is about foreseeing and identifying potential risks, evaluating them and
putting in place a plan, control measures or contingency to reduce or neutralise the
level of risk.
The methodology used to conduct a risk analysis should be explained and the level
of risk indicated. The method used to indicate the risk level, numerical or
alphabetical, should be explained and a matrix model included in the plan where
possible. A risk assessment document should be included as part of the plan.
5.5.2 Legal and Permissions
The landowner’s permission to conduct the flight is required. This includes an
operations area for drone take off and landings surrounded by a 30 meter sterile
public exclusion zone. Any permissions will need to be agreed in writing.
5.5.3 Airspace and Airfields
Even though permission is not mandatory for drones under 7Kg in controlled air
space good airmanship requires making contact with relevant airfields within a 10
nautical mile radius to advise of the operational intentions.
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5.5.4 Notice to Airman (NOTAM)
A NOTAM is issued by the CAA to alert aircraft pilots of potential hazards along a
flight route or at a location that could affect the safety of the flight. A review of
NOTAM’s before any flight is mandatory to confirm there are no temporary hazards
or airspace closures in the event area that would prevent a flight taking place
An application can be made to temporarily close the airspace over and around large
events. This measures protects a crowd by ensuring it is an offence to fly within the
restricted zone. Local by-laws that may forbid the use of drones in areas such as
royal parks, etc, should also be considered.
5.5.5 Weather
Weather is a key factor and drones have operational limits in respect to wind and
rain. Local weather phenomena must be taken into consideration, which will play a
part in the flight decision. Assessment of local weather conditions on the day is also
a requirement to ensure they are within limits for the operation and type of aircraft
employed. The following weather conditions will affect flight operations.
− Flying drones in precipitation conditions should be avoided as it can
damage equipment, sensors and electronics. Precipitation can include
rain, drizzle, snow, hail, sleet and ice pellets.
− When heavy rain showers or thunderstorms approach, drone flight
operations should cease until they have cleared the area. This decision is
based on either live radar image or visual confirmation.
− Drone flights will maintain a minimum of 50 feet separation below any
clouds over the operating zone and a visual line of sight
− When wind speeds exceed 20 knots in the flight area drone operations will
cease until the wind speed falls to acceptable limits
− An assessment for turbulence, particularly close to ground level around
buildings, trees, hills, etc is recommended. If found to be hazardous then
flight operations in this area should be avoided.
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5.5.6 Flight Paths
Drones are required to fly along designated Flight Paths that have been selected to
provide maximum event safety within the requirements of ANO 2016 and the
company operations manual. Drone Flight Paths are defined routes around the event
that have specified maximum heights and clearance from members of the public,
vehicles or structures. The site survey should establish the feasibility of this
requirement very early in the discussion.
Flight Paths are overlaid on a gridded site map prepared by the organiser to ensure
consistency of understanding of different site locations. They should follow and
adhere to Section 3.6 PFCO Standard Operating Conditions and clearly show any
emergency landing areas. Visual line of sight (VLoS) with the drone is required at all
times unless the drone company has an Operational Safety Case (OSC) approved
by the CAA to have spotters on route communicating with the pilot.
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6 Communication
Because venues, both fixed and transient, can be large and complex spaces, the
management of crowds requires team work with good communications and coordination between those responsible for the overall operation and those managing
the crowd interface. Effective team work depends on senior managers providing a
positive and pro-active safety culture so staff at all levels are aware of the
importance of crowd safety and security. Documented clear roles and
responsibilities, arrangements for the regular analysis, planning, inspection,
operation and review of crowd safety and security systems together with adequate
training should be in place.
6.1 Control Room
Events vary in size from small, requiring a manager to coordinate with a radio and
phone, to bigger and more complex events were a designated space, tent, portable
cabin or room is required for a multitude of staff and equipment. The control room is
an operations centre bringing together multiple information sources in real-time. The
information can be in many forms (data, verbal, visual or diagrammatic) and is
available to the event decision makers.
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Effective running of the control room is critical to the event success where it can
monitor, to give an early indication of any difficulties, manage incidents, direct
resources to deal with problems and act as a base for any communications. When
directed from the control room drones can provide video feeds on aspects of the
event that support this decision making process. The control room should be
constantly staffed during the event providing an audit trail to include planning
arrangements, incidents, decisions made and actions taken by the safety and
security management team.
6.2 Radio Frequency Management
The introduction of a range of new technologies in recent years such as radios, wifi,
mobile phone networks and broadcaster wireless cameras have placed increased
pressure on available radio frequencies. In addition large events often require
hundreds of radio frequencies to operate the significant numbers of wireless
transmitters and receivers such as radio microphones, in-ear monitors and venue
communications within a cluttered frequency environment.
Drones use frequencies within the electro-magnetic spectrum which are essential to
control the aircraft and provide live video footage. Major events have a plethora of
frequency users that can lead to drones being confused and unable to discern their
signals from a ground station controller. Disrupting the standard communication
between drone and controller can result in a drone stopping in flight, landing or
returning to home. It has been known for drones to ‘fly-away’ and crash once the
batteries run out.
Drone companies operating at public events must work in advance with the event
frequency coordination group to list the frequency’s used so they can predict sources
of interference. When drones are used at events then RF Interference should be on
the Risk Register.
6.3 Radio Event Communications
Direct radio communication between the drone team and event control room is
required. It is advised to have an Air-Desk Manager (ADM) situated within the control
room acts as the single source of verbal communication with the pilot and/or camera
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operator. The ADM will interface with the control room management team and relay
messages requesting video coverage of areas within the agreed fly zone.
6.4 Video Provision
Drone manufacturers include integrated gimbals and cameras which can shoot film
in 4k video and can take 12+ megapixel stills. More expensive drones have an
integrated aerial zoom camera with unobstructed 360 degree filming that can have a
30x optical and 6x digital zoom for a total magnification up to 180x. This enables
users to get a very detailed view of the event site, structures and people to detect
damage, incidents and behaviours from distances in excess of the 150m
requirement.

A First Person View (FPV) from the video camera mounted on the drone provides
the pilot flying the aircraft with a view as if on-board the drone instead of looking from
the ground position. Depending on the drone, the receiver of the live video signals
can be either the remote control unit, a computer, tablet or smartphone device. This
live video footage from the drone can be transmitted to monitors within the control
room. Several methods are available to achieve this, the following is indicative and
not an exhaustive list:
•

HDMI cable from the drone controller

•

Point to point RF feeders

•

Streaming via the 4G cell phone structure using multiple sims.
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6.5 Camera Operator licence Requirement
In order for an activity to require a Public Space Surveillance (CCTV) licence, the
person doing this activity must be using CCTV for one of the guarding purposes
defined in the Private Security Industry Act 2001 (PSIA). Essentially, this means that
they have to be using the CCTV equipment to monitor members of the public (or to
identify a particular person) for the purposes of guarding premises or property. At
the point of writing the Security Industry Authority (SIA) has indicated the pilot is
unlikely to be licensable if they are only monitoring CCTV for the purpose of
controlling the drone. Control room staff will be doing guarding activity (and so
require licences) as they will be monitoring the footage in order to, for example,
make decisions about deploying resources to stop intruders. However, there is
some uncertainty over whether the camera operator requires a licence in particular
circumstances. The issue is whether they are themselves using the camera to
conduct guarding activity or the guarding activity is all being done by the control
room. If you are uncertain about this, you may want to contact the SIA to discuss the
position in relation to the particular event at which the drone is being used.”
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7 Operational Delivery
On a practical level, each phase of the event operation should be examined and
assessed to understand how drones can add value. Clearly if they are impracticable,
do not fit operational requirements or the venue has flying limitations, do not use
drones. Alternative filming methods are available such as Cable Cams which can
legally move over crowds and are not subject to ANO regulations.
7.1 Operational Area
Large events such as cross country horse trials, festivals and road races can cover a
large geographic area. This is often greater and outside the range of the 500m VLoS
requirement. During the planning phase establishing the area limitations and duties
of a single drone team must be agreed and documented. Several teams may be
required to cover large operational areas so planning, coordination and
communication is key to successful delivery. When multiple drone groups are
engaged establishing a chain of command that permits clear reporting relationships
and communicated information is necessary.
7.2 Team Personnel
The importance of communication with all interested parties and organisations has
been stressed previously together with the need for a clear understanding of team
roles and responsibilities. A combination of the following will make up the team:
7.2.1 Pilot in Command (PIC)
The PIC appointed for the commercial operational is responsible for all pilot
proficiency, conducting flights safely and will have a CAA approved certified
qualification. The PIC
•

has overall responsibility for the safe and legal conduct of the operation

•

full authority to cancel or postpone the operation at any time if in any doubt
that it cannot be completed safely or legally.

•

is responsible for the aircraft and its operation from the time of collection for
an assignment to the time it is returned to storage

•

is responsible for the briefing and management of Support Personnel
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7.2.2 Individual Camera Operator (ICO)
Where a separate drone and camera control is employed the ICO is responsible for
the correct operation of the drone camera in such a situation. In addition, a number
safety considerations are to be considered by the ICO where applicable.
•

In locations where people unconnected to the flight operation may breach the
CAA regulatory framework the ICO assists the PIC by informing when people
approach the zone of air activity and help maintain public safety at all times.

•

The ICO keeps a sharp lookout for airborne intrusions that include birds,
aircraft and other drones within the designated flying area and inform the PIC
when this situation arises.

•

While monitoring the flight operation should a situation arise where the PIC is
unable to continue flying the drone, the ICO initiates actions covered in the
briefing to land the drone safely.

7.2.3 Ground Crew Observers (GCO)
When GCO are employed their main responsibility is to assist the PIC. Subject to a
local PIC briefing key GCO responsibilities include:
•

Where possible ensuring the public do not breach safe operating distances
and informing the PIC in advance of any likely breaches.

•

In the event of an airborne intrusion within the designated flying area the GCO
informs the PIC asap.

•

In emergency situations, the GCO informs the PIC and provide all relevant
information so an informed assessment can be made resulting in relevant
safety actions being carried out by the pilot.

•

While monitoring the flight operation should a situation arise where the PIC is
unable to continue flying the drone, the ICO initiates actions, covered in the
briefing, to land the drone safely.

7.2.4 Air-Desk Manager (ADM)
The ADM is the single source of verbal communication with the PIC of the drone who
will also interface with the control room personnel relaying messages requesting
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video coverage of areas within the designated zone. This role can be integrated into
other responsibilities however, a clear communications protocol must be agreed and
the person must have an understanding of the drones capabilities and limitations.
7.3 Team Briefing
The Health and Safety at Work etc Act 1974 (the HSW Act) requires employers to
take reasonably practicable steps to ensure the health and safety of all employees
and anyone who may be affected by their work. The PIC should provide a thorough
team safety briefing outlining the planned operation and individual roles and
responsibilities for any additional crew including observers. This briefing must be
carried out before any flight operations take place. Emergency procedures and
options available should the PIC become incapacitated must be included in all
briefings. Open questions are to be encouraged and scenarios given based on what
could happen, to check knowledge and understanding of the whole team
7.4 Take-Off & Landing Areas
A designated 30m take-off and landing area must be identified, clearly marked, sign
posted and kept clear from people not under the control of the PIC. An alternative or
emergency landing zone should also be selected, this area should be available to
land in if the first location becomes inaccessible. Selection criteria should include:
•

Full visual coverage of the operating site

•

Position in relation to the sun to avoid visual impairment

•

The surface area is suitable for take-off/landing and emergency landing zone
avoiding steep slopes or uneven ground

•

No physical obstacles e.g. overhanging trees, rocks, buildings, power lines,
difficult terrain topography

•

Consider effects such as wind shear from nearby trees, buildings etc

•

All buildings and persons not under the control of the PIC must remain 30m
away from the aircraft for Take-Off and 50m in flight.

•

Landing zone for automatic return-to-home should be monitored and kept
clear
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7.5 Night Flights
Standard PfCO approvals allow drones to be flown between morning civil twilight
(MCT), 30 minutes before sunrise and evening civil twilight (ECT) 30 minutes after
sunset. Some operations may need to be carried out at night or in low light
environments therefore, an additional set of procedures and CAA approval is
required with the appropriate pre-flight documentation annotated to show this.
Flying and operating in low light involves a new set of safety concerns although all
planning and preparation should be done during daylight. This includes; take-off and
landing areas, identifying hazards, environmental factors, pre-planning and
familiarisation and drone preparation.
There are a number of unique difficulties involved in night flying therefore, a member
of the crew should be nominated as the Night Flying Coordinator (NFC). The NFC
will have overall responsibility, subordinate to the PIC, for conduct of the operation
and adherence to night procedures. The PIC and NFC should be immediately
identifiable via illuminated clothing.
Due to the reduced area that the drone can be safely positioned increasing the
cordon should be considered with appropriate illumination and signage that is
readable at night. All Cordon marshals should carry a torch and be identifiable at
range to the crew and members of the public.
The area selected for take-off and landing should be well lit, ensuring that the light
system does not impede on possible auto-landing or RTH procedures. The lighting
should be set at the PIC’s discretion, and may be switched off during flight if
required. Individually lighting emergency landing areas is likely to be impractical.
Spot lighting should be available to the NFC in order to assist in locating emergency
sites when they are required. If possible, small light sources such as cyalumes can
be placed at emergency landing sites to aid airborne identification.
In addition to all standard briefing elements, the PIC should clearly brief any support
staff to orientation and situational awareness and inform all the crew of likely
changes in depth perception in low light. The crew should be briefed to vocalise any
issues to help the PIC maintain situational awareness.
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7.6 Reporting Accidents
The culture of the aviation industry does not attempt to apportion blame to an
individual but aims to prevent the incident occurring again. The PIC is responsible for
the safe operation of the drone and must comply with procedures agreed with the
event organizer, those listed in the company operations manual and current
requirements of the ANO. All drone incidents however slight, must be investigated by
the PIC at the time of the incident and logged.
7.6.1 Incidents and Occurrences
“We have yet to read of any reported case in the UK in which a drone is used and a
third party affected by that use, claim damages”. Ballaster, Firman, Clot (2017) It
should be remembered that flying drones is not unlawful but in certain circumstances
may contravene air safety legislation or other statutes, commonly used to manage
other types of offending which can include negligent, reckless or malicious use of the
technology.
When a drone accident occurs there is liable to be significant evidence in the form of
the paperwork around flight planning and operational delivery phases, data
transmissions from the drone, GPS tracking and video imaging. This data can be
used to both support and defend an accusation of negligence. Commercial drone
pilots should be particularly careful to ensure they have an audit trail to demonstrate
reasonable planning, skill and care in relation to each flight.
Mark Scoggins Solicitor Advocate and a lead in Health and Safety and
Environmental Law put it most eloquently when he said; “No record, no proof, you
lose the argument”
In broad terms, serious incidents are events that can have a significant effect on
people, property, organisations and procedures which may directly or indirectly
impact safety. An occurrence is something that, other than an accident, is associated
with the operation of an aircraft which affects, or would affect, the safety of operation.
e.g. unusual flight behavior or drone failures that do not result in damage or loss
An incident which takes place between the times any person comes into contact with
the drone with the intention of flight until such time as all such persons cease activity,
where:
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•

A person suffers a fatal or serious injury as a result of direct contact with any
part of the drone, including parts which have become detached from the
aircraft; except when the injuries are from natural causes, self-inflicted or
inflicted by other persons; or

•

The drone sustains damage or structural failure which adversely affects the
structural strength, performance or flight characteristics of the aircraft and
would normally require major repair or replacement of the affected
components except for damage limited to propellers

•

The drone is missing or is completely inaccessible.

7.6.2 Accident Investigation Procedures
The Air Accident investigation goal is to attempt to find out what happened and what
can be done to stop it happening again. Certain incidents must be reported under the
Mandatory Occurrence Reporting Scheme (MORS). Reportable occurrences are
categorised as: ‘any safety-related event which endangers or which, if not corrected
or addressed, could endanger an aircraft, its occupants or any other person’.
Occurrence reporting in the UK and EU is governed by European Regulation
376/2014. Reportable occurrences must be reported using the ECCAIRS Reporting
Portal found at http://www.aviationreporting.eu/. Accidents and ‘major incidents’
should also be reported to the AAIB via their website here here or by telephone +44
(0) 1252 512299
Reportable occurrences that relate to sub 7kg drones may include, but are not
limited to:
•

Loss of control/data link – where that loss results in an event that was
potentially prejudicial to the safety of other airspace users or third parties

•

Navigation failure

•

Crew Resource Management (CRM) failures/confusion

•

Structural damage/heavy landings

•

Flight controller, SUAS programming or configuration errors

•

Fire
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•

Any incident that injures a third party

A full list of classifying incidents to be mandatory reported under EU Regulation
376/2014 can be found in the Implementing Regulations (EU) 2015/1018 document.
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8 Public Event Examples
Work in progress
8.1 Fixed Stadia
8.2 Open Air Site
8.3 Road Event
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Appendix 1 Questions & Answers
Q. What is the Association of Remotely Piloted Aircraft Systems (ARPAS)
A. ARPAS-UK is the professional body and trade association for the fast evolving
drone industry, working on behalf of its members to influence regulation and promote
safe operational best practice.

Q. Can drones be used to check the event site during the build, before the public
enter
A. Drones can be used to accurately survey the event site, scan the area to collect
information, show details of the construction progress and monitor the site. They are
also useful for maintaining safety standards as the operator gets a first person view
of the area and an idea of the progress.

Q. What airspace can sub 7kg drones be flown in?
A. Sub 7kg can fly in any airspace without ATC permission but it’s good practice to
let them know. However, zones within certain areas require unlocking e.g. an ATZ
will usually be a green zone that can be unlocked on screen and is a check to say be
sensible. A red zone over a major airport requires enhanced unlocking and proof of
permission to fly, usually need to be shown, to have the airspace unlocked.

Q. How can a DJI drone be legally unlock to fly in Red No Fly Zones
A https://www.dji.com/flysafe/geo-map or https://ikopta.co.uk/unlock-dji-red-no-flyzones/

Q. What is the process to get permission to fly within EG R157 (Hyde Park)
restricted airspace and how lengthy & expensive is it?
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A. Roughly 14 to 28 days for NATS http://www.nats.aero/nsf/ and there is no cost to
go through the ENSF process.

Q. Can commercial drones be flown on military bases
A. On the 21st Nov 17 the MOD placed a blanket ban on the use of Drones by
Contractors and/or 3rd Parties on the complete Defence Estate

Q What areas outside of the normal Standard Permission restrictions can be applied
for using an OSC
A An OSC can be used to reduce the safety cordon when flying within congested
areas, for flying above 400 feet altitude, flying extended visual line of site (EVLOS) or
flying beyond visual line of sight (BVLOS).

Q. How do drone companies make an OSC to reduce the flying distance
regulations?
A. CAP722 dictates a documented trail of self-examination when making an OSC
application to meet the ‘Claim, Argument, Evidence’ methodology and establish a
Safety Management System which is required for regulatory oversight.

Q. How do commercial drone pilots get trained
A. In order to gain a PfCO a person will need to complete a course that requires a
demonstration of the necessary skills and knowledge needed by a drone operator.
The CAA does not run courses directly but instead approves commercial National
Qualified Entities (NQEs) to conduct the training and assessment on their behalf.

Q. Where can the ANO be found?
A. CAP 393 - the Air Navigation Order
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Q. Who is under the PIC control?
A. The definition in article 94 & 95 ‘Under control’ is defined as; “ In the event of an
emergency everybody can reasonably be expected to follow your commands. This
would be achieved through briefings, communicating your intentions and receiving
the consent of all those within the controlled zone.

Q Who is liable for drone incidents?
A Responsible is with the PIC who controls the drone and is liable for incidents,
accidents and laws broken.

Q. At a big event of over 1000 people where the requirement is to fly/film 150m away
can the drone take off and land within 30m?
A. The 30m take off and land only applies when the 50m rule is applicable. For over
a 1000 people the drone must be 150m for take-off and landing

Q. How many active PFCO companies are CAA approved?
A. In March 2013 there were 124 active PFCO’s. This had grown to 4068 active
operators in the new CAA list published in May 2018.

Q. Is the CAA required to investigate non PfCO operators using drones for
commercial operations?
A. The CAA do not have powers of arrest or prosecution. The police do have powers
of arrest and can prosecute where the Criminal Prosecution Service deems the
prosecution in the public interest and have sufficient evidence.
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Q. If a drone is seen flying endangering the safety of personnel or property who
should this be reported to?
A. The police who can investigate, if required the evidence and laws or sections
contravened should be sent to 101@yourlocalpoliceforce.gov.uk. Organisations such
as Drone Alert here is a rapid 4 step drone reporting application that allows the
public to report bad drone activity using photos, videos and geo-locations from
mobile devices to create a valuable evidence-based report for the authorities.

Q. Are images or videos shot via a drone all now biometric data under GDPR.
A. It has been advised that this will not constitute personal information unless face
recognition software can link that individual to the photo and a name is associated
with the picture. GDPR defines biometric data as: “personal data resulting from
specific technical processing relating to the physical, physiological or behavioural
characteristics of a natural person, which allow or confirm the unique identification of
that natural person”

Q If my batteries are in a LiPo safe bag do I need to notify the airline when flying?
A Check with the airline beforehand. General rules 2 batteries between 100-120Wh
can be carry-on with contacts covered

Q Is a tethered drone subject to the same regulations as other unmanned drones
A Tethered UAS (Drones) are subject to the same basic operating regulations as all
other unmanned aircraft and, where necessary, are subject to the same approvals
process, but the fact that the operation is tethered can be used as a significant
mitigation factor when applying for an operating approval, thus greatly simplifying the
overall process (CAA)
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Q What does the 400ft Height Actually Mean
A When inflight the maximum height a drone can fly is 400ft over the land or sea below the
drone position. Note the height will change with the contours of the land and the drone must
not climb above a height of 400ft, relative to the ground below, without specific permission.

Q What is the 50m rule and what does it mean
A The person in charge of a small unmanned surveillance aircraft must not fly the aircraft
within 50 metres of any vessel, vehicle or structure which is not under the control of the
person in charge of the aircraft (CAP 393 Article 95). Without a PfCO drone operators must
not fly over or within 150m of a congested area.

Q How is a congested area defined
A Congested areas are defined by the CAA as anywhere that is consistently used for work,
habitation or leisure. There are no clear-cut guidelines, but most areas of a village, town or
city will fall into the congested area category.

Q Can a drone be flown overhead people or vehicles
A In any circumstances or mass category, it must be noted that flights directly overhead
persons and vehicles will not be allowed at any height in a congested area, or otherwise,
unless these vehicles and persons are under the control of the person in charge of the
aircraft. (CAP 722, Article 3.27.)

Q Can a PFCO pilot take off between high tide and low tide on a beach for a commercial job
without landowner's permission?
A https://www.thecrownestate.co.uk/rural-and-coastal/coastal/uad-drones/
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Q What sort of safety procedures should be considered when writing a Risk Assessment for
equestrian events
A The temperament of the horses to be in the drones vicinity is a key consideration. It is
advisable to run a short test flight to gauge reactions. If the drone spooks the horse it could
bolt and unseat the rider and worst case could knock members of the crowd over.
Q What is an Aerial Application Certificate (AAC)
A The CAA states an AAC is required where the dropping of articles from a drone is to be
made for the following purposes: agriculture, horticulture and forestry. Drones used at
wedding sometimes require an AAC to drop confetti.
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Appendix 2 Definitions
•

Congested Area - any area of a city, town or settlement which is substantially
used for residential, industrial, commercial or recreational purposes

•

Small Unmanned Aircraft - any unmanned aircraft, other than a balloon or a
kite, having a mass of not more than 20kg without its fuel but including any
articles or equipment installed in or attached to the aircraft at the
commencement of its flight.

•

Commercial Operation - any operation of an aircraft other than for public
transport (a) which is available to the public; or (b) which, when not made
available to the public, is performed under a contract between an operator and
a customer, where the latter has no control over the operator, in return for
remuneration or other valuable consideration
Acronym

Definition

ADM

Air-Desk Manager

ALARP

As low as is reasonably practical

AIP

Aeronautical Information Publication

AIS

Aeronautical Information Service

AMSL

Above Mean Sea Level

ANO

Air Navigation Order

ARPAS

Association of Remotely Piloted Aircraft Systems

ATC

Air Traffic Control

ATZ

Aerodrome Traffic Zone

BVLOS

Beyond Visual Line of Sight

CAA

Civil Aviation Authority

CAP

Civil Aviation Publication

CAS

Controlled Airspace

CCTV

Close Circuit Television

CPS

Criminal Prosecution Service

CRM

Crew Resource Management

CTA

Control Area
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CTR

Control Zone

ECT

Evening Civil Twilight

FPV

First Person View

GCO

Ground Crew Observers

GDPR

General Data Protection Regulation

GPS

Global Positioning System

HDMI

High-Definition Multimedia Interface

HSE

Health and Safety Executive

ICO

Individual Camera Operator

ICO

Information Commissioner’s Office

LiPo

Lithium Polymer battery

MCT

Morning Civil Twilight

MORS

Mandatory Occurrence Report Scheme

MTOM

Maximum Take Off Mass

NFC

Night Flying Coordinator

NOTAM

Notice to Airmen

NPCC

National Police Chiefs’ Council

OM

Operation Manual

OSC

Operational Safety Case

PfCO

Permission for Commercial Operation

PIC

Pilot in Command

RF

Radio Frequency

RPAS

Remotely Piloted Aircraft System

RtH

Return to Home

SAG

Safety Advisory Group

SMS

Sol Management Services

SUA

Small Unmanned Aircraft

UAV

Unmanned Aerial Vehicle

UAS

Unmanned Aerial System

UK AIP

UK Aeronautical Information Package

VLOS

Visual Line of Sight

Wi-Fi

Wireless Networking
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Appendix 3 Small Drone Regulations
The following is an extract of the applicable CAA rules and regulations for small
drones. Note: this is an extract, please refer to the CAP 393 - the Air Navigation

Order for the latest applicable version.
Article 241 - endangering safety of any person or property
A person must not recklessly or negligently cause or permit an aircraft to endanger
any person or property

Article 94 - small unmanned aircraft
(1) A person must not cause or permit any article or animal (whether or not
attached to a parachute) to be dropped from a small unmanned aircraft so as to
endanger persons or property.
(2) The person in charge of a small unmanned aircraft may only fly the aircraft if
reasonably satisfied that the flight can safely be made.
(3) The person in charge of a small unmanned aircraft must maintain direct,
unaided visual contact with the aircraft sufficient to monitor its flight path in
relation to other aircraft, persons, vehicles, vessels and structures for the
purpose of avoiding collisions.
(4) The person in charge of a small unmanned aircraft which has a mass of more
than 7kg excluding its fuel but including any articles or equipment installed in or
attached to the aircraft at the commencement of its flight, must not fly the
aircraft:
(a) in Class A, C, D or E airspace unless the permission of the appropriate air
traffic control unit has been obtained;
(b) within an aerodrome traffic zone during the notified hours of watch of the
air traffic control unit (if any) at that aerodrome unless the permission of
any such air traffic control unit has been obtained;
or
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(c) at a height of more than 400 feet above the surface unless it is flying in
airspace described in sub-paragraph (a) or (b) and in accordance with the
requirements for that airspace.
(5) The person in charge of a small unmanned aircraft must not fly the aircraft for
the purposes of commercial operations except in accordance with a permission
granted by
the CAA.
Article 95 - small unmanned aircraft
(1) The person in charge of a small unmanned surveillance aircraft must not fly the
aircraft in any of the circumstances described in paragraph (2) except in
accordance with a permission issued by the CAA.
(2) The circumstances referred to in paragraph (1) are:
(a) over or within 150 metres of any congested area;
(b) over or within 150 metres of an organised open-air assembly of more than
1,000 persons;
(c) within 50 metres of any vessel, vehicle or structure which is not under the
control of the person in charge of the aircraft;
or
(d) subject to paragraphs (3) and (4), within 50 metres of any person.
(3) Subject to paragraph (4), during take-off or landing, a small unmanned
surveillance aircraft must not be flown within 30 metres of any person.
(4) Paragraphs (2)(d) and (3) do not apply to the person in charge of the small
unmanned surveillance aircraft or a person under the control of the person in
charge of the aircraft.
(5) In this article 'a small unmanned surveillance aircraft' means a small unmanned
aircraft which is equipped to undertake any form of surveillance or data
acquisition.
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