RISK ASSESSMENT & MITIGATION ACTIVITIES

DIVISION/OFFICE: ____________________________

DATE:  _______________________________________

CRITICAL FUNCTION/SERVICE: _____________________________________________
I.   RISK: LOSS OF FACILITIES
Critical Facilities Needs:   (What are the minimum characteristics of a facility that would allow you to provide this function/service?)

Maximum Inoperable Time Allowable:   (How long could you continue to provide this function for the college without such a facility?)

Existing Interim Procedures:  (Describe any plans you have already developed that would enable you to “work around” the loss of an appropriate facility temporarily.)

Mitigation Activities:  (What actions could be taken to lessen the risk of losing your facility and/or to lessen the impact of such a loss on your ability to provide this function or service?  This could include anything from simple procedural changes that your staff could implement (such as safety checks), to larger issues the college could address as a whole.)

1.

2.

3.

Business Impact Analysis:  (Following consideration of all the information above, what steps do you plan to take in order to ensure the continuity of this function or service in the case that your existing facility is lost?   Include cost estimates for these actions where necessary and be sure to include them in your strategic plan as appropriate, since they will have an impact on the college budget.)

1.

2.

3.

4. 

II.   RISK: LOSS OF INFORMATION TECHNOLOGY & COMPUTER SERVICES 

(i.e., cyber crime, loss of data, IT system failure)

Critical Information Technology and Computer Services Needs:   (What are the minimum information technology and computer services that allow you to provide this function/service?)

Maximum Inoperable Time Allowable:   (How long could you continue to provide this function for the college without IT and computer services support?)

Existing Interim Procedures:  (Describe any plans you have already developed that would enable you to “work around” the loss of IT and computer services support temporarily.)

Mitigation Activities:  (What actions could be taken to lessen the risk of losing your information technology and/or computer services support and/or to lessen the impact of such a loss on your ability to provide this function or service?  This could include anything from simple procedural changes that your staff could implement, to larger issues the college could address as a whole.)  

1.

2.

3.

Business Impact Analysis:  (Following consideration of all the information above, what steps do you plan to take in order to ensure the continuity of this function or service in case your existing information technology and computer services support is lost?   Include cost estimates for these actions and be sure to include them in your strategic plan as appropriate.)

1.

2.

3.

4. 

III.   RISK: LOSS OF KEY PERSONNEL
Critical Personnel Needs:   (What is the minimum personnel support that would allow you to provide this function/service?  Do you now have key personnel without whom you would have problems (those who have no back-up)?  Who are they and what unique skills do they contribute to the operation of your division?)

Maximum Inoperable Time Allowable:   (How long could you continue to provide this function for the college without your key personnel?)

Existing Interim Procedures:  (Describe any plans you have already developed that would enable you to “work around” the loss of key personnel temporarily.)

Mitigation Activities:  (What actions could be taken to lessen the risk of losing your key personnel and/or to lessen the impact of such a loss on your ability to provide this function or service?  This could include anything from simple procedural changes that your staff could implement (such as cross-training staff), to larger issues the college could address as a whole.)  

1.

2.

3.

Business Impact Analysis:  (Following consideration of all the information above, what steps do you plan to take in order to ensure the continuity of this function or service in the case that you experience the loss of key personnel?   Include cost estimates for these actions, and be sure to include them in your strategic plan as appropriate.)

1.

2.

3.

4. 

IV.   RISK: LOSS OF UTILITIES/SERVICES
Critical Utilities Needs:   (What are the minimum utilities that would allow you to provide this function/service?   This would include electrical power, water supply, gas supply, air conditioning, telephone or other essential equipment failure.)

Maximum Inoperable Time Allowable:   (How long could you continue to provide this function for the college without the support of these utilities?)

Existing Interim Procedures:  (Describe any plans you have already developed that would enable you to “work around” the loss of critical utilities temporarily.)

Mitigation Activities:  (What actions could be taken to lessen the risk of losing your critical utilities and/or to lessen the impact of such a loss on your ability to provide this function or service?  This could include anything from simple procedural changes that your staff could implement, to larger issues the college could address as a whole.)    

1.

2.

3.

Business Impact Analysis:  (Following consideration of all the information above, what steps do you plan to take in order to ensure the continuity of this function or service in the case that you experience the loss of critical utilities/services?   Include cost estimates for these actions and be sure to include them in your strategic plan as appropriate.)

1.

2.

3.

4.

________
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