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ABSTRACT: Security these days is a very important factor in 

information.  The paper deals with image information security. 

An image is forged so that the desired results are obtained. 

The most common method is copy-move forgery. There is one 

technique called copy move forgery, in which a small content 

of image is moved to other portion. The need of copy move 

detection should be there to reduce such attacks. The Paper 

has suggested a new technique that is edge enhancement using 

Gabor filtering as pre-processing and the DCT transformation 

for the overlapping blocks has been generated as a feature 

vector. The features are then used for finding the blocks. The 

algorithm is evaluated by using standard quality metrics:- 

Sensitivity, Specificity as well as Accuracy. Experimental 

results show 98-100% accuracy in forgery detection for the 

tested images taken from CoMoFoD database. 
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I. INTRODUCTION 

Today there is large amount of data all around the world. How 

we secure that data these days is a big question. These days a 

largely modify data available easily at all places. How can we 

find that the data we have is original or not. Image forgery is 

common these days as we take example of one image. 

 

     

    Fig 1(a): Forged Image      

Fig 1(b): The original Image  

There are two images which one is original, no one can say 

that. In Fig 1(a), there are 2 people in an image but in fig 1(b) 

there are three people in another.  Both the images are same 

with little difference. This can be done with image forgery. In 

digital world fake news, image or data is common as person 

modified it according to their needs. But the fig 1(b) is the 

original one which is identified by the copy move forgery 

detection methods.  

Another popular example which was in news in 2015 year is 

the barack obama handshake with Javad Zarif which was very 

popular in social media. But later we find that it’s a matter of 

image forgery. Original image is Fig 2(b) in which barack 

obama handshake with Cavillion Raul.  

  

   Fig2(a): Forged Image     Fig2(b): Original Image 

Now question arise that how can we find that the image is 

original or not. There are two techniques in the image forgery 

detection method: 

 Active forgery Detection 

 Passive forgery detection 

Active forgery detection method is used for the authentication 

of the data. This technique is very helpful for finding the 

authenticity. Active forgery technique used watermark, 

statically tools and digital signature to protect and detect the 

data. 

Passive forgery detection method is also known as blind 

forgery technique. In this method we only maintain the 

integrity of the image. In which we don’t use watermark and 

digital signature to authentication of the image. It is used to 

remove the inconsistency of the image. 

There are researchers who have contributed in various forgery 

techniques. The researchers have proposed different 

techniques to detect the forged portion of the image. They 

have done wonderful contribution in detecting the forged 

region of the image but the existing techniques have less 

accuracy in terms of forgery detection.  
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II. LITERATURE SURVEY 

Copy move forgery detection has a lot of concerns in research 

in which different types of algorithms has been proposed by 

different scholars. The techniques suggested detecting this 

type of interfering along with the original image but, 

numerous questions still persisted either unresolved or there is 

too much possibility for performance enhancement. In [4], a 

technique called forgery detection has identified for the first 

time. Many algorithms are developed in this approach as it’s a 

very sensitive and personal matter. Data is always important 

from the last so many year but today as world is going to 

become digital a large scale side-effects come to see. Today 

there are lots of technique, algorithms, approaches and 

methods are developed to stop forgery but till now we cannot 

reach to 100 percent result. Many scientists are doing research 

on this field to make it better day by day. In [11], a DCT 

technique is developed in forgery to check the block to block 

detection. In [13], PCA technique to use in represents the 

image block. Principal component analysis exploiting various 

features in it but failed to detect when rotation is there.  After 

then a new technique is formed called DWT which is based on 

sorted neighborhood. In which we divide the image into four 

parts and apply singular value decomposition technique on the 

low part. In [12], a new technique called FMT is proposed 

with bloom filter to detect image forgery. In [17], an upgraded 

DCT technique is used for detection of rotated image.    Both 

methods were studied centered on the major constituents 

relatively to the three-channel colored image. Attained 

consequences were associated to a mentioned method. During 

carrying out this method, three basic parameters, namely 

contrast threshold, block dimension, and similarity threshold 

were optimized. In [22], a block matching new technique is 

developed which is called adaptive similarity threshold 

approach. In [15], a new algorithm is developed by with the 

help of DCT which is called row-column reduction algorithm, 

which identified the original image by converting into the 

matrix. This paper help us to study different techniques for 

image forgery and also tell us how to reduce complexity. Still 

there are some copy-move methods that do not gives us the 

exact results so we have presented a method based on 

following methodology. 

III. METHDOLOGY 

First a Red-Green-Blue(RGB) Image is converted to 

Grayscale. Then we apply gabor filter on edge pixels. In the 

next step, Sobel filter is applied for dominant edge detection. 

Then we break the image into overlapped square pattern for 

which image has been carried out using DCT algorithm and 

mean value. In matching process; only those blocks are 

matched whom central pixel is detected as edge pixel by sobel 

edge detection. This reduces computation time and gives 

effective results in less time. After that forged pixels has been 

calculated and the forgery is detected. The algorithm is 

described using given flowchart below: 

 
 Fig 3: Flowchart of the presented method 

IV. RESULTS AND DISCUSSIONS 

The presented edge-DCT technique is implemented in 

MATLAB software. Then we check our data for RGB 

evaluation’s [11-12]. The performance evaluation of presented 

method, sensitivity, specificity and accuracy has been 

calculated for each image. The classification accuracy is the 

degree to which the classifier can effectively group the model 

sand is outlined as confusion matrix to the test data. This is 

characterized as the proportion of the quantity of effectively 

arranged examples the positive and negative aggregate number 

of examples (species) grouped which is given in equation (1).  

  Accuracy = 
TP TN

TP TN FP FN



  
             (1) 

 Sensitivity 

The classifier is the fraction of the image samples correctly 

classified as that specific species class. It is defined by 

equation (2) below:     

  Sensitivity=
TP

TP FN                                                 (2) 

        Specificity  

The specificity is defined as the part of normal pixel as normal 

class. It is also called selectivity. It is defined in equation(3) 

below. 

     Specificity =
TN

TN FP
            (3) 
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The results for the actual pixel location using ground truth has been described with above parameters . 

 Table I: Sensitivity, specificity and accuracy parameters for the tested cases from CoMoFoD  Database 

Parameters TP TN FP FN Sensitivity Specificity Accuracy 

Case1 2994 257877 1273 0 1 0.9950 0.9951 

Case2 28372 230270 3502 0 1 0.9850 0.9866 

Case3 6716 254754 652 22 0.9967 0.9974 0.9974 

Case4 3274 258166 676 28 0.9915 0.9973 0.9973 

Case5 11710 246638 746 3050 0.7933 0.9969 0.9855 

 

 

  Fig 4(a-e): forged cases, Fig 4(f-g) forgery detected Cases by presented methodology. 

Fig 4 above shows the accuracy for the copy-move forged 

cases taken from CoMoFoD  Database where (a-e) are forged 

cases and (f-g) are forgery detected cases by presented 

methodology. Below is the box plot graph for Sensitivity, 

Specificity and accuracy. 

  Fig 5:- Box Plot Graph For the Parameters 

A box plot graph is shown in above fig 5. It represents the 

range b/w the maximum and minimum values for the 

parameters sensitivity, specificity and accuracy. One can see 

that the maximum value for the sensitivity is 1 and minimum 

value is 0.7933. The maximum value for specificity is 0.9974 

and the low value is 0.9850 and the highest accuracy value is 

0.9974 and minimum value is 0.9855 which is better than the 

existing techniques. 

It has been found that Presented method of forgery detection is 

effective when a patch or block of an image is copy moved to 

another places. As Euclidian distance gives minimum error or 

difference between two feature sets, an exact replica of a patch 

of forging can be easily detected by the Presented method. 

Small artefacts or   noisy forged detected blocks have been 

eliminated using morphological operations, higher accuracy 

has been achieved which conforms accuracy of about 99-100 

per cent. We compared the latest technique results with our 
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technique and found that the result been better with our 

proposed method. 

 

 

 

Table II- Accuracy Comparisons of Related Work 

S.no Paper Average Accuracy 

1. Proposed Method 99.23% 

2. Rahul Dixit(2017) 98.39% 

3. Khizar Hayat( 2017) 73.62% 

4. XiuliBi (2017) 96.63% 

5. Avinash Kumar(2018) 87.5% 

 

V. CONCLUSION 

Image forgery can be carried out using number of ways in 

which mostly likely found  is copy move forgery in which we 

transform a small content of the image to the different image. 

The major drawback of existed methods is that they are time 

consuming as well as they are not able to detect whole copy 

moved portion which results in lower accuracy rate of forgery 

detection. The author implemented edge based detection 

which is overlapping block based method using Mean feature 

that exclude large number of blocks in matching process 

which decreases the computation time. Experimental Results 

has been taken for a number of images taken from CoMoFoD 

Database in which average accuracy rate reaches 98-100 % for 

almost all images in copy move forgery detection. Even the 

comparison b/w the proposed method and the existing ones is 

showing more accurate results. The presented method has yet 

to be tested for compressed images that may be considered as 

future work. 
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