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ABOUT THE PRESENTER

Having 10 years of experience in field of Functional Safety involving System 
consulting, Engineering Software, Safety critical and High availability 
systems.

Involved in various stage of Functional Safety process and have executed 
Functional Safety projects in different regions.

Involved in upgradation of Failure data analysis associated with Product 
(Final Element accessories) based FMEDA certification.

Member of ISA committee.
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DEFNITIONS:
Reliability - Probability of a system to perform its intended functions satisfactorily, 
there by meeting the Design intent of System.

Risk – Combination of probability of occurrence of a Hazard and severity of the 
Hazard, resulting in failure of system.

Safety Instrumented Function – Specific single set of actions and the corresponding 
equipment needed to identify a single hazard and act to bring the system to safe state.

Safety Instrumented System – Instrumented Systems used to implement one or 
more Safety Instrumented Functions. A SIS is composed of any combination of Sensor 
(s), Logic solver, Final element (s).

Safety Integrity Level –Discrete level for specifying the probability of SIS satisfactorily 
performing SIF under all stated conditions and within stated time period. 
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FUNCTIONAL SAFETY:

Purpose of Functional Safety  – Automatic Safety function to 
perform the intended function correctly or the system will fail 
in a predictable (safe) manner.
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STANDARDS:

Industries include:
Oil and Gas production
Refining
Chemical

Pharmaceutical

Companies around the world 
adopted IEC 61508 as basis of 
Functional Safety programs.

Functional Safety Management governs the 
all activities required during Functional 
Safety life cycle phases of a product / 
process, which is necessary in achieving the 
required level of Functional Safety. 
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Risk Analysis & 
SIL Selection  SIL Verification

What can go 
wrong? (PHA 

/ HAZOP)

How bad it 
can be?

What 
needs to 
be done?

How 
Reliable it 

is?

How to keep 
it safe?
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* This paper focuses only on Analysis 
Phase and Realization phase.

In terms 
of SIL or 

RRF?
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SIL DETERMINATION METHODS
 Hazard Matrix
 Calibrated Risk Graph.
 Layer Of Protection Analysis (LOPA)
 Fault Tree Analysis
 Reliability Block diagrams. 

SIL CLASSIFICATION TABLE

ISA 84.00.01

As per table, RRF / PFD avg
is governing factor for SIL
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Layer Of Protection Analysis:

 LOPA is a process to evaluate risk with explicit risk tolerance for 
specific consequences.

 LOPA is a semi-quantitative method, which ranks somewhere 
between Risk Graph method and Markov Analysis.

 LOPA method is solely dependent on values used for initiating 
event frequency and Independent Protection Layer (IPL).

 LOPA is order-of-magnitude method, however this only reflects 
tolerance of error, not tolerance of uncertainty. 
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LOPA – METHODOLGY

10

Identify initiating event (s) (IE) with potential to lead to defined  Hazard scenario.

Identify Enabling conditions (EC), IPLs, Conditional Modifiers (CM) for each 
initiating event.

Multiply each IE by probability risk reduction value for EC, IPLs and CMs that 
apply.

Add the resulting individual scenario frequencies to obtain Hazard scenario 
frequency.
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SAMPLE LOPA WOKSHEET
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CONSEQUENCE
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TYPICAL FMEDA CERTIFICATE
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SIL Verification:

13

Systematic Capability

Architecture Constraints
Average Probability of 

Failure in Demand
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IMPACTS :

15

If comparison is done based on SIL level i.e. between Target and 
Achieved SIL, there exists possibility of excluding Higher order of 
magnitude of Risk when difference between Achieved RRF and 
Target RRF bandwidth is more.

Exclusion of RRF and having a larger magnitude of Risk gap in 
SIF (s) results in not fulfilling the amount of risk reduction needed 
to bring Risk in line with Risk tolerable criteria.

Design of SIF shall suffer because of existing uncertainties 
(mainly RRF) of SIL assessment process. 

I did HAZOP & LOPA, but still 
possibility of EXPLOSION exists?
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RECOMMENDATION:

16

SIL Level
RRF PFDavg

Lower End Upper End Lower End Upper End

SIL 1 NA

SIL 2 200 800 5.00E-03 1.25E-03

SIL 3 2000 8000 5.00E-04 1.25E-04
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REASON FOR CONSIDERING TOLERANCE IN 
LOWER END OR UPPER END 
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Type of technique employed in SIL determination and SIL verification.

Tolerance of error in LOPA due to Initiating event frequency estimates, Risk 
reduction for each Protection layers, enabling conditions and conditional 
modifiers and true independence of each or those values from all of other 
numbers. Approximate % of error tolerance limits estimated is around +/- 30%.

Data that are been collected for calculating Risk Tolerability criteria for plant 
level data and FMEDA analysis, proven-in-use method for Product based 
certification.
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CONCLUSION
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“If No Explosion has been occurred in a Plant, doesn’t means Plant is Safe and 
Reliable”. Even though occurrence of such incidents may be rare, but it should 
not occur. Always it is better to safeguard a plant from future awaited 
catastrophic events, if higher level of functional safety has been followed.
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