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Abstract-With the prevalence of distributed computing, cell
phones can store/recover individual information from
anyplace whenever. Portable distributed computing is ending
up increasingly more famous among versatile clients and
designers who can see an immediate advantage to defeat the
asset restrictions in cell phones — be it battery life, memory
space or preparing power. The wide spread appropriation of
brilliant cell phones and interfacing with open area of web just
as cloud specialist co-ops give more current protection just as
security challenges crosswise over undertakings. Information
misfortune from stolen cell phones, unbound data trade
through rouge passages and access of powerless system get
protection just as security dangers of versatile distributed
computing. Information ruptures, account commandeering,
uncertain Programming interface introduction, forswearing of
administrations, noxious insider assaults, loss of encryption

I INTRODUCTION

These days, different versatile applications have been
generally utilized. In these applications, individuals
(information proprietors) can transfer their photographs,
recordings, archives and different documents to the cloud and
offer these information with other individuals (information
clients) they like to share. Cloud Specialist co-ops (CSPs)
likewise give information the executives usefulness to
information  proprietors.  Since individual information
documents are touchy, information proprietors are permitted
to pick whether to make their information records open or
must be imparted to explicit information clients. Plainly,
information security of the individual touchy information is a
major worry for every one of the information proprietors.

The benefit the board/get to control instruments right now
accessible by the CSP like Job based access control (RBAC) ,
Optional access control(DAC) , Compulsory access control
(Macintosh) are either not adequate or not helpful. They can't
meet every one of the necessities of information proprietors.
Information proprietor have some fundamental concerns when
they manage the Versatile cloud .First, when individuals
transfer their information documents onto the cloud, they are
leaving the information demonstrations a spot where it is out
of their control, and the CSP may keep an eye on client
information for its business advantages and additionally
different reasons. Second, individuals need to send secret key
to every datum client in the event that they just need to impart
the scrambled information to specific clients, which is

key, virtual machine seclusion bring a portion of the extra
security and protection dangers. Subsequently, the information
security issue in versatile cloud turns out to be increasingly
serious and anticipates further advancement of portable cloud.
There have been generous examinations led to improve the
cloud security. In any case, the vast majority of them are not
appropriate for versatile cloud since cell phones just have
constrained processing assets and power. Arrangements with
low computational overhead are in extraordinary requirement
for portable cloud applications. This paper is a push to give
the state— of— craftsmanship overview of different difficulties
or open issues and headway in Portable Distributed
computing.

Keywords—Versatile Distributed computing; Distributed
computing; Vulnerabilities.

lumbering. To improve the benefit the executives, the
information proprietor can partition information clients into
various gatherings and send secret word to the gatherings
which they need to share the information. Notwithstanding,
this methodology requires fine grained access control. In the
two cases, secret word the executives is a major issue.
Another methodology utilized was intermediary servers for
encryption and decoding tasks, computational concentrated
activities in Property based encryption (ABE) directed on
intermediary  servers, which incredibly lessen the
computational overhead on customer side cell phones, and the
Light weight information sharing plan (LDSS-CP-ABE), so as
to keep up information security, form ascribe is additionally
added to get to structure. The unscrambling key arrangement
is changed so it very well may be sent to the intermediary
servers security. The outcomes additionally demonstrated that
LDSS would be advised to execution contrasted with the
current ABE based access control plots over figure content.
Clearly, to take care of the above issues, individual touchy
information ought to be encoded before transferred onto the
cloud with the goal that the information is secure against the
Cloud specialist organization (CSP). In any case, the
information encryption brings new issues.

Il.  LITERATURE SURVEY
In this report we will give the literature survey based on
various encryption algorithms which are applicable on
different types of sharable data in mobile cloud computing.
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Zhou Z et al demonstrated a broad security data ask for
framework for compact circulated figuring. Fundamental
focus is ongoing with two research headings: First, it is
displayed that a novel Privacy Preserving Cipher Policy
Attribute-Based Encryption (PP-CP-ABE) to ensure detecting
information. This proposed technique gives substantial
encryption and unscrambling tasks on CSPs. Second, it
proposed a Attribute Based Data Storage (ABDS) framework
as a cryptographic gathering based access control component.
The principle detriment is that there are more weights on
information proprietor.

Jia W, Zhu H et al anticipated that a protected portable client
based information administration component secure mobile
user-based data service mechanism (SDSM) to give mystery
and fine-grained get the opportunity to control for data set
away in the cloud. This framework enabled the adaptable
customers to acknowledge safe re-appropriated data
organizations at a restricted security organization overhead.
The center idea of SDSM is that it redistributes the data just as
the security organization to the versatile cloud in a trust way.
It is tedious and gives a surprising expense and it is just
verified under the nonexclusive gathering heuristic.

Sabrina De Capitani di Vimercati et al set forward
implementing the approval arrangement by utilizing a two-
layer specific encryption. The arrangement offered critical
advantages as far as speedier and less exorbitant
acknowledgment of approval strategy updates and general
proficiency of the framework .It doesn't give protection and
mystery of information.

Weiwei Jia et al exhibited that a safe information instrument
to take care of the issue of information mystery and protection
in portable distributed computing. It originally condensed the
conceivable ways to deal with understand the entrance control
in distributed computing, and demonstrated the circumstance
when portable clients may discretionarily join or leave the
versatile system makes these methodologies not appropriate to
be utilized in versatile distributed computing. Thereafter, it is
investigated the personality based intermediary re-encryption
plan to make portable clients effectively execute fine-grained
get to control of information and furthermore ensure the
information protection in the cloud. In the meantime, the
expense of refreshing of access strategy and correspondence is
additionally diminished in this component.

Mehdi Sookhaka et al talked about that the entrance control
frameworks and a wide scope of trait based access control
systems connected in cloud and conveyed registering. Identity
Based Encryption (IBE) is introduced and clarified the Role
Based Access Control (RBAC) as three crucial cryptographic
strategies to give a foundation to quality based access control
frameworks. It investigated Attribute Based Encryption
(ABE) as another sort of IBE plot. A fundamental spotlight is
on characteristic based access in cloud and disseminated
processing. If there should be an occurrence of characteristic
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unscrambling calculation cost is more. Dan Boneh introduced
Figure content security for Identity based frameworks (IBE)
and proposed a completely useful IBE framework. The
framework has picked figure content security in the irregular
prophet display expecting Bilinear Diffie-Hellman (BDH), a
characteristic simple of the computational Diffie-Hellman
issue. Cocks [8] as of late proposed another IBE framework
whose security depends on the trouble of recognizing
quadratic deposits from non-buildups in the ring Z=NZ where
N is a RSA modulus (i.e., a result of two expansive primes).
Cocks' framework is to some degree harder to use by and by
that the IBE framework. Cocks' framework utilizes a tiny bit
at a time encryption and thus yields long figure writings.
Likewise, encryption/unscrambling is a bit slower .Extensive
created. The

figure content is given is
encryption/unscrambling is slower thus tedious.

Lyes Touati et al tended to a vital issue which is Attribute

disavowal for trait based encryption (ABE) plans.

considered the commonsense application situations in which
the Trait Expert knows heretofore begin dates and terms of all
qualities legitimacy periods, and proposed a plan supporting
One pleasant property of this
proposed plan is that it doesn't require additional elements in
the system like intermediaries and does not require re-
encoding information to accomplish the renouncement. The
arrangement proposed here prompts zero postponement and a
produced mystery key part is least. Vacancy length that
upgrades framework exhibitions which totally relies on the

property renouncement.

sort of the application.

Sushmitha.S et al presented a novel A Light weight data
sharing scheme (LDSS-CP-ABE) calculation to move a
noteworthy computational overhead from cell phones into
intermediary servers, hence it can tackle the safe information
sharing issue in portable cloud. The test results demonstrated
that LDSS can guarantee information security issue in
portable cloud and decreases the overhead on the client side in

the versatile cloud. It doesn't give information honesty.

Princy P. James et al introduced a novel secure data the board
design and usage. This proposed a LDSS to address this issue.
It demonstrates a novel LDSS-CP-ABE computation to move
significant estimation overhead from telephones onto go-
between servers, in this way it can manage the verified
information sharing issue in adaptable cloud. This proposed
LDSS for secure sharing of information on portable cloud,
Likewise Advance Encryption Standard (AES) is utilized to
perform encryption and decoding of information. The
exploratory outcomes demonstrated that LDSS can guarantee
information security in helpful cloud and diminishing the
overhead on clients' side in adaptable cloud. Additionally this
Third Party Authorization (TPA) for verification reason. By
solidness,
consistency of related records which are transferred by

utilizing TPA it can check respectability,

information proprietor.
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I1l.  COMPARATIVE STUDY

The state—of—Art provides the comparative analysis of the data
security in Mobile cloud computing (MCC), the authors
proposed various frameworks which is based on distributed
multi-cloud storage, data encryption and data compression,
data privacy, data secrecy etc. techniques.

Few papers have been reviewed on the basis of security
related issues in mobile cloud computing environment. All of
them have their respective merits and demerits. Some increase
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privacy as well as performance of the system, secure storage
of data. The papers are tabulated below with detailed
description, methodology used and result achieved. This
comparative analysis shows two different comparisons which
are based upon the contribution of paper with respect to the
previously published papers in table 1 and the Comparison of
presented approaches dealing with data security solutions in
table 2.

Table.1:Contribution of paper with respect to previously published papers

Parameters Zhou Zetal | Jia W, | Sabrina De | Weiwei Jia | Mehdi Dan Lyes Sushmitha.S et | Princy
Zhu H et | Capitani di | etal Sookhakaetal | Boneh Touati et | al James et al
al Vimercati et al al

Encryption Yes Yes Yes Yes Yes Yes Yes Yes Yes

Decryption Yes Yes Yes Yes Yes Yes Yes Yes Yes

Yes Yes No Yes Yes Yes Yes Yes Yes
No No No Yes Yes No No No Yes

Table. 2: Comparison of presented approaches dealing with data security solutions.

Proposed Schemes

Security Features

Zhou Z et al

CP-ABE)

Privacy Preserving Cipher Policy Attribute-Based Encryption (PP-

Data authentication and access control

JiaW, Zhu H et al

Secure mobile user-based data service mechanism (SDSM)

Data authentication under generic heuristics

Sabrina De Capitani di Vimercati et al

Over encryption Management of Access Control

Access control, authentication and authorization

Weiwei Jia et al

A Secure Data Service Mechanism (SDSM)

control

Mehdi Sookhaka et al

Attribute-based data access control

Authentication , access control based on attribute

Dan Boneh

Identity - Based Encryption (IBE)

Authentication ,Confidentiality
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Lyes Touati et al

Efficient Cipher Policy Attribute-Based Encryption
Attribute/Key Management

(CP-ABE) | Authentication, Access control

Sushmitha.S et al

A Lightweight Data Sharing Scheme (LDSS)

Authentication , Access control , Confidentiality

Princy P. James et al

A Lightweight Data Sharing Scheme using CP-ABE ( LDSS-CP-ABE)

Authentication , Access control , Confidentiality

IV.  CONCLUSIONS

Recently, the mobile cloud computing is becoming a new hot
technology. And the security solution for it has become a

research

focus. With the development of the mobile cloud

computing, new security issues will happen, which needs
more security approaches. In this article, we concisely
reviewed advantages and disadvantages of mobile cloud
computing, and analyzed security and privacy issues from the

different

security techniques. Then, according to the issues we

gave the current approaches such as anti-malware, privacy
protection, key management and encryption, access control,
and so on.

[1]

[2]

(3]

(4]

[5]
(6]

(7

(8]

REFRENCES
P. K. Tysowski and M. A.Hasan. Hybrid attribute- and re-
encryption-based key management for secure and scalable
mobile applications in clouds. IEEE Transactions on Cloud
Computing, vol. 1, no. 2, pp. 172-186, Nov. 2013.
Zhou Z, Huang D. Efficient and secure data storage
operations for mobile cloud computing. In: Proceedings of
8th International Conference on Network and Service
Management (CNSM 2012), Las Vegas, USA: IEEE, pp.
37-45, 2012.
Mehndi Sookhak, F. Rivhard Yu, Muhammad Khurram
Khan, Yang Xiang, Raj Kumar Buyya. Attribute — based
data access control in mobile cloud computing 72 (2017)
273-287 Sep. 2016.
Boneh D, Franklin M. Identity-based encryption from the
Weil pairing. In: Proceedings of the Advances in
Cryptology. Berlin, Heidelberg: Springer-Verlag, pp.
213-229,2001.
Sabrina De Capitani di Vimercati. Over encryption:
Management Access Control Evolution on outsourced data.
Weiwei Jia, Haojin Zhu, Zhenfu cao, Lifei Wei, Xuedong
Lin. SDSM: A secure data service mechanism in mobile
cloud computing IEEE.
Kan Yang, Xiaohualia, KuiRen: Attribute-based fine-
grained access control with efficient revocation in cloud
storage systems. ASIACCS 2013, pp. 523-528, 2013.

Princy P. Jamesl, Renuka Ajay Sonone2, Naveen
Ghorpade3, Reddy Kumar V4 On an efficient lightweight
data sharing scheme on mobile cloud computing, May
2018.

[9]

[10]

[11]

[12]

[13]

[14]

[15]

[16]

[17]

[18]

[19]

Lyes Touati, Yacine Challal Shi E. On Efficient CP-ABE
Attribute, 2015. 350-364
Cong Wang, KuiRen, Shucheng Yu,
KarthikMahendraRajeUrs. Achieving Usable and Privacy-
assured Similarity Search over Outsourced Cloud Data.
IEEE INFOCOM 2012, Orlando, Florida, March 25-30,
2012
Sushmita .S, Megha Singh, Faiza Naaz. Achieving A
lightweight data sharing scheme using mobile Cloud
Computing. ISSN 2321 - 3469, 2018
Stehlé D, Seinfeld R. Faster fully homomorphic
encryption. In: Proceedings of 16th International
Conference on the Theory and Application of Cryptology
and Information Security. Singapore: Springer press,
pp.377-394, 2010.

Junzuo Lai, Robert H. Deng ,Yingjiu Li ,et al. Fully
secure key-policy attribute-based encryption with constant-
size cipher texts and fast decryption. In: Proceedings of the
9th ACM symposium on Information, Computer and
Communications Security (ASIACCS), pp. 239-248, Jun.
2014.

Junzuo Lai, Robert H. Deng ,Yingjiu Li ,et al. Fully secure
key-policy attribute-based encryption with constant-size
cipher texts and fast decryption. In: Proceedings of the 9th
ACM symposium on Information, Computer and
Communications Security (ASIACCS), pp. 239-248, Jun.
2014.

D. Chen and H. Zhao, “Data Security and Privacy
Protection Issues in Cloud Computing”, 2012 International
Conference on Computer Science and Electronics
Engineering, IEEE.

M. R. Prasad, J. Gyani and P. R. K. Murti, "Mobile Cloud
Computing: Implications and Challenges”, Journal of
Information Engineering and Applications, vol. 2, no. 7,
(2012).

A. N. Khana, M. L. M. Kiaha, S. U. Khan b and S. A.

Madanic, "Towards secure mobile cloud computing: A
survey", Future Generation Computer Systems, vol. 29,
Issue 5, (2013) July.

D. Popa, M. Cremene, M. Borda and K. Boudaoud, "A
security framework for mobile cloud applications”, 11th
Roedunet International Conference (RoEduNet), (2013)
January 17-19.

M. Chen, Y. Wu and A. V. Vasilakos, “Advances in Mobile
Cloud Computing”, Mobile Network Applications, no. 19,
(2014), pp. 131-132

INTERNATIONAL JOURNAL OF RESEARCH IN ELECTRONICS AND COMPUTER ENGINEERING
A UNIT OF I20R

1878 |Page




IJRECE VOL. 7 ISSUE 1 (JANUARY- MARCH 2019)  ISSN: 2393-9028 (PRINT) | ISSN: 2348-2281 (ONLINE)

[20] Kan Yang, Xiaohualia, KuiRen, Bo Zhang, and RuitaoXie:
DAC-MACS: Effective Data Access Control for Multi
authority Cloud Storage Systems. IEEE Transactions on
Information Forensics and Security, Vol. 8, No. 11,
pp.1790-1801, 2013.

INTERNATIONAL JOURNAL OF RESEARCH IN ELECTRONICS AND COMPUTER ENGINEERING
A UNIT OF I20R 1879 |Page



