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- $292,000,000

A small Australian subcontractor on a 
project had not changed its Windows 
passwords from the defaults “admin” 
and “guest.”



Current Items of concern:

Links:
US Treasury: https://home.treasury.gov/system/files/126/ofac_ransomware_advisory_10012020_1.pdf
DHS CISA: Potential for China Cyber Response to Heightened U.S.–China Tensions https://us-cert.cisa.gov/ncas/alerts/aa20-275a

Intent:
● Steal Intellectual Property and Identities
● Suppress perspectives they deem dangerous
● Harm regional and international opponents

China Activity Increase CISA alert Oct 1, 2020

Every business is a target. On average only 40% 
that fall victim to a major breach survive.

If Economic Disruption is the target, and it is, 
then so are YOU!

October 1, 2020 advisory:
Paying ransomware may put you at risk for 
violation of OFAC regulations and sanctions. 



QUICK ACTIVITY

http://haveibeenpwned.com
Go to:
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1 Buy malware on the Dark Web

Get a cryptor
Malware bypasses Antivirus

Get a Vulnerability attack kit

 Buy space on hacket web sites

These methods are very effective and inexpensive!

Attacking is easy with inexpensive and accessible tools
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Internet of Things
Good idea?



Working from home.



Common Attack Lifecycle

Infected Home 
Computer

with a corporate 
VPN connection

Business Network

Data or $$$

Your clients

-or both-



Security awareness training
           ….a must.

https://securityawareness.usalearning.gov/

Hackers today are not just talented individuals.
   They are teams. 

Hackers + HR + Facilities + Accountant + Subject matter experts.
Bots = Automated programs searching and using common exploits
Machine Learning using the best known methods to get you to react.

Security awareness now means ...think like a hacker.
Ask yourself, “How would I fool someone?”



Our culture HAS to change

Everyone is part of the cybersecurity team
Social Engineering mindset

● Who might be manipulating you?
● How would you break in?

If a hacker can get you angry…
They can OWN you!
(social media, forums, email)
What you think might be a person posting, could very 
likely be a programmed bot and not a person at all. 
They are designed to either get you, or to destabilize the 
country.
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Additional Resources
Small business Cybersecurity Corner - https://www.nist.gov/itl/smallbusinesscyber 

FTC - https://www.ftc.gov/tips-advice/business-center/small-businesses/

Stop. Think. Connect. - https://www.stopthinkconnect.org/ 

National Cybersecurity Alliance -https://staysafeonline.org/ 

Center for Development of Security Excellence - 
https://securityawareness.usalearning.gov/



Questions?


