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Abstract— Every now and then, expertise are done in
diverse fields and one of them is of the electronic commerce
popularly termed as e-commerce. Cryptographic scenarios [1]
including various encryption/decryption [2] techniques
performs a vital role in network security. Internet has been a
peculiar reason, responsible for the threats that occurred in the
domain of electronic commerce as an enormous amount of
unprocessed raw facts and figures are retrieved in day to day
business that includes the credit card details, credit limits as
well as sensitive information of customers that are kept in
secure vaults, still by the means of masquerade, replay like
man in the middle attacks [3] the purchaser could be a severe
victim of losing his/her particulars. End-to-End Encryption [4]
could be a possible solution of this. The introduction to
security concern is highlighted in this paper. The graphical
representation of the DDoS [Distributed Denial of Service] [5]
attack with its magnitude corresponding to the unit (Gh/sec)
from the year 2003-2020 is highlighted in this paper. A brief
Review of the technical [Malicious Scenario, Denial of
Service], non-technical attacks [Social Engineering, Dumpster
Diving [6], Phishing], Electronic-commerce workflow is
illustrated in this paper. The proposed problem as well as
detailed approach concerning sniffer protection [7] and End-
to-End Encryption is illustrated in this paper.

Keywords—  Electronic commerce, Attacked industry,
Worms, Viruses, Vulnerabilties, Trojan Horse.

. INTRODUCTION

Whether it’s the concern of online trading or offline trading,
the symptom that harasses the citizens is the security issue. The
3 major parameters that attains the objective of security are
abbreviated as CIA that means Confidentiality, Integrity and
Availability [8]. Its pictorial representation is depicted in Fig.1.

Fig.1 [3 GOALS] — CIA
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The 3 other aspects that support that CIA scenario are non-
repudiation, authorization and authentication. In the past, the
black hats have ordered enormous pay-offs from various
organizations for not exuding the details of their purchaser. In
terms of e-commerce business, it is the credit card details,
phone number, credit limit etc. When all the parameters are
destroyed, then trust eradicates and the outcome can be the
purchaser following the conventional method of trading offline
rather than online. This is because, the purchaser is in a threat
of losing his/her private credentials. Vendor patches [9] plays a
crucial role in securing the e-commerce platform. A very
popular multi-vector worm that infiltrated the set-up was
NIMDA [10] and CODE-RED [11]. The initial is famous for
traffic downshift and has 5 modes of infection that includes
online correspondence, network, unsecured internet sites,
access codes and last but not the least destructing the diverse
IS traversal susceptibility whereas the later one is renowned
for not fulfilling as instructed by the possessor and was initially
pioneered by the Ryan Permeh and Marc Maiffret. When it
refers to the jargon it has 2 unique designations namely CRv
[12] as well as CRuvII. It basically stuffs the server. According
to 2018, the most attacked industry was e-commerce as
depicted in Fig.2.

The Web-Server ports were breached by the multi-vector
worms like Code-Red and NIMDA. This contributed a lot for
the successful Distributed Denial of Service strafes. These are

Fig.2. Attacked Industry- E-
Commerce #1 (2018)
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the blitz when the aggressor emits enormous number of
requests that are not possible for the sufferer to manage.
Distributed Denial of Service attack that has grown a lot in last
4 years and will eradicate many businesses in the upcoming
years. A forecasted illustration till the year 2020 in magnitude
(Gb/Sec) is depicted in Fig.3.

Fig.3. DDoS attack - Magnitude
(Gb/Sec)
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Audits [13] are a preliminary way of controlling vulnerabilities.
These vulnerabilities could be found in www i.e. World Wide
Web [14], name server (query responder), Q popper (a post
office protocol server enact), rpc_mountd (Remote Procedure
Call) [15], imap (Internet Message Access Protocol — permits
synchronization with the electronic mail server), tool talk
(pioneered by SunSoft for communication objectives) [16]. It
can be depicted in percentage (%) as in Fig.4.

Fig.4 Vulnerabilities - 735065
hosts
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There are the counts of compromise also for the various
operating systems prevailing in the market. Distributed Denial
of Service certainly uses this interaction between the user and
the hardware for this compromising scenario. The counts and
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percentage are depicted in the graphical representation as
illustrated in Fig.5 and Fig.6.

Fig.5. Operating System and
Count
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Fig.6. Operating System and
Percentage
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Il. RESEARCHBACKGROUND

A. A Brief Review on the technical as well as the non-
technical attacks that happened in e-commerce business.

Technical Attack [17] — It is an attack in which there is a must
requisite of a system as well as set of programs and no human
factor is involved.

Malware Scenario [18]:

e Virus Threats: They have the capability of
multiplication and needs a host. They can escalate
from one cybernetic organism to another cybernetic
organism. This can make a person extremely
infuriating! In the year 1949, the set of instructions
that duplicate themselves were instituted [19].
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In the fol

Trojan horse: They pretend to be genial but they are
not! Entitled by the prominent ligneous largesse
horses for invading the city of “Troy”. There are
many websites where any individual can download a
segment of set of instructions of Trojan horse. Many
commercial platforms like cultdeadcow, port wolf,
root shell and organization like insecure that offers
the same [20].

Worm: They doesn’t need a host to wield themselves
and can perform their destruction without attachment
concern. They enter through a network facing
exposure or with the help of an electronic mail [21].

lowing table, the famed malware/viruses/antivirus are

mentioned along with their year invaded.

S.No. Year Malware
1. 1949-66 Self- Reproducing
2. 1959 Core Wars
3. 1971 Creeper
4, 1974 Rabbit
5. 1974-75 Animal
6. 1981 Elk Cloner
7. 1983 Virus was coined
8. 1986 Brain
9. 1987 Lehigh
10. 1988 Morris
11. 1990 First Antivirus-
Norton
12, 1995 Concept
13. 1996 Laroux
14, 1998 CIH
15. 1999 Happy99
16. 2000 ILOVEYOU
17. 2001 Anna Kournikova
18. 2002 LFM-926
19. 2004 My Doom
20. 2005 Samy XXA
21. 2006 0OSX
22. 2007 Storm
23. 2008 Koobface
24, 2010 Kenzero
25. 2013 Crypto locker
26. 2014 Back off

Non-Tec

to deceit

may do s
[ )

Attack on Authorship Commitments: It is an attack
in which the assailant averts a legal user from
accessing particular computer and devices.

hnical Attack- It is an attack in which tricks are used
people so they may reveal private information or they
omething that will damage the system’s security [22].
Social Engineering: It totally depends on human
interaction, and exploits people and violates security
[23].
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Fig.7 Social Engineering
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Phishing: It is a corrupt attempt, to gain private
information by pretending as an original
organization. The Phishing impacts over the year
2016 and 2017 can be depicted in Fig.8.

Dumpster Diving and Impersonation over the cellular network
are some of the categories of the non-technical attacks [24].
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The malware infection, compromised accounts and the loss of
data concerning year 2016 and 2017 is illustrated above as

Fig.8

B. A Brief Review on how the E-commerce industry works.

They are quite similar. The overall working of an e-commerce
could be determined in 3 simple procedures [25]:

Taking Orders [Step 1]: It is the initial step, in which
a buyer or the consumer places the order through an
e-commerce platform basically the website and the
vendor makes a record of the same [26] and does the
necessary things.
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e Processing Order Facts-Figures [Step 2]: It is the
second step done after collecting order. In this, the
order requirements are fulfilled. It is now ready for
the final step that is the dispatching [27].

e  Shipping [Step 3]: The logistic department plays an
essential role in this case and all the delivery
processes are performed [28] and the order is
completed.

The entire working of e-commerce is depicted in Fig.9.

Fig.9. E-Commerce Workflow Diagram
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C. ABrief Review on the key issues that coax the certitude of
the purchaser.

There are four factors that are responsible for the coax of
certitude of the purchaser that includes personality, affect,
observation and experience. Personality includes temperament
concerning the purchasing patterns as well as faith. Affect
includes endorsement, the act of referring character, existence
of mediator parties, response, comment, report. Experience
includes the experience corresponding public network,
electronic commerce, amicability of online platforms (e-
commerce). Observation that is familiar with the term
perception or cognition includes definitive system, security
protection [29].

I1l.  PROPOSED PROBLEMS

e The algorithmic rule of RSA [30] acts as an alliance
between the web browser and electronic commerce
platforms. {The remedy of it could be elliptical curve
cryptography [31] or Rabin cryptosystem [32] can be
used because they are fast and efficient as the RSA
can be very-slow}.

e The Application programming interface [33] has two
essential approaches that are look up API and update,
APl in look up API, hashed version of the Uniform
Resource Locator is missing, so the server is aware of
the same. In concern to update API, a local data base
is required in which SHA -256 is used.{This should
be optimized}
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e Web Cookies should be used in an ethical way,
otherwise from the hacker’s perception, it is useful in
monitoring purposes, and can be done as a passive
attack [34].

e All the mediators links are at a risk and the end points
should have End-to-End Encryption (E2EE) with the
protection of sniffer programs. All the mediator links
behave like the medium which can be a victim
between the end points. A sample of it could be
illustrated in Fig.10.

Fig. 10. Problem Illustration
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IV. PROPOSED APPROACH

The detailed approach could be depicted in Fig.11. By this
flowchart, the mechanism of better security could be attained.

Fig.11 Detailed approach

START

SNIFFER

PROTECTION
CUSTOMER
PAYMENT ORDER CUSTOMER ORDER
INFORMATION INFORMATION
COMMUNICATION
PURPOSES
E-COMMERCE PLATFORM [
FOR APPROVAL
l l E2EE
LISTINGAND ALL INFORMATION
NECESSARY DETAILS PURPOSES
DONE AT VENDOR'S
/ POINT OF VIEW
SNIFFER
PROTECTION E2EE
ORDER DELIVERED

INTERNATIONAL JOURNAL OF RESEARCH IN ELECTRONICS AND COMPUTER ENGINEERING

A UNIT OF I20R

364|Page



IJRECE VOL. 7 ISSUE 2 (APRIL- JUNE 2019)

The end points in the above flowchart are the secured from the
sniffer programs and the entire mechanism is implemented
with End-to-End Encryption (E2EE).

V. VULNERABILITIES

Secured networks are approachable through the means of a
firmware termed as “firewall”. They can be either tangible or
intangible. A well-known malicious program known as
“ILOVEYOU” or “ILY” [35] was a result of an e-mail
scenario that concerned the outbound as well as inbound limits
as by the means of firewall these e-mails are permitted to go
through. The two tunnel mechanism that has Internet Control
Message Protocol Tunnel [36] and Simple Mail Transfer
Protocol Tunnel [37]. A graphical scenario depicting the
vulnerability caused by the ICMP in various sectors is
illustrated in Fig.12.

Fig.12 Vulnerability Analysis of
ICMP flood
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If concerning the report of examination provided by Verizon
particularly for data breaching includes web apps, DOS
attacks, card skimmers and various parameters is depicted in
the graph mentioned [38].

Skimming of credit card is a king of a fraud in which a tiny
object is used for the stealing of sensitive information in an
otherwise legal transaction. This can severely take place at the
gas stations, Automated Teller Machines commonly
abbreviated as ATM. If there is a presence of NFC [39] in a
transaction of a credit card then the mechanism such as
Samsung Pay, Samsung Pay Mini, Apple Pay or Android pay
could be certainly used as in this case the details are never
revealed [40].
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Fig.13 Attack Vectors
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VI. CONCLUSION

From the initial point till the modern day era, the issue that
concerns the online-business is security. The introduction to
security aspects is highlighted in this paper. The Distributed
Denial of Service attacks corresponding to the unit Gb/Sec is
also depicted in this paper. The wvulnerabilities, operating
system, counts, percentage is illustrated in this paper. The
Malicious scenario, e-commerce workflow, key issues
responsible for the coax of certitude is also highlighted in this
paper. The proposed problems as well as proposed approaches
along with the vulnerabilities of ICMP flood, phishing
impacts, attack vector is also highlighted in this paper. The
famed malwares according to the years invaded is also
depicted in this paper. Entire procedure of social engineering
that is a type of a non-technical attack along with its stages is
also depicted in this paper.
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