
122

International Society of Automation

Sr. No

1.
phase

2.

PDS
on previous design 

phase

SB

UD

3.
phase SB

UD

IV&V ACTIVITIES AND CHALLENGES FOR PDS AT NPCIL



123

PDS:

codes

CONCLUSION:



International Society of Automation

ACRONYMS

REFERENCES

BIOGRAPHIES
Sh. Harish Rajput 



OPERATING EXPERIENCES WITH PROGRAMMABLE

IN INDIAN NUCLEAR POWER PLANTS. 

ABSTRACT

INTRODUCTION

PLC ARCHITECTURE:



International Society of Automation

CHALLENGES ASSOCIATED WITH PLCs:
 A. PERFORMANCE



cable. 

Signal

Noise
Peak

B. OBSOLESCENCE 



International Society of Automation

CONCLUSION  

ACKNOWLEDGEMENT

ACRONYMS

REFERENCE

BIOGRAPHIES 

Shri A.V.Ughade

Shri K.K.Chandra



Lalit Kumar Singh#1 #2 #3, Agilandaeswari K.#4, M. Bharath Kumar.#5

1 2 3

I. INTRODUCTION



130

International Society of Automation

II. BAYESIAN NETWORKS

in Figure2 is:



131

III. EMERGENGY CORE COOLING SYSTEM

IV. SERIES AND PARALLEL SYSTEM  TAKING 
ECCS AS A CASE STUDY

B



132

International Society of Automation

B
0 0 0
0 1 1
1 0 1
1 1 1

Table1 as:



133

B
0 0 0
0 1

1 0

1 1 1

A
B

B
A

B
A

I

I

............................................(11)

............................................(12)

consider .

So,

.........................................................(13)



International Society of Automation

V. RELIABILITY UPDATION

P(C = 1)

VI. CONCLUSION



REFERENCES

2002







International Society of Automation

REAL TIME MEASUREMENT OF CARBON IN FLY ASH
FOR COAL FIRED BOILERS IN POWER PLANTS

Anup Shukla,ABB Limited

ABSTRACT

INTRODUCTION

ash.



blind.



International Society of Automation



Summary-



International Society of Automation

Anup Shukla

<anup.

The references-



SMALL, HIGH-SENSITIVITY SIMPLER SINGLE BEAM, NEW SERIES,
INFRARED GAS ANALYZERS FOR WIDE RANGE OF APPLICATIONS

ABSTRACT



International Society of Automation

Item

range



Item

range

response)
30 seconds or less



International Society of Automation

such as cell cleaning.



Delhi in 2002.



International Society of Automation

ABSTRACT

1. INTRODUCTION

2. PEMSCLASSIFICATIONS



EMPIRICALPREDICTIVE SYSTEMS



International Society of Automation

3. UNDERLYING REGULATIONS

Part 60:



151

Part 75



International Society of Automation

4. SUITABLE PLANTS AND POLLUTANTS

5. PROCESS PARAMETERS AND MODEL 
GENERATION



6. COMPARISON PEMS - CEMS

CEMS / PEMS

CEMS PEMS



International Society of Automation





International Society of Automation



ABSRACT

INTRODUCTION



International Society of Automation

1

TRADITIONAL SYSTEMS

IP-BASED SYSTEMS

1



INTEGRATED SYSTEMS TODAY

SYSTEMS



International Society of Automation





International Society of Automation



COMMUNICATION

Ulstein Bridge Vision2

Ulstein Bridge Vision concept



International Society of Automation

TOM-ANDRE TARLEBØ



ABSTRACT

INTRODUCTION



International Society of Automation





International Society of Automation



Copyright [2009] by ISA - The Instrumentation, Systems and Automation Society.
Presented at “50th Annual ISA POWID Symposium,17th ISA POWID/EPRI Controls & Instrumentation Conference; 

http://www.isa.org 
 

DEFENCE IN DEPTH:  A MULTI LAYERED 
APPROACH TO CYBER SECURITY OF IACS
(INDUSTRIAL AUTOMATION & CONTROL 

SYSTEMS)  

   
 

 

 
 
KEYWORDS     

Industrial Automation & Controls ( IACS), Intrusion Protection system( 
IPS), Stuxnet, Security Policies, DMZ, Security Audit. 
 
 
ABSTRACT 

Cyber security is becoming a very important concern for the whole 
community & the industry in particular. Until many years ago, the 
automation industry was keep out of the cyber threats loop, but with the 
connectivity of the automation systems to the business or enterprise 
network, these systems also have become vulnerable to cyber threats. 
To add to this, open architecture & commercial off the shelf( COTS) 
products in HMI have acted as catalysts to this changing scenario. The 
recent incidents comprising industrial control systems in various parts 
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of the world destroys the myth that there cannot be comprises in the 
core DCS controls.  

This paper discusses the various methods & means of improving the 
cyber security status of any industrial installation with distributed 
control systems or programmable logic controllers ( PLC)s. The main 
components of a IACS cyber security program are presented along with 
its importance in the overall security scenario. The standards related to 
cyber security are briefly touched and the areas addressed by these 
standards are described. In the end, issues of concern are raised along 
with suggestions to overcome these bottlenecks.
 

1.0 INTRODUCTION:  
 

While technological changes have greatly changed the way of life, the 
power of information through cyber space perhaps is the greatest 
revolution in recent times & has greatly influenced our working. But as 
it has always been, this advantage has been misued & exploited by 
malicious actors creating the need for another specialized area of study 
termed as  Çyber Security’. 
 

2.0 CHANGES IN THE SCENARIO FOR DCS/PLC NETWORK: 

When the distributed control systems replaced their previous 
generation of control systems  (solid state or relay based systems or 
pneumatic control systems), these were dedicated for control of their 
respective processes. Real time Information  was confined to the 
control room operators by & large & there was no interconnection 
between these DCS, nor there was a link to the desktop of the senior 
personnel of the plant for displaying on-the-fly real time information.  

But the quest for real time information could not confine this in the 
control room for too long. Gradually, the heads of operation/ 
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maintenance , the operation supervisors started to demand this 
information at their desktops & were provided the same, albeit through 
dedicated terminal of the DCS itself. This did not pose any 
vulnerability as the communication was wired & based on DCS 
proprietary protocols. Refer Figure 1.

Subsequently, three major changes took place. .i.e. Commercial off the 
shelf HMI products replaced the proprietary machines; commercial off 
the shelf  operating systems entered the DCS HMI & the open 
communication protocols s were used both within DCS as well as in 
soft links to third party systems. 

DCS systems becoming ‘ópen’, opened up a plethora of possibilities of 
software applications which needed real time information. These 
included plant performance optimization systems , management 
information systems, and asset monitoring systems. Hence, transfer of 
DCS data to third party systems became a standard norm.

Moreover, the reverse data transfer also started. i.e. the control room 
operator started getting real time information about various other 
related area of the plant. Eg, in a power plant, the offsite area 
information also started flowing into the main plant DCS vide a  
station wide Local Area Network (LAN) connecting various DCS and 
PLC’s of the plant. Refer Figure 2. 

Another area where technological advancements helped is remote 
support of the DCS for maintenance. No doubt, this is advantageous, 
but it posed a security challenge.  

These scenario changes created a paradigm shift in the role of DCS for 
business support in various industries. 


