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Abstract — MANET is a kind of wireless adhoc network and
is infrastructure-less network of mobile devices connected
wirelessly. MANET consists of Peer-to-Peer, self-forming,
self-healing network. Generally different routing protocols
are available for MANET like AODV, DSDV, and OLSR
etc. Among these OLSR protocol is widely used today.
Optimized Link State Routing protocol is widely used
today. Although OLSR is quite efficient in bandwidth
utilization and in path calculation, it is vulnerable to various
attacks. One of the major DOS attack against the OLSR
protocol knows as Node Isolation Attack. This attack occurs
when the n/w topology information is known by an attacker.
Here the attacker is who is able to is oblate the victim from
the rest of then/wand subsequently deny communication
services to the victim. Our solution called Denial
Contradictions with Fictitious Node Mechanism (DCFM)
utilizes the same techniques used by the attack in order to
prevent it. The main purpose of this project is to identify the
number of fictitious nodes and reduce the network overhead
by minimizing the fictitious nodes in the network. And also
selects an alternative path, when more than one attack is
occurred in your selecting path that path will be discarded
by using this approach.

Keywords - MANET, OLSR, Node Isolation Attack,
Fictitious Nodes, Destocks.

I. INTRODUCTION

Sending packets from one device to another is done via a
chain of intermediate nodes. A number of different routing
algorithms exist for network packet transmission. For the
most part these algorithm scan be classified into two main
categories: reactive routing and proactive routing protocols.

In the case of proactive (table-driven) protocol, for example,
DSDV and OLSR, every node constantly maintains a list of
all possible destinations in the network and the optimal
paths routing to it. Reactive protocols, such as DSR and
AODV, find a route only on demand. Irrespective of routing
algorithm, one of MANET’s essential requirement so find
factor in its success is its ability of having all nodes
recognized by other participants, even in motion. These
algorithms differ from the standard routing used in classic
networks due to frequent topology changes. A route
between two nodes can be broken due to intermediate nodes
that dynamically change their position. Mobile nodes can
join or leave the network at will, further influencing

network connectivity. Of the routing protocols mentioned
above a proactive algorithm, the Optimized Link State
Routing (OLSR) protocol has become one of the algorithms
widely used today. Although OLSR is quite efficient in
bandwidth utilization and in path calculation, it is vulnerable
to various attacks. As OLSR relies on the cooperation
between network nodes, it is susceptible to a few could in
rogue nodes, and in some cases even a single malicious
node can cause routing havoc. These attacks include link
with holding attacks, link spoofing attacks, floding attacks,
wormhole attacks, replay attacks, black-hole attacks,
clouding mis-relay attacks, and DOS attacks.

In this paper were views a specific DOS attack called node
isolation attack and propose a new mitigation method. Our
solution called Denial Contradictions with Fictitious Node
Mechanism (DCFM) relies on the internal knowledge
acquired by each node during routine routing, and
augmentation of virtual (fictitious) nodes. Moreover, DCFM
utilizes the same techniques used by the attacking order to
prevent it. The overhead of the additional virtual nodes
diminishes as network size increases, which is consistent
with general claim that OLSR functions best on large
networks. With the main focus of research in routing
protocols for Mobile Ad-Hoc Networks (MANET) geared
towards routing efficiency, the resulting protocols tend to be
vulnerable to various attacks. Over the years, emphasis as
also been placed on improving the security of these
networks. Different solutions have been proposed for
different types of attacks, however, these solutions often
compromise routing efficiency or network overload. One
major DOS attack against the Optimized Link State Routing
protocol (OLSR) known as the node isolation attack occurs
when topological knowledge of the network is exploited by
an attacker who is able to isolate the victim from there stop
the network and subsequently deny communication services
to the victim. In this paper we use novel solution to defend
the OLSR protocol from node isolation attack by employing
the same tactics used by the attack itself. Through extensive
experimentation, we demonstrate thatl) the proposed
protection prevents more than 95 percent of attacks, and
2)the overhead required drastically decreases as the network
size increases utility is non-discernible. Last, we suggest
that this type of solution can be extended to other similar
DOS attacks on OLSR.

INTERNATIONAL JOURNAL OF RESEARCH IN ELECTRONICS AND COMPUTER ENGINEERING

A UNIT OF I20R

2232 |Page



IJRECE VOL. 6 ISSUE 2 APR.-JUNE 2018

Il. SYSTEM OVERVIEW
Existing system: In the existing system, every node
inspects its MPRs” TC messages to see whether it has been
included. This is possible due to the nature of the broadcast
channel in wireless networks and also because MPR
selection rules exclusively allow for the designation of
MPRs within broad cast distance only.
The existing system can conclude whether x is malicious by
looking for its own address in x’s TC message; its lack
thereof can only be due to malicious intent. This solution is
elegant, but it has a number of drawbacks. First, this scheme
is only effective against a single attacker, but, as the authors
note, it fails in situations involving two consecutive
clouding attackers. By having the first attacker or chest
rates the attack yet advertise the correct TC, the victim
cannot tell that it is under attack.
These clouding attacker, designated as the first’s sole MPR,
removes the victim from the advertised TC prior to
propagation, isolating it from the network.
Proposed system: In the existing system, the system
reviews as specific DOS attack called node isolation attack
and proposes a new mitigation method. Our solution called
(DCFM) relies on the internal knowledge acquired by each
node during routine routing, and augmentation of virtual
(fictitious) nodes.
Moreover, DCFM utilizes the same techniques used by the
attacker in order to prevent it. The overhead of the
additional virtual nodes diminishes as network size
increases, which is consistent with [4]’s general claim that
OLSR functions best on large networks.

I1l. SYSTEM STUDY
The first and foremost strategy for development of a project
starts from the thought of designing a mail enabled platform
for as mal firm in which it is easy and convenient of sending
and receiving messages, there is a search engine, address
book and also including some entertaining games. When it
is approved by the organization and our project guide the
first activity, i.e. Preliminary investigation begins. The
activity has three parts:
Request Clarification Feasibility Study Request Approval
After the approval of the request to the organization and
project guide, with an investigation being considered, the
project request must be examined to determine precisely
what the system requires.
Here our project is basically meant for users within the
company whose systems can be interconnected by the Local
Area Network (LAN). In today’s busy schedule man need
everything should be provided in a readymade manner. So
taking into consideration of the vastly use of the net in day
to day life, the corresponding development of the portal
came into existence.
Feasibility analysis: An important outcome of preliminary
investigation is the determination that the system request is
feasible. This is possible only if it is feasible within limited
resource and time. The different feasibilities that have to be
analyzed

ISSN: 2393-9028 (PRINT) | ISSN: 2348-2281 (ONLINE)

Operational Feasibility: Operational Feasibility deals with
the study of prospects of the system to be developed. This
system operationally eliminates all the tensions of the
Admin and helps him in effectively tracking the project
progress. This kind of automation will surely reduce the
time and energy, which previously consumed in manual
work. Based on the study, the system is proved to be
operationally feasible.

Technical Feasibility: According to RogerS.Presman,
Technical Feasibility is the assessment of the technical
resources of the organization. The organization needs I1BM
compatible machines with a graphical web browser
connected to the Internet and Intranet. The system s
developed for platform  Independent environment. Java
Server Pages, JavaScript, HTML, SQL server and Web
Logic Server are used to develop the system. The technical
feasibility has been carried out. The system is technically
feasible for development and can be developed with the
existing facility.

Not all request projects are desirable or feasible. Some
organization receives so many project requests from client
users that only few of them are pursued. However, those
projects that are both feasible and desirable should be put
into schedule. After a project request is approved, it cost,
priority, completion time and personnel requirement is
estimated and used to determine where to add it on any
project list. Truly speaking, the approval of those above
factors, development works can be launched.

IV. SYSTEM DESIGN AND DEVELOPMENT

Input Design — plays a vital role in the life cycle of
software development, it requires very careful attention of
developers. The input design is to fed data to the application
as accurate as possible. So inputs are supposed to be
designed effectively so that the errors occurring while
feeding are minimized.

According to Software Engineering Concepts, the input
form concerns are designed to provide to have a validation
control over the input limit, range and other related
validations. This system has inputs concerns almost all the
modules. Error messages are developed to alert the user
whenever he commits some mistakes and guides him in the
right way so that invalid entries are not made. Let us study
about this under module design.

Input design: is the process of converting the user created
input into a computer-based format. The goal of the input
design is to make the data entry logical and free from errors.
The error is in the input are controlled by the input design.
The application has been developed in user-friendly manner.
The forms have been designed in such a way during the
processing the cursor is placed in the position where must
be entered. The user is also provided within an option to
select an appropriate input from various alternatives related
to the field in certain cases. Validations are required for
each data entered. Whenever a user enters an erroneous
data, error message is displayed and the user can move on to
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the subsequent pages after completing all the entries in the
current page.

Output design: The Output from the computer is required
to mainly create an efficient method of communication
within the company primarily among the project leader and
his team members, in other words, the administrator and
the clients. The output of VPN is the system which allows
the project leader to manage his clients interims of creating
new clients and assigning new projects to them, maintaining
a record of the project validity and providing folder level
access to each client on the users id depending on the
projects allotted to him. After completion of a project, a new
project may be assigned to the client. User authentication
procedures are maintained at the initial stages itself. A new
user may be created by the administrator himself or a user
can himself register as a new user but the task of assigning
projects and validating a new user tests with the
administrator only.

The application starts running when it is executed for the
first time. The server has to be started and then the internet
explorer in used as the browser. The project will run on the
local area network so the server machine will serve as the
administrator while the other connected systems can act as
the clients. The developed system is highly user friendly and
can be easily understood by anyone using it even for the
first time.

V. TECHNICAL VIEW AND DESIGN
Scenario Based Modeling — User oriented techniques are
widely used in software requirement analysis and design.
Use cases and usages scenarios facilitate system
understanding and provide a common language for
communication. This paper presents a scenario-based
modeling technique and discuss its applications. In this
model, scenarios are organized hierarchically and they
capture the system functionality at various abstraction levels
including scenario groups, scenarios, and sub- scenarios.
Combining scenarios or sub-scenarios can form complex
scenarios. Data are also separately identified, organized, and
attached to scenarios.
This scenario model can be used to crosscheck with the
UML model. It can also direct systematic scenario- based
testing including test case generation, test coverage analysis
with respect to requirements, and functional regression
testing.
Use Case Diagram -A Use Case Diagram in the Unified
Modeling Language (UML) is a type of behavioural
diagram defined by and created from a Use-case analysis. Its
purpose is to present a graphical overview of the
functionality provided by a system in terms of actors, their
goals (represented as use cases), and any dependencies
between those use cases. The main purpose of a use case
diagram is to show what system functions are performed for
which actor. Roles of the actors in the system can be
depicted.
Interaction among actors is not shown on the use case
diagram. If this interaction is essential to a coherent
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description of the desired behavior, perhaps the system or
use case boundaries should be re-examined. Alternatively,
interaction among actors can be par of the assumptions used
in the use case.

Usecases: A usecase describes as sequence of actions that
provide something of measurable value to an actor and is

drawn as a horizontal ellipse.

Actors: An actor is a person, organization, or external
system that plays a role in one or more interactions with the
system.

Site User
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Figure: 1 use case diagram

Service Provider: In this module, the Service Provider
browses the required file, initializes nodes with digital
signature and uploads to the end user (node a, node b, node
¢, node d, node ¢, node f)via Router. Router: The Router is
responsible for forwarding the data file in shortest distance
to the destination; the Router consists of Group of nodes, the
each and every node (n1,n2,n3,n4,n5,n6,n7,n8,n8,n10,n1
,n12,n13)consist of Bandwidth and Digital Signature. If
router had found any malicious or traffic node in the router
then it forwards to the IDS Manager. In Router we can
assign the bandwidth for the nodes and can view the node
details with their tags Node Name, Sender IP, Injected data,
Digital Signature, Bandwidth and status.

IDS Manger (OLS Protocol): The IDS manager is nothing
but Intrusion Detection System manager which is
responsible to filter the malicious data and traffic data. The
IDS manager decides the phases based on Router status and
then decides on two phases i.e., the “Training Phase” and
the “Test Phase”.

Training Phase: The Normal Profile Generation module is
operated in the Training Phase to generate profiles for
various types of legitimate traffic records, and the generated
normal profiles are stored in a Data base.

Test Phase: The Tested Profile Generation module is used
in the Test Phase to build profiles for individual observed
traffic records. Then, the tested profiles are handed over to
the Attack Detection module, which compares the
individual tested profiles with the respective stored normal
profiles. End User In this module, the End user can receive
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the data file from the Service Provider which is sent via
Router, if malicious or traffic node is found in the router
then it forwards to the IDS Manager to filter the content and
adds to the attacker profile.

Forgery Attacker and DOS Attacker In this module, the
malicious node or the traffic node details can be identified
by a threshold-based classifier is employed in the Attack
Detection module to distinguish DOS attacks from
legitimate traffic. The Attacker can inject the fake message
and generates the signature to a particular node in the router
with the help of threshold-based classifier in testing phase
and then adds to the attacker profile.

With most programming languages, you either compile or
interpret a program so that you can run it on your computer.
The Java programming language is unusual in that a
program is both compiled and interpreted. With the
compiler, first you translate a program into an intermediate
language called Java byte codes —the  platform-
independent codes interpreted by the interpreter on the Java
platform. The interpreter parses and runs each Java byte
code instruction on the computer. Compilation happens just
once; interpretation occurs each time the program is
executed. The following figure illustrates how this works.

JAVA Java

How it Works:

.
— [ | = = — N

IDK 5.0, IDK 1.5

(il

Program.class
(Byte Code)

Hello java

Program.java Program.java

-

e

Unux Oprating Window XP
ywem

Figure-2

You can think of Java byte codes as the machine code
instructions for the Java Virtual Machine (JavaVM). Every
Java interpreter, whether it’s a development to | or a Web
browser that can run a p lets, is an implementation of the
JavaVM. Java byte codes help make “write once, run
anywhere” possible. You can compile your program into
byte codes on any platform that has a Java compiler. The
byte codes can then be run on any implementation of the
Java VM. That means that as long as a computer has a
JavaVM, the same program written in the Java
programming language can run on Windows 20 0, a Solaris
workstation, or on aniMac.

SQL Level API: The designers felt that their main goal was
to define a SQL interface for Java. Although not the lowest
data base interface level possible, it is tallow enough level
for higher-level to Is and APIs to be created. Conversely, it
is at a high enough level for application programmers to use
it confidently. Attaining this goal allows for future to Iv end
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or to “generate” JDB Code and to hide many of JDBC’s
complexities from the end user.

Dbcon.java importjava.sgl.Conection;
importjava.sgl.DriverManager; publicclas DBCon

{

StaticConectioncon; publicConectiongetConection ()

{
Try

{

Clas.forName (*'sun.jdbc.odbc.JdbcOdbcDriver'); con=
DriverManager.getConection (*'jdbc:
odbc:Driver={Micr osoftAces Driver
(*.mdb)};Dbg=src\Database.mdb™");

System.out.printin (**Conected™);

}
Catch (Exceptione)

e.printStackTrace ();
}

returncon;
}
}

Testing strategy: A strategy for system testing integrates
system test cases and design techniques into a well-planned
series of steps that results in the successful construction of
software. The testing strategy must cooperate test planning,
test case design, test execution, and the resultant data
collection and evaluation. A strategy for software testing
must accommodate low-level tests that are necessary to
verify that as mal source code segment has been correctly
implemented as we has high level teststhat validate major
system functions against user requirements. Software testing
is a critical element of software quality assurance and
represents the ultimate review of specification design and
coding. Testing represents an interesting anomaly for the
software. Thus, as series of testing are performed for the
proposed system before the system is ready for user
acceptance testing.

System testing: Software once validated must be combined
with other system elements (e.g. Hardware, people,
database). System testing verifies that all the elements are
proper and that overall system function performance is
achieved. It also tests to find discrepancies between the
system and its original objective, current specifications and
system documentation.

Unitesting: In unitesting different modules are tested
against the specifications produced during the design for the
modules. Unitesting is essential for verification of the code
produced during the coding phase, and hence the goals to
test the internal logic of the modules. Using the detailed
design description as a guide, important Conrail paths are
tested to uncover errors within the boundary of the modules.
This testing is carried out during the programming stage
itself. In this type of testing step, each module was found to
be working satisfactorily as regards to the expected output
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from the module.

In Due Course, latest technology advancements will be
taken into consideration. As part of technical build-up many
components of the networking system will be generic in
nature so that future projects can either use oriented act with
this. The future holds a lot to offer to the development and

refinement of this project.

VI. CONCLUSION
In this paper, we have presented a solution called DCFM
whose function is to prevent a node isolation attack in which
the attacker manipulates the victim into a pointing the
attacker as a sole MPR, giving the attacker control over the
communication channel. We further strengthened the attack
by giving the attacker the ability to follow the victim
around.
DCFM is unique in that all the information used to protect
the MANETSs terms from the victim’s internal knowledge,
without the need to rely on a trusted third party.
In addition, the same technique used for the attack is
exploited in order to provide protection. By learning local to
apology and advertising fictitious nodes, a node is able to
deduce suspect nodes and refrain from nominating them as
a sole MPR, thus, side-stepping the essential element of the
attack.
Simulation shows that DCFM successfully prevents the
attack, specifically in the realistic scenario in which all
nodes in the network are mobile. In addition, it was
discovered that as node population increases in density and
size, the closer DCFM overhead is to OLSR
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