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Abstract—This paper studies resilient data aggregation in
multiagent networks subject to both adversarial agents and
imprecise state observations. We show that existing algorithms,
which assume exact state information, fail under such dual
uncertainty. To address this, we propose a geometric approach
that models each agent’s state as an imprecision region (in R%)
containing the true state. We present the Centerpoint of Impre-
cision Hulls (CPIH) algorithm, which takes these regions—some
corresponding to adversarial agents—as inputs and computes a
point guaranteed to lie within the convex hull of the normal
agents’ true states, despite unknown adversary identities and
true state locations. We thoroughly analyze the algorithm’s theo-
retical guarantees and apply it to the resilient distributed vector
consensus problem. Furthermore, we extend the framework to
dynamic settings where these regions shrink as agents move
closer together, deriving sufficient conditions for exact consensus
in a multiagent network despite access to only imprecise states
and adversarial presence. Numerical evaluations validate the
method’s effectiveness.

I. INTRODUCTION

In distributed multiagent networks, agents collaborate to
accomplish complex tasks by exchanging information. Their
ability to make optimal decisions critically depends on the
integrity of this shared data. However, the presence of false
or misleading information—stemming from adversarial intent
or system failures—can significantly degrade network per-
formance. Ensuring resilience to such abnormal agents is
therefore fundamental to the reliable operation of multiagent
systems. Extensive research has been devoted to developing re-
silient data aggregation techniques in the context of distributed
optimization, including consensus, estimation, diffusion, learn-
ing, and clustering. These efforts have resulted in various
algorithms and structural conditions that enhance resilience
(e.g., [2]-[11]). The primary objective of these methods is
to mitigate or eliminate the influence of adversarial agents,
whose identities remain unknown, while ensuring the normal
execution of collaborative tasks [12[]-[28].

Among the most widely studied approaches are trimming-
based methods, where the key idea is to discard extreme values
and aggregate the remaining ones. A notable example is the
family of Mean Subsequence Reduced (MSR)-type algorithms
(e.g., [3[I, [14], [20], [26], [29]), in which each agent collects
state values from its neighbors and discards the f largest and
smallest values before performing an update. The parameter f
is determined by the worst-case number of adversarial agents,
the network topology, and the specific distributed task. Another
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widely adopted approach, particularly for vector-valued states
in RY, exploits the geometric properties of data. Given a set
of n points, where up to f points may be adversarial, the goal
is to compute a safe point—a point that is guaranteed to lie
within the convex hull of the normal (non-adversarial) points.
Notable techniques in this category include Tverberg partition-
based safe point computation (e.g., the ADRC algorithm [12])
and the centerpoint-based aggregation methods [13], [30].

However, existing resilient solutions assume that agents
can precisely observe their neighbors’ unperturbed states—an
assumption rarely met in practice due to sensor noise, en-
vironmental fluctuations, and hardware constraints [31]]-[35]].
We show that such measurement errors can accumulate over
time, leading even well-designed resilient algorithms to fail,
despite adherence to prescribed network conditions and limits
on adversarial agents. This underscores the need for new
strategies that enable agents to resiliently aggregate data in
the presence of adversarial neighbors and uncertainty in state
observations, even from non-adversarial agents.

To address this challenge, we propose a resilient data
aggregation framework for distributed multiagent systems in
which agents observe their neighbors’ states with bounded
imprecision. Specifically, we model each observed state as
deviating from its true value by a displacement vector of
bounded magnitude—termed the radius of imprecision—such
that an agent perceives regions that contain the true states
of its neighbors. This uncertainty is further exacerbated by
the presence of adversarial agents, whose identities remain
unknown. We present an aggregation algorithm that enables
an agent to compute a safe point—a point guaranteed to lie
within the convex hull of the true states of normal (non-
adversarial) neighbors—despite lacking direct access to these
states or the ability to identify adversaries, as illustrated in Fig-
ure [I] Our approach builds on centerpoint-based aggregation
methods, extending the concept of a centerpoint, which is a
generalization of the median in higher-dimensional spaces, to
operate on regions rather than discrete points in R%. We further
establish theoretical conditions on the radius of imprecision
and the number of adversarial agents to ensure that the safe
point exists and remains within the convex hull of the normal
neighbors’ true states. While applicable to any distributed op-
timization task requiring resilient aggregation, we demonstrate
our method’s efficacy through resilient distributed consensus.

When the radius of imprecision in agents’ state observations
becomes excessively large, the resulting uncertainty may pre-
clude the existence of a safe point, making its computation
infeasible using existing methods. To address this, we extend
our framework to a dynamic setting where the radius of
imprecision decreases over time—a realistic assumption in
systems where agents improve state observation precision as
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Fig. 1: (a) There are six agents, where any one agent may
be adversarial. Instead of knowing the agents’ true states, we
only have access to ‘observed regions’ containing these true
states. Our algorithm computes the safepoint region, ensuring
that all points within it lie inside the convex hull of the normal
agents’ true states. (b) An example where the true states of
five normal agents are shown, along with the convex hull of
their true states (blue region). Notably, the safe point region
(yellow) is entirely contained within the convex hull.

they converge spatially. In resilient distributed consensus, for
instance, agents aim to reach agreement on a common point,
leading to reduced inter-agent distances and, consequently,
decreasing observation uncertainty. We derive sufficient con-
ditions on the decay rate of the radii of imprecision for normal
(non-adversarial) agents, ensuring that a safe point exists and
remains computable at each time step. As a concrete example,
we demonstrate that under these conditions in resilient dis-
tributed consensus, all normal agents converge to a common
state within the convex hull of their initial states.
We summarize our key contributions as follows:

« We propose a resilient data aggregation framework for
multiagent systems where agents observe neighbors’
states with bounded imprecision, modeled as regions
containing true states. We show that existing resilient
aggregation methods (e.g., the Centerpoint based method)
fail in this setting, even when the number of adversarial
agents is within prescribed limits.

« We propose handling imprecise state observations by
replacing point-based representations in R¢ with impreci-
sion regions—sets that contain the true states of agents.
We further introduce the concept of the invariant hull,
which represents the largest region guaranteed to be
contained within the convex hull of agents’ true states
despite only knowing imprecise observations. We then
provide a geometric characterization of invariant hulls and
present an efficient algorithm for their computation.

« We develop a resilient aggregation method—Centerpoint
of Invariant Hulls (CPIH)—that leverages intersecting
subsets of invariant hulls to identify a safe point within a
normal agent’s neighborhood, even when it contains up to
dj_\fl —1 adversarial agents. This safe point enables normal
agents to update their states while effectively rejecting ad-
versarial misinformation and compensating for imprecise
observations of neighbors’ states. As an application, we
apply this method to the resilient distributed consensus
problem and also perform numerical evaluations.

o We extend our framework to account for dynamic impre-

cision, where the size of imprecision regions decreases
as agents move closer together. We derive a sufficient
condition on the rate of imprecision decay that guarantees
the continued existence of safe points, ensuring that nor-
mal agents ultimately achieve exact resilient consensus
despite adversarial agents and state imprecision via the
Dynamically bounded CPIH (DB-CPIH) algorithm. We
also illustrate the efficacy through simulations.

The rest of the paper is organized as follows: Section
introduces the preliminaries and notation. Section [[II| reviews
existing resilient algorithms and highlights their limitations
in the presence of imprecise state observations. Section
introduces the concept of the invariant hull, discusses its
computation, and explains its significance. Section [V] presents
the Centerpoint of Invariant Hulls (CPIH) algorithm for re-
silient aggregation, while Section |[VI| extends CPIH to handle
dynamic imprecision. Finally, Section concludes the paper.

II. PRELIMINARIES

We consider an undirected graph G = (V, E'), modeling a
multiagent network. Here, V' is the set of agents and E denotes
the interactions between them. An edge connecting agents
v; and v; is represented by the unordered pair (v;,v;). The
terms agent and node are used interchangeably. Each agent
v; € V possesses a d-dimensional state vector, denoted by
x;i(t) € R, that evolves over time t. The neighborhood of v;
is the set of nodes N; = {v; € V : (v;,v;) € E} U {v;}
(node v; is included in its neighborhood). If the underlying
communication network may change over time, N;(t) denotes
the neighborhood of v; at time . For a given set of points
X C R its convex hull is denoted by Conv(X). Addi-
tionally, we use the terms points and states interchangeably.
The network comprises agents categorized as either normal
or adversarial. Normal agents, denoted by V,, C V, engage
in synchronous interactions with their neighbors and update
states based on a predefined consensus algorithm. Conversely,
adversarial agents, denoted by Vy C V, can modify their
states arbitrarily. An adversarial agent can transmit distinct
values to different neighbors, following the Byzantine model.
Importantly, a normal node cannot discern which neighbors
are adversarial.

State Imprecision — We consider a setting where each
agent possesses only imprecise information about the states
of its neighbors. Specifically, when an agent v; interacts with
a neighboring agent v;, it observes v;’s state with some
degree of imprecision, which may arise from factors such
as calibration errors, hardware inaccuracies, or measurement
uncertainties. We denote v;’s imprecise observation of agent
v;’s state at time ¢ as 7;;)(t). If w;(t) is the true state of v;
at time ¢, we assume:
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where §;(t) is the imprecision radius associated with v; at
time ¢. This means that agent v; associates an imprecision
region with v;, denoted as

Buy() = {p € B[ riy 0] <5500 |




which ensures that the true state of v;, i.e., ;(t) must lie
within this region. In the fixed imprecision setting, we assume
that the imprecision radius for each normal agent remains
constant over time, i.e., §;(t) = ¢ for all ¢ > 0, where § is a
known parameter. We note that our methods, developed across
subsequent sections, apply to imprecision regions modeled as
arbitary polytopes of uniform orientation in R%. However, the
d-dimensional ball simplifies distance computations due to its
symmetry, so we adopt the Euclidean ball (as in Figure (b))
or the L, ball (a hypercube, Figure [2fc)) as natural models
throughout this paper.
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Fig. 2: (a) Agents v; and v; are neighbors with true states x;
and x; in R?, respectively. (b) Imprecision region associated
by v; with v;, where 7;(j) represents agent v;’s observation of
v;’s state. (c) An alternative imprecision model with a d.-ball
imprecision region, where the deviation between the observed
state and the true state in each dimension is at most d.

In Section [VI[ we consider the dynamic imprecision set-
ting, where §;(¢) evolves over time. Imprecision regions may
generally differ across observing agents, i.e., Bjjy # By
for ¢ # k, reflecting distinct perspectives on v;’s state.
However, for clarity, we simplify the notation to B; whenever
the identity of the observing agent is not relevant to the
discussion. Table |I] provides a summary of the notation that
will subsequently be explicitly defined.

x;(t) True state of v; at time ¢.
i) (1) Observed state of v; by v; at time ¢.
0;(t) Imprecision radius of v; at time ¢.
Set of observed states of the neighbors
RNi (t) of v; at time t, i.e., {Ti(j)(t) PSS
Ni(t)}
Imprecision region associated with agent
Big(t) J» centered at 7;;)(t).
By, ) The set of imprecision regions for the
neighbors of agent v; at time t, i.e.,
{Bl(])(t) tU; € Ni(t)}.
Potential configuration, consisting of a
P(Bn,(t)) selection of one point from each impre-
cision region in N;(t).
The set of all potential configurations
P(Byv) ) . . .
given a set of imprecision regions By .
Invariant hull, consisting of points that
IHull(By,(t))| are in the convex hull of every potential
configuration of By, (t).

TABLE I: Notation.

To illustrate our methods, we focus on the resilient vector
consensus problem, which we define below.

Resilient Consensus Problem — In a network containing
both normal and adversarial agents, the objective of resilient
vector consensus is to design a distributed protocol that
ensures all normal agents update their states to eventually
converge on a common state. This common state must lie
within the convex hull of their initial states, denoted as
Xn(0) = {x1(0),22(0),- - ,2,(0)}. The protocol must sat-
isfy the following conditions:

o Safety: At any time step ¢, the state of any normal node

v; must lie within Conv(X,,(0)).

o Agreement: For every e > 0, there exists a time
te, such that for any two normal agents v; and wvj,
l|li(t) — z;(t)|| < € for all ¢ > t..

Next, we review existing resilient consensus solutions and
discuss how imprecision in agent state information can affect
their performance.

III. EFFECT OF IMPRECISION

In this section, we demonstrate that existing resilient ag-
gregation methods fail when subjected to imprecision. Specif-
ically, we illustrate this in the context of the resilient vector
consensus problem. The centerpoint-based resilient consensus
algorithm (CP algorithm) achieves optimal resilience, guar-
anteeing the convergence of all normal agents to a common
point despite the presence of the maximum tolerable number
of adversarial agents in each normal agent’s neighborhood
(as detailed below). We begin with a brief review of the CP
algorithm and then show how state imprecision leads to its
failure, as well as the failure of other existing imprecision-
unaware algorithms, in computing valid safe points, thereby
undermining resilient consensus.

A. Resilient Consensus with No Imprecision

A variety of resilient consensus algorithms that have been
proposed to accommodate both scalar and multi-dimensional
states, e.g., [2[], [3[, [12]-[23]], [28], [29]. In the general
case, where states have dimension (d > 1), these algorithms
typically follow a common structure: at each step of the
consensus process, normal nodes compute a point that lies
within the interior of the convex hull of their normal neigh-
bors’ states. They then update their states by moving toward
this point, referred to as the safe point. Computing a safe
point is a challenging problem, and various techniques have
been developed to achieve this. Among them, the centerpoint-
based resilient consensus algorithm (CP algorithm) stands
out due to its superior resilience—in terms of the maximum
number of tolerable adversarial agents. The CP algorithm
computes a centerpoint of the agents’ states and uses it as the
safe point. The concept of a centerpoint, a high-dimensional
generalization of the median, is formally defined as follows.

Definition 3.1. (Centerpoint) Given a set S, of N points in R?,
a centerpoint p is a point with the property that every closed
halfspace of R containing p must also contain at least 575
points of S.



The set of all centerpoints is referred to as the centerpoint
region. Figure [/] illustrates an example. There are six points
in R?, and any line passing through a centerpoint divides
these six points into two regions, each containing at least two
points, as in Figures [7(a) and (b). Figure [7(c) illustrates the
centerpoint region for the given example.
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Fig. 3: Illustration of centerpoint. In (a) and (b), centerpoint is
denoted by ‘x’ and lines are passing through the centerpoint.
The green shaded region in (c) is the centerpoint region.

The notion of a centerpoint provides a complete character-
ization of the safe point. It is shown in [13] that a safe point
for an agent v; is essentially a centerpoint of its neighbors’
states, provided that that the number of adversaries in the
neighborhood of v; is bounded by % Here, d is the
dimension of the state and |N;(¢)| is the number of neighbors
of v;. If the number of adversarial agents exceeds this bound,
a safe point may not exist, underscoring the CP algorithm’s
utility in maximizing resilience.

Now, a resilient consensus algorithm based on centerpoints,
assuming no imprecision—agents observe their normal neigh-
bors’ states exactly—can be designed as follows:

o In each iteration ¢, a normal agent v; gathers the state
values of its neighbors in N;(t), and computes a safe
point s;(t) by determining a centerpoint of neighbors’
states.

« Agent v; updates its states as follows:

zi(t+1) = a;(t)si(t) + (1 — ai(t))zi(t), (1)

where a;(t) € (0 1) is a dynamically chosen parameter
whose value depends on the application [12].
Next, we examine how the above resilient consensus algo-
rithm, as well as other safe point-based approaches, perform
when agent states are subject to bounded imprecision.

B. Failure of Resilient Solutions Under Imprecision

Resilient consensus algorithms rely on agents computing
safe points within the convex hull of their non-adversarial
neighbors’ true states. Under state imprecision, however, these
true states are unknown, and methods that ignore imprecision
may fail to produce valid safe points. It is important to
note that when state values are subject to fixed imprecision,
achieving true consensus is, in general, impossible. However,
a resilient consensus algorithm should, at minimum, ensure
approximate consensus—that is, rather than guaranteeing that
all normal agents converge to an exact common point, they
should converge within a bounded region contained inside
the convex hull of their initial states. Unfortunately, existing

resilient consensus algorithms may fail to achieve even ap-
proximate consensus. For example, a centerpoint computed
by a normal agent based on the observed states (which are
affected by imprecision) of its neighbors does not necessarily
lie within the convex hull of the true states of its normal
neighbors. Consequently, the computed centerpoint is not a
valid safe point. Figure {4] illustrates this issue.

In Figure f{a), we consider a scenario with six agents in
the neighborhood of a normal agent v; (including v; itself).
Among them, the red agent vy is adversarial, but v; remains
unaware of which agent is adversarial. Each agent’s state has
an associated imprecision region, which is assumed to be a
square. The centerpoint region computed based on observed
states (represented by ‘e’) is highlighted in green, whereas
the convex hull of normal agents’ true states (indicated by
“x’) is depicted as gray. Figure f[b) highlights the challenge
posed by imprecision. The centerpoint region, computed using
observed states, fails to remain entirely within the convex
hull of the normal agents’ true states. Consequently, agent
v; may select a centerpoint (indicated by ’o’) that is not
a safe point. This, in turn, causes v; to update its state in
a direction outside the convex hull of the normal agents’
true states, thereby violating the safety condition required for
resilient consensus. We note that a similar issue arises with
other imprecision region geometries, such as circular regions,
further highlighting the pervasive challenge that imprecision
poses across different modeling assumptions.

(a) (®)

X : true state @ : observed state : imprecision region

: normal nodes’ convex hull : CP region of v;

Fig. 4: Centerpoint region based on the observed states is not
contained entirely in the convex hull of normal agents’ true
states.

Figure [5] illustrates the behavior of the resilient consensus
algorithm with and without state imprecision. The setup con-
sists of six agents, all of whom are pairwise adjacent, with one
adversarial agent. In the absence of imprecision, all normal
agents converge within the convex hull of their initial states
despite the adversary, as shown by their state trajectories in
Figure [5[a). However, under imprecision (modeled as square
regions), the resilient consensus algorithm fails. As depicted
in Figure [5[b), normal agents do not remain within the convex
hull of their initial states and instead continue to drift farther
away, demonstrating the disruptive impact of imprecision.

The primary challenge stems from the inability to reliably
compute a safe point when observed states are imprecise. This
necessitates the development of new approaches to ensure the
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Fig. 5: (a) Normal agents achieve resilient consensus with no
imprecision. (b) Normal agents do not converge within the
convex hull of normal agents’ initial states due to imprecision.

accurate computation of safe points despite imprecision. In the
next section, we address this problem.

IV. RESILIENCE IN THE PRESENCE OF IMPRECISION

In this section, we develop an aggregation method that
enables normal agents to compute safe points even when
encountering imprecise state values from their neighbors.

Formally, the problem we address is as follows:

Resilient Consensus with Fixed Imprecision — For a net-
work containing both normal and adversarial agents, assume
that each normal agent observes imprecise estimates of its
neighbors’ states, such that the true state vectors are known
to lie within a fixed error bound around these observations.
The objective is to design a distributed protocol that ensures
all normal agents update their states in a way that guarantees
convergence to a final value within the convex hull of the initial
states of the normal agents, despite the presence of adversarial
agents and observation imprecision. Specifically, the protocol
must satisfy the following conditions:

o Approximate Agreement:
1) For all t > 0, Conv(X,,(t)) C Conv(X,(0)).
2) The protocol must reach a final state X = X (t*) C
X, (0) for some t* > 0, such that for all ¢/ > ¢*
X, () =Xz

Next, we will discuss existing resilient consensus solutions
and the impact that imprecision of agent states may have on
their performance. When a normal agent v; observes an impre-
cise state of its neighbor v;, the agent v; essentially perceives
an imprecision region associated with v; containing the true
state value of v;. Thus, v; effectively observes a collection of
such imprecision regions corresponding to its neighbors. By
selecting one value (a point) from each imprecision region,
we define a potential configuration of the agents’ states.
Notably, the true states of the agents represent only one among
infinitely many possible potential configurations. Our goal is
to identify the largest region—termed the invariant hull—
contained within the convex hull of every possible potential
configuration of agents’ states. By construction, the invariant
hull is always a subset of the convex hull of the agents’ true
states. At a high level, the invariant hull for a given set of
imprecision regions is akin to the convex hull of a given set

of points. Figure [6] illustrates these concepts.

Figure [6[a) shows a set of imprecision regions (blue boxes)
and the associated invariant hull. Figure [(b) presents one
potential configuration (set of points in imprecision regions
indicated by ‘x’) and the associated convex hull of the poten-
tial configuration (gray shaded region). Notably, the invariant
hull is a subset of the convex hull of the selected potential
configuration shown. This property holds for any potential
configuration—regardless of how points are selected from the
imprecision regions, the invariant hull will always be contained
within the convex hull of that configuration.

imprecision
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Fig. 6: (a) Invariant hull of a set of imprecision regions.
(b) Invariant hull is a subset of the convex hull of an arbitrary
potential configuration.
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We now summarize some notation and formally define
invariant hull. For convenience, we will omit the time depen-
dence () in notation when referring to sets of regions, states,
or neighborhoods at an arbitrary time instance, provided the
context is clear. The following definitions and results focus
on the geometric properties of imprecision regions as subsets
of RY, independent of any specific agent v;. To facilitate this
discussion, we denote a generic set of imprecision regions
by By, allowing us to analyze invariant hull properties in a
general setting without explicitly referencing By, within the
multiagent framework.

Definition 4.1. (Potential Configuration) For a given set
of imprecision regions By = {Bi,---,Bp}, a potential
configuration is a set of points P(By) = {p1, -+ ,pn} such
that p; € B; for each v; € V.

Now, we define the notion of an invariant hull.

Definition 4.2. (Invariant Hull) Consider a set of imprecision
regions By. Let P(By) be the set of all possible potential
configurations, and Conv(P) denotes the convex hull of a
potential configuration P € P(By ). Then, the invariant hull
of By is defined as,

THu1l(By) = ()
PeP(By)

Conv(P). (2)

In simpler terms, for the invariant hull, we find all possible
potential configurations of By, compute the convex hull of
each such configuration, and finally compute the intersection
of all such convex hulls. Consequently, the invariant hull
is essentially a subset of the convex hull of all potential
configurations of By, as Figure [f] illustrates. Moreover, the
invariant hull is always a convex set.



Next, we provide a geometric characterization of the invari-
ant hull. Then, in Section|[IV-B] we present an efficient method
to compute the invariant hull of By .

A. Characterization of Invariant Hull

The arguments to follow deal extensively with combinatorial
families of sets, thus we introduce the following notation for
convenience:

o Consider a set of imprecision regions By, then Bg,“
denotes a family of all (d + 1)-member subsets of By
(i.e., subsets of By consisting of d + 1 imprecision
regions). For example, consider V' = {vy1,vq, v3,v4}, the
corresponding By = {B1, Ba, B3, B4}, and d = 2, then

B%/ :{ {B17327B3}7 {317327B4} {BlvB37B4}7
{B27B3aB4} }

« Similarly, for Q € B{™, the notation Q¢ denotes the
family of all d-member subsets of (). In the above
example, if Q = {Bi, B2, B3} € B}, then

= {{Bi1, B2}, {B1, B3}, {B2,Bs} }.

So, in general, a superscript on a set notation denotes the
combinatorial family of the set. In the following arguments,
we will use the notation A and h~ to denote opposite closed
halfspaces bounded by a hyperplane h. Whereas convention-
ally, h=/h™ would denote the sets of points below/above h,
we do not require this specification in the context to follow.
Additionally, we assume that By is a set of mutually disjoint
imprecision regions and that imprecision is fixed such that

Y &; = 4, for some constant §. The following lemma
B;eBy
identifies an essential property that all points in the invariant

hull must possess.

Lemma 4.1. Let By = {B1,..,Byt1} be a (d + 1)-member

subset of imprecision regions in R%. If THull(By) is non-

empty, then a point p € THull(By ) if and only if p has the

following property:

Property 1. For every hyperplane h passing through p, at least
one imprecision region B; C By is contained in each of
the associated closed halfspaces of h.

Proof. We prove the contrapositive. If p ¢ IHull(By),
then by Definition there exists at least one potential
configuration P(By) = (z1,22, - ,x44+1) € P(By) such
that p N Conv(P(By)) = 0. Since p and Conv(P(By)) are
disjoint, it follows that there is a hyperplane h, intersecting
p such that P(By ) is contained in one of its halfspaces. Let
h~ denote the open halfspace bounded by & that contains
P(By) and h™ denote the opposite open halfspace. Since
each of the d+ 1 points of P(By/) are selected from the d+ 1
imprecision regions of By, it follows that BVQ B;Nh™ #10),
i€
and therefore no imprecision region is a subset of h*. Thus,
if p¢ THU11(By ), then p does not have Property 1.
Similarly, if a point p does not possess Property 1, then
there is a hyperplane A’ intersecting p such that no imprecision
region of By is a subset of h'T. Then it is possible to
select P(By) € P(Q) such that P(By) C h'~. Since

pN Rk~ =0, pand P(By) are disjoint, which implies that

p ¢ () Conv(P) and therefore p ¢ IHull(By) by
PeP(By
Definition ]

We now present an auxiliary lemma that will be used in
proving Theorem [{.4] characterizing the invariant hulls.

Lemma 4.2. Let By be a set of d+ 1 imprecision regions in
RY, and let p be a point contained in int(Conv(By)). Then
p € THull(By) < V p ¢ int(Conv(q)).

Bd

q€B{

Note: Here and throughout the paper, if K is a

family of point sets, then Conv(K) = Cconv( ] K).
keK

Additionally, “int” refers to the interior.

Proof. To prove the forward implication, assume p €
IHull(By). Now, we observe that if p € int(Conv(q)),
for any ¢ = {Bj,Bs, - ,Bd} € B?,, then p = a;x; +

asTs+ -+ -+ aqry, where Z a; =1, and v :cl € int(B;).

It follows that the hyperplane h that 1ntersects each of
r1,Ts,--- ,Tq must also intersect p. Note that the existence of
h is assured, since there is a hyperplane through any d points
in R?. Since A intersects the interior of each Bi1,Bs,--- ,Bg,
none of the d members of ¢ are contained in either h* or h~,
which implies that at most one B; € By \ ¢ can be contained
in one of h* or h™. Thus one of either h* or A~ contains
no B; € By as a subset. Consequently, p does not possess
Property [4.1] and by Lemma [4.1] p ¢ ITHull(By). We con-
clude that p € THull(By) — vop ¢ int(Conv(q)). For

qeB V
the reverse implication, we assume VYV p & int(Conv(q)).
qGB

Since p € int(Conv(By)), there exists a configuration
P(By) = {(w1,22, -+ ,war1) : Va; € int(B;)} such

that p € Conv(P(By)). For the sake of contradiction,
assume that p ¢ THull(By). Then it is possible to select
a different configuration, P'(By) = {(o}, 2y, - ,2y,) :

vV i € nt(B;)}, such that p ¢ Conv(P'(By)).
1<i<d+1

Each d-dimensional face of Conv(P'(By)) is formed by
Conv(z}UzshU- - -Uz’) for some d-tuple of points of P’(By).
Since p € P(By), but p ¢ P'(By), then for some ¢ =

{B1,Bs,--- ,By} € B, p € int(Conv (fq Ufé)), where

fq = Conv( U x;) and f; = Conv( U x;)
ZEiEqﬂP(Bv) wiEqﬁP’(Bv)

(i.e., fy is a face of Conv(P(By)), and f(; is the cor-

responding face of Conv(P'(By))). But int(f, U f,)
int(Conv(q)), so p € int(f, U f;) contradicts our assump-

tions. Therefore VvV p & int(Conv(q)) — p € THuUll(By).
qeBY
|

We now show that the invariant hull of n imprecision
regions is the convex hull of the union of invariant hulls of
each of the (,,"},) subsets of B The proof will make use of
the following generalization of the theorem of Caratheodory

to sets in R<:



Theorem 4.3. 36| For a family of sets K € R?, with |K| >
d+1, conv(K)= | Conv(k).
k€ Kd+1
In other words the convex hull of every point contained in
the family of sets is equivalent to the union of the convex hulls
of all of its (d+1)-member subsets. Now, we state a key result
that provides a direct means of computing the invariant hull.

Theorem 4.4. Let By = {Bi, -+ ,B,} be a collection of
n imprecision regions in R?, and B{'Z/H denote the family of
(d + 1)-member subsets of By. Then,

IHull(By) = Conv U THull(Q) 3)

d+1
QEBy,

Proof. First, note that IHull(By) is defined in Defini-
tion .2 to be the intersection of infinite convex sets. Thus,
THuUll(By) is also a convex set of RY since convexity is
preserved under intersection. Let z be an arbitrary vertex
of THull(By). Clearly, z € Conv(By). It follows from
Theorem [.3] that

3Q; : Q; € B?;rl Az € Conv(Q;)

For the following argument, let f € F(P(By)) denote a
d-dimensional face of the convex hull of a given configura-
tion P(By), and F(P(By)) denote the set of all faces of
Conv(P(By)). Now, if z is a vertex of THull(By), then
z = finfaN---N fq for some {fi, fo, -+, fa} : fi €
F(PZ(B\/)) Note that fz = COl’lV(iEil @] Ty y---u {,Cid),
where each x;; € B; for one B; € By, and for B; # By,
B; N B, = (. It follows that each f; contains a point Tij
contained in a single B; € By. This implies that z € B;
and z ¢ int(B;), since for any p € int(B;), there exists
a point p' € OB,, and a configuration P’(By ) with faces
f{afév 7f1; GJ:(PI(BV» such that f{ﬂféﬂﬂf& :pl
and p N Conv(f{ U f, U --- U f7) = 0, which implies
p ¢ Conv(P'(By)) and therefore p ¢ IHull(By). To
summarize, z is the intersection of d faces, f1, fo,- -, f4, €ach
of which is the convex hull of d points, {x;,,%i,, -, %, }
d

from a set of d imprecision regions Br = {|J B;, U B;, U
---UBy, : xz, € By,Bj € Br} From '}heorem 4.3]
we have that z € Conv(Q), for some Q € Conv(BE ).
Furthermore, z ¢ int(B;) — z ¢ int(Conv(Q?), since
every d + 1 region subset of Br includes Bj;. Therefore,
Lemma implies that z € THull(Q). Since this holds
for any vertex z € IHull(By), and for each THull(Q),
IHull(Q) C IHull(By), this concludes the proof.

Corollary 4.5. Let By be a set of n imprecision regions in
R If n =d+ 1, then

THull(By) = Conv(By) \ int(Conv( LJ gi)-
QiGB‘d/

Ifn>d+1, then

THu11(By) = Conv(Conv(By) \ int(Conv( | ] a))).
¢ €BL
Here we have used the set notation of “A\ B” to refer to the
set of all elements of A that are not elements of B.

Proof. For the case of n = d+1, THull(By) = Conv(By )\

int(Conv( |J ¢;) is a direct implication of Lemma [4.2] So
q:€BY

for the case of n > d+ 1, given any ) € B‘”ﬁ*l, we have that

IHull(Q) = Conv(Q) \ int(Conv( |J ¢)). From The-
q:€Q?

orem 4.4 THull(By) = Conv U IHu11(Q)| =
QeByt

Conv U conv(Q)\int(Conv( |J ) |. Applying
QeBEH! 7:€Q

the relation |J Conv(Q) = By, from Theorem [4.3] we

Q eBIM!
arrive at the expression given in Corollary @3] m

B. Computing the Invariant Hull

We now outline a procedure for computing the invariant
hull of By, where |By| > d + 1. The procedure involves
computing the equation of a tangent hyperplane to every set
of d imprecision regions in R%. In the case where imprecision
regions are polygons in R?, linear-time algorithms have been
developed to find outer tangent lines, that is, the tangent
lines that have all participating polygons on one side [37].
For the case in which imprecision regions are modeled
as d-balls, the spherical boundaries can be expressed as
xTAx = 0, where x is in homogeneous coordinates, and A
is an invertible (d + 1) x (d + 1) matrix. Then [T A7 = 0
is the equation for the set of tangent hyperplanes, where
l represents the d + 1 hyperplane coefficients. Thus, the
tangent hyperplanes to a set of d balls in R? can be
obtained by solving the system of quadratic equations:
ITATN =1TA; 1 =+ =1TA |1 = 0. For further details,
see [38]].

Let By be a set of n > d + 1 imprecision regions and let

Q=1{q,0, - ,qa41} € B{'l/H. As stated in Corollary

IHull(Q)is equivalent to Conv (@) \ Conv( |J ¢;). We
q:€Q?

now present a method for computing IHull(By ) by first

obtaining THu11(Q) for each Q € Bi-:

Once Algorithnyl]is repeated to obtain THu11(Q) for each
Qe B?,“, then according to Theorem the invariant hull
of By is computed as:

IHull(By) = Conv

U 1H011(Q)

d+1
QeBy



Algorithm 1 Invariant Hull Computation

Vig <0

H<+0

for each ¢; = {qi,, ¢i,, -+ , ¢, } € Q% do
Compute hyperplane h; tangent to the
d members of ¢; such that g; C h"®"

and Q \ f* C himer,
H +— HUh,.
end for
for each {h;,,hi,, -+ ,h;,} € H? do
d
Compute the points of intersection: w; = () h;,, .
n=1
Vin < Vim Uw;.
end for
THuUll(@) < Conv( U wy).
Yw; eVig

V. CENTERPOINT OF INVARIANT HULLS: SAFE POINT
COMPUTATION AND APPROXIMATE RESILIENT
CONSENSUS

In this section, we present a method that enables normal
agents to resiliently aggregate information from their neigh-
bors by computing safe points, even in the presence of im-
precise state observations and adversarial neighbors. We then
apply this method to achieve approximate resilient consensus
in multiagent networks. The proposed approach allows each
normal agent v; to tolerate up to f;(¢) Byzantine agents in
its neighborhood at time ¢, where f;(¢t) < Nl _ 1 Our
method builds on the Centerpoint-based method, described in
Section while extending it to address state imprecision.
The key innovation of our approach lies in computing safe
points by intersecting invariant hulls of imprecision regions
rather than convex hulls of discrete points in R?, ensuring re-
silience against both adversarial agents and imprecision errors.
This makes our approach suitable for resilient consensus and
other distributed decision-making tasks.

To clarify the fundamental principle underlying the Byzan-
tine resilience of our method, we first examine the case without
imprecision, where normal agents observe the true states of
their neighbors. As discussed in [13], [30], when agents have
exact state knowledge, the centerpoint of a normal agent
v;’s neighbors’ states serves as a safe point, provided the
number of adversarial agents in the neighborhood of v; is
fi(t) < ‘N (t)‘ —1. This follows from a fundamental geometric
property of centerpoints: specifically, the centerpoint of a set of
|N;(t)| points in R? lies within the convex hull of any subset
containing more than ﬁ|Ni(t)| points [39]-[41]. A key
implication of this property is that if we compute the convex
hull of any subset of neighbors of v; containing more than
#'11|Ni (t)| points, then a centerpoint must exist within this
convex hull. Given that f;(t) < % — 1, it follows that at
least one such subset consists entirely of normal agents. Thus,
a centerpoint of v;’s neighbors’ states lies within the convex
hull of normal agents’ states, meaning that the centerpoint is
a safe point.

When state observations are imprecise, determining a safe

point for a normal agent v; requires a modified approach.
As discussed in Section state imprecision precludes the
direct use of convex hulls computed from observed states.
Instead of knowing the true state of each neighbor v; €
N;(t), agent v; only knows that v;’s true state lies within
a corresponding imprecision region. Consequently, rather than
computing convex hulls of subsets of observed states, a normal
agent must compute the invariant hulls of subsets of its neigh-
bors’ imprecision regions. As in the no-imprecision case, we
assume that agent v; has at most % — 1 adversarial agents
in its neighborhood. Since each imprecision region contains
the true state of the corresponding neighbor, the invariant
hull of any subset of neighbors of size #’ll|Ni(t)| consists
of the set of points within the convex hull of every possible
configuration of points within these regions, including the true
state configuration. Thus, any point in the intersection of the
invariant hulls of these subsets is a centerpoint of the true
state configuration and, by the same reasoning as in the no-
imprecision case, serves as a safe point. In other words, every
point in this new centerpoint region is guaranteed to lie within
the convex hull of the true states of v;’s normal neighbors. We
illustrate this concept through an example below.

Example: Consider a set of N = 6 imprecision regions in a
plane, each corresponding to an agent. Note that the true states
of these agents are hidden within these imprecision regions.
Among these, one imprecision region belongs to an adversarial
agent, though its identity is unknown. The green-shaded region
in Figure [7(a) represents the centerpoint region, obtained
by intersecting the invariant hulls of subsets of imprecision
regions. To see this, consider a subset of five imprecision
regions, computed as | o5 +1 N + 1 = 5, and determine
their invariant hull. As shown in Figures [7/(b){7(g), the green
centerpoint region remains consistently enclosed within the
invariant hull, regardless of which five imprecision regions
are chosen. Notably, one of Figures [7(b){7(g) must represent
the actual scenario involving the single adversarial agent. In
this case, the computed invariant hull, by definition, remains a
subset of the convex hull formed by the true states of normal
agents. Therefore, every point in the green-shaded centerpoint
region, which is fully contained within the invariant hull, is
guaranteed to be a safe point.

We now apply this safe point computation to the resilient
vector consensus problem and introduce the Centerpoint of In-
variant Hulls (CPIH) method, which guarantees approximate
resilient consensus among agents in a network.

The value of «;(t) is a dynamic weight that may be chosen
in range [0, 1] according to the application.

The CPIH algorithm identifies a region that is a general-
ization of the centerpoint region, in that the property of a
safe point obtained through the CPIH procedure has identical
properties to that of a centerpoint, with compact sets replacing
the role of points. Thus each halfspace of a hy?erplane that
intersects a CPIH safe point contains at least | ‘J compact
sets (imprecision regions of By ). As such, the 1nvar1ant hull

d|N; (t i .. . . .
of every % + 1 imprecision regions contains a safe point.
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Fig. 7: (a) Centerpoint region based on the intersection of the invariant hulls of subsets of imprecision regions. In each of

(b)—(g), the green shaded region is contained entirely in the invariant hull (orange region) of the five imprecision regions.

Algorithm 2 CPIH

fortz()‘do()|
dNit
k< =g +1

for each C' € BY (t) do
Compute THull(C).
k-tuple in By, (t).
end for
it N
CeBY, (1)
Set .%‘i(t + 1) = mi(t).
region exists.

> Invariant hull of each

IHull(C) = 0 then

> Do nothing if no safe

else
Select a safe point p;(t) € (] IHull(C).
Cijﬁ,i ()
Update z;(t + 1) = a; (£)pi () + (1 — ay(t)) x4 ().
end if
end for

A. Empirical Evaluation of CPIH

To demonstrate the CPIH algorithm’s effectiveness in sce-
narios where the standard centerpoint-based consensus algo-
rithm fails (see Figure E[), we conducted a series of simulations.
For simplicity, we modeled imprecision regions as squares
of width §. All agents are pairwise adjacent, meaning the
network graph G is complete. At each time step, agents
received uniformly random state estimates from their neigh-
bors’ imprecision regions. For illustration, we selected a small
range of values for §. For each §, normal agents followed
the CPIH protocol over 5,000 time steps in the presence of
a Byzantine adversary. The trajectory plots in Figure [] depict
the evolution of the true states of normal agents over time,
converging to a set of points within their initial convex hull.
The red trajectory corresponds to the Byzantine agent. In
order to quantify the quality of the approximation we measure
the ratio of the initial diameter to that of the final diameter
between normal nodes. We define the diameter at time ¢ as
diam(t) = ,max, ||i(t) — 2;(t)||. and the denote the ratio

i, 0; €V

of the final diameter at time ¢* to the initial diameter at time
¢ ¢ = diam/(t™)
0 as . diam(to)” .

As Figure [§] illustrates, the final distances between normal
agents—reflecting the quality of approximate consensus—
depend on the sizes of the imprecision regions. Larger impre-
cision regions lead to a poorer approximation, while smaller
regions result in a more precise agreement. In Step 3 of the
CPIH algorithm (termination condition), fixed nonzero impre-
cision regions prevent exact consensus, causing the algorithm

to stop before agents reach a common state. In the next section,
we consider a dynamic imprecision model and derive the
conditions for achieving exact consensus.

6=1.0¢= 0.855 6=0.5¢= 0.479

s

()

6=0.25¢= 0291

(®)

6=0.125 ¢ = 0.223

(©) )

Fig. 8: Trajectory plots of approximate consensus for different
imprecision region sizes: (a) § = 1.0, ¢ = 0.855 (b) § = 0.5,
¢ =0.479 (c) d = 0.25, » = 0.291 (d) § = 0.125, ¢ = 0.223
The ‘x’ marks indicate the agents’ states at the algorithm’s
termination. The red node represents the adversarial agent,
while the region enclosed by blue lines denotes the convex
hull of the normal agents’ initial positions.

VI. RESILIENT CONSENSUS UNDER DYNAMIC STATE
IMPRECISION

In Section we observed that when imprecision regions
are excessively large, an agent may fail to compute a safe
point, even if the number of adversarial agents remains within
tolerable limits (i.e., fewer than ‘d[fll). For the consensus
problem, this limits the network to approximate consensus—
where non-adversarial agents converge to a bounded region—
rather than exact consensus at a single point. However, in
practice, the size of these imprecision regions often depends on
inter-agent distances: as agents move closer together—such as
during consensus—their state observations typically become
more precise, causing the imprecision regions to shrink over
time. Similarly, in many localization tasks, measurement accu-
racy depends on both inter-agent distances and their geometric




configuration, as exemplified by the geometric dilution of
precision (GDOP) effect in sensor networks [42], [43]], and
more broadly in triangulation-based localization systems [44].
This raises a critical question: how must these regions contract
to ensure safe point computation until the network achieves
its objective, such as exact consensus? In this section, we
address this by modeling imprecision regions as dynamic
and distance-dependent, deriving a time-varying bound that
ensures convergence under our proposed method, which builds
on the invariant hull framework from Section [Vl This will
allow us to solve the following problem:

Resilient Consensus under Dynamic Imprecision — We
consider a network of both normal and adversarial agents,
where agent states are subject to bounded imprecision. Under
the assumption that imprecision bounds are time-varying and
diminish at a sufficient rate to ensure that the invariant hull
of every normal agent’s neighborhood is never empty, the
objective of resilient consensus with imprecision is to design a
distributed protocol that ensures all normal agents update their
states to eventually converge on a common state within the
convex hull of the initial states of normal nodes. Additionally,
the protocol must satisfy the safety and agreement conditions
outlined in Section

A. Upper Bound for the Imprecision Regions of (d+ 1) State
Vectors in R?

In this section, we analyze a simplified scenario to derive a
sufficient condition for systematically computing a safe point
under imprecision. We focus on the state vectors of (d + 1)
agents at a given instant, which forms the basis for the more
general case of n > d 4 1 agents with time-varying states
in Section This condition is determined by the relative
geometric properties of the state vectors. In simpler terms,
the maximum permissible magnitude of ¢ for (d 4+ 1) agents
depends on how “close” they are to collinearity—a concept we
will clarify in the following discussion.

We now consider (d+ 1) agents, whose imprecision regions
are modeled as d-dimensional balls with a uniform radius 6.
Our goal is to determine a sufficient upper bound on ¢;, for
each v;, such that a safe point can be computed within the
convex hull of the true state vectors. Furthermore, this must
be achievable for all possible state vector configurations within
their respective imprecision regions. Since we focus on instan-
taneous state configurations in this section, we temporarily
omit time-dependent notation for clarity. We begin with the
following observation.

Lemma 6.1. Let V be a set of d+1 agents, with corresponding
set of imprecision regions By, such that for v; € V, B; is a
d-dimensional ball centered at x; with radius 6. Let P(By) be
defined as in Definition If agent v; observes configuration
R; € P(By) and computes a safe point T; € R% as a convex
combination of the d+1 observed state values, m; = A1r;1)+
AoTi2) -+ Ad41Ti(d41), where Ay+Ao+---+Agp1 = 1 and
{A1, A2, -+, Aay1} is a fixed set of real-valued coefficients,
then the locus of all possible m; over Ry, € P(By) is a ball
of radius § centered at ™ = \x1 + XoZo + -+ + Agr1Tgr1.

Proof. Let cg be an arbitrary unit vector originating from
m*. The proof follows simply by considering the interval
[a,b], defining the range of possible displacement along ¢y
of ||7* — m;||. Since m; is a linear combination of the points
in R;, and the observed state r;(;) € Ry (i) can be at most 0-
distant from the corresponding point in Xy, it is clear that the
maximum displacement occurs when all points 7;(i) € Ry,
are equal to z; +dce. When this occurs, Ry, is a copy of Xy

translated by distance § along ¢y, so||7* — m;|| = §. Similarly
the minimum distance is obtained when TiG) = Tj — dcy,
yielding [a, b] = [—4, §]. Since this is true for arbitrary cy, the
proof is concluded. [

Lemma establishes that if a point 7* is defined as
a convex combination of the vertices of a simplex, and if
these vertices undergo perturbations—each translated by at
most a distance of § in an arbitrary direction—then the
corresponding perturbed point 7 (computed using the same
convex combination) will deviate by at most § from 7*. Let
5% denote the maximum radius of imprecision, given 7*, such
that the locus of =, over all ri(j) € R;, remains contained
within Conv(Xy), the convex hull of the true agent states.
Note that any set of d + 1 state vectors in general position in
R? forms a d-simplex, which we denote by S.

For an observed state x;, let o; represent the d-dimensional
face of S such that z; ¢ o,. Additionally, for any point
7 € Conv(Xy), we define d(n*,0;) as the minimum
distance between 7* and o;. From Lemma it follows
that in order to guarantee that the locus of all possible 7; re-
mains within Conv(Xy ), the imprecision bound must satisfy:
6t < mind(7*, ;). Thus, the remaining task is to determine

2

an appropriate set of convex coefficients Ay, Ao, ..., Agt1.
Every simplex has a unique point, called the in-center which
is equidistant from all of its d-faces. The incenter’s coordi-
nates can be expressed as a convex combination, where each
coefficient \; (the barycentric coordinate of the incenter) is
weighted by the area of the %, where Vol(c) is the
volume of the face (e.g., for a triangle with side o;, Vol(o;)
is the length). For the purpose of maximizing 6, in-center
would give the desired values for the convex coefficients.
However, we assume agents do not have access to the true state
values. Consequently, they will not have access to the true in-
center coefficients from one time to the next. This limitation
motivates a natural choice: A\; = Ao = ---Agy1 = A = d%_l.
Applying these coefficients to the true positions of the sim-
plex’s vertices yields the true as the value of 7*.

Thus, given 7* = d—}rlzgiill 2;, 0T must be less than
the minimum distance from the centroid to any face of the
simplex, which is expressed as follows:

alt;
5_;,_ _ . d * N — . 7
min (m*,0) min -
where alt; is the altitude—distance from x; to the opposite
face—(as illustrated in Figure ). Given the choice of A\ =
Wll’ a sufficient upper bound on 67 is formally stated in

Proposition [6.2}



The set of distinct (d + 1)-tuples, con-
taining x; as a member, taken from the
set of true agent states in the neighbor-
hood of agent v; at time ¢.

For a d-simplex with vertices
{:177;,:172, s ,Id+1} C Sv(t), altl(t) is
the minimum distance from vertex x; to
it’s opposite face at time ¢. Informally
referred to as “altitude”.

The minimum value of alt;(t) taken
over the vertices of all simplices formed
by (d+1)-vertex sets contained in S;(¢)
at time ¢.

For a subset of agents C' C N;(t) in the
neighborhood of agent v;, Q(C,?) is the
convex hull of the centroids of observed
states across all (d + 1)-subsets of C at
time ¢.

0:(X,t)

Q(C, 1)

TABLE II: Notation for dynamic imprecision model.

Proposition 6.2. Let V be a set of d + 1 agents, such that
each agent v; € V receives a set of imprecise state values

R;, and Hm(j) — xj|| < 9. If each agent computes a safe point
Ti = Y pev ZH(_Jl) then v(m;) € Conv(Xy) <= 6§ <

ﬁ min alt;, where y(m;) denotes the locus of all possible
+ v; EV

m; from configurations of (d + 1) received states within the
imprecision regions.

Note that the agent set under discussion is still of size
d + 1, and the bound on the maximum imprecision radius
developed here applies only to these d + 1 agents. However,
in Section [VI-B| we will demonstrate how this bound can be
seamlessly incorporated into an updated version of the CPIH
algorithm, which requires a set of at least 2d + 2 agents—the
minimum network size needed with a single adversarial agent.

m;ni“z /m;ﬂ ari
X=o)--- - -~ L ---------- X
S .
~ <
A Y e
\ X P s
A &% B;
A <
S, e Locus (m;)
s A X oz
X X In-center
X Centroid of X
- == Conv(X)

IIllIl alt; is contained within

Fig. 9: Locus of m; for §7 = d+1

Conv(X).

B. Sufficient Conditions for Convergence Under DB-CPIH

We extend the sufficient upper bound from Proposition
to derive a generalized condition on imprecision radii that
ensures convergence to a safe point under the Dynamically
Bounded Centerpoint Based on Invariant Hulls (DB-CPIH) al-
gorithm, introduced below. As a preliminary step, we explicitly
state the condition under which DB-CPIH guarantees resilient
consensus in the presence of imprecision. Specifically, the suf-
ficient condition requires that, for all v; € V,,, the imprecision

radius §; satisfies a dynamic upper bound (Definition [6.1)),
determined by the minimum altitude of all simplices formed
from the true state values of all (d+1)-tuples of v;’s neighbors
that include v;.

More formally, for v; € V, let S;(t) be the set of all distinct
(d + 1)-tuples (z1(t),x2(t), - ,xq+1(t)) such that x1(t) =
I'Z(t) and Zl'j(t) S Sl(t) — v; € Nz(t)

Definition 6.1. (6—bounded) A multiagent system is 0-
bounded if, for every normal agent v; € V,, the imprecision
radius satisfies 6;(t) < %50 \where

dyi
0;(X,t) =

min min (altg(t)).
Q2R iy alte(t))
Thus, 0;(X,t) is the minimum altitude of all (d+ 1)-simplices
of true states in the neighborhood of v; that have x;(t) as a
vertex.

If the imprecision radii of all agents satisfy this condition
at all times, then, despite having only imprecise state mea-
surements, each normal agent will always be able to identify
a point within the interior of the convex hull of a set of
k= chif” + 1 > d+1 true state values. As a result, the
invariant hull of any k-tuple will never be empty. Recall from
Section[V-Athat, in the model with fixed imprecision radii, the
inevitable non-existence of the invariant hull was the primary
factor causing the algorithm to halt, thereby preventing exact
consensus. Here, we update the imprecision model to allow for
a time-varying imprecision radius, ensuring that the previously
established upper bound remains satisfied at all times.

With slight modifications to the CPIH algorithm, we demon-
strate that normal agents can aggregate their neighbors’ states
to compute safe points while achieving exact resilient con-
sensus, even in the presence of f adversarial agents and
f-bounded imprecision. Before stating the main result, we
introduce a critical definition:

Definition 6.2. (2(C,t)): For a subset of agents C C N;(t)
in the neighborhood of agent v;, define Q(C,t) as the convex
hull of the centroids of observed states across all d-+ 1-subsets
of C. Formally,

QC,t) =
cony U (1 (®) ria+1) ()
d+1
(viagsee sV[ag1)) ECAFE
4)
In @), where vj; and r([;]) notations are used, [j] refers to

the index of an arbitrary d + 1-tuple of the neighbors of v;,
not the identity of v; € V. Moreover, for C' C N;(t), Q(C,t)
is a point in the invariant hull of C, since Q(C, t) satisfies the
properties outlined in Theorem

C. Dynamically Bounded Centerpoint of Invariant Hulls al-
gorithm (DB-CPIH)

We now introduce DB-CPIH algorithm, a modification of
the CPIH. The steps of the DB-CPIH are as follows:

In the DB-CPIH procedure, instead of computing invariant
hulls for every set of k neighbors, agents construct convex



Algorithm 3 DB-CPIH Algorithm

for ¢ > 0 do
for v; € V,, do
k <+ Vd‘fﬂ +1
for each C' € NF(t) do
Compute Q(C,t).
end for
Select safe point m;(t) €

N Qoa,b.

CeNE(t)
Ty, (E+ 1) ¢ ai(O)mi(t) + (1 — a;(t)) 2, (t)
end for
end for

hulls using the centroids of each (d + 1)-member subset of k
observed neighbors’ states. This is repeated for all k£ neighbors,
and a Foint in the interior of the intersection of the resulting
(VD) convex hulls is selected as the safe point. When the
conditions in Theorem hold, each centroid of d + 1 ob-
served states lies within the invariant hull of the corresponding
d+1 imprecision regions. It follows from Theorem [4.4] that the
convex hull of the union of all (lN 'ik(t)l) centroids is a subset
of THUl1(BY, ,)).In this case, By takes the place of
IHull(By ) and each centroid is a point in THul1(Q). Thus,
the DB-CPIH procedure closely follows the CPIH procedure
with two key differences: (a) for each (d+ 1)-member subset,
the centroid is used in place of the entire invariant hull, and
(b) Step 3 of the CPIH procedure in Section [V] is omitted,
as the safe point is guaranteed to exist under the specified
conditions. We now present the conditions under which the
DB-CPIH algorithm guarantees exact resilient consensus.

Theorem 6.3. Let V be a set of agents, some of which may be
adversarial. For each normal agent v; € V,, with state x;(t) C
R? and neighborhood N;(t), where |N;(t)| = m;; the agent
v; has access to an imprecise set of state values from its neigh-
bors, denoted as R;(t) = {r;1)(t),7i2)(t), .., Tiem,)(t)}.
Normal agents updating their states according to the DB-
CPIH algorithm will reach consensus if the following two
conditions hold for each v; € V,,, ¥Vt > 0:

1) The set of adversarial agents in the neighborhood of v;
(ie. fi(t) C Ny(t)) satisfies | f;(t)] < [0,
2) The set of normal agents, V,,, is 0-bounded.

Proof. Tt is known (from [12] and [[16]) that if a safe point
within the interior of the convex hull of normal agents can
always be selected, then agents updating their states toward
this safe point at each time step will converge to a point
within the convex hull of their initial positions in finite time.
To complete the proof, we will show that for every v; € V,
and for all ¢ > 0, m;(t) is a safe point, where m;(t) is
selected according to Step 3 of the DB-CPIH procedure(d).
Step 1 of DB-CPIH sets the size of the subsets C' € NF(t)
to k = de‘NjIJ + 1, which, due to the first condition of
Theorem ensures that each normal agent v; € V,, will
have a subset C,, C NF(t) = N;(t)/V;(t), composed
exclusively of normal agents. According to Step 2 of DB-
CPIH, v; computes (C,,,t) for every C € NF(t). Recall

that Q(Cy,,t) is the convex hull of the union of centroids
of the (d + 1)-tuples of observed states of C),. According
to Step 3 of DB—CPIH, m; 1S chosen from the intersection
N Q(C,t), which implies that 7; € Q(Cp,t). It suffices
CeNk(t)
to show that Q(C,,,t) C int(Conv(X,(t))). By Proposition
the second condition of Theorem implies that for
¢, @, where Q is a subset of d + 1 agents in C},, and c is
the centroid of Rg(t) (the observed states of the members
of @), that ¢ € int(Conv(Xq(t))). Thus, by Theorem
¢ € int(Conv(Xc¢, (t))). Thus, Q(Cy,t) is the convex hull
of centroids that are themselves in the interior of the convex
hull of X¢, (t). Therefore 2(C,,, t) C int(Conv(X,(t))). We
have shown that normal agents updating their states according
to the DB-CPIH procedure, under Conditions 1 and 2 of
Theorem [6.3] will always compute a safe point in the interior
of the convex hull of normal neighbors, thereby ensuring that
they reach consensus. This completes the proof. n

Theorem [6.3] establishes that the DB-CPIH algorithm guar-
antees exact consensus among normal agents when their
imprecision radii satisfy the 6-bounded geometric constraint
(Definition [6.1). In practical terms, this imposes a dynamic
sensor precision requirement, ensuring that as imprecision
shrinks over time, the states of normal agents in R? converge to
a single point within the convex hull of their initial positions.

Computing a safe point, even in the absence of state impre-
cision, remains computationally challenging due to the high-
dimensional constraints of centerpoint and other geometric
approaches, such as Tverberg-based methods [[12], [13], [16].
In DB-CPIH, each node v; with neighborhood size |NV;(t)]
computes all subsets of size k =~ (ﬁ)|Ni(t)| and calculates
centroids for each (d + 1)-tuple. While this process can
be computationally expensive, it remains localized to each
node’s neighborhood, making it feasible in networks where
agents have small neighborhoods. Moreover, fewer adversarial
neighbors allow for smaller neighborhoods, further reducing
computational overhead. Next, we demonstrate the perfor-
mance of the DB-CPIH algorithm through simulations in R?.

D. Empirical Evaluation of DB-CPIH

We simulated networks of agents that simulation duration.
Specifically, for each agent v; € V, the neighborhood is
defined as N;(t) = V for all t > 0. We considered networks
of sizes |[V| = 6, 9, and 12. In each network, the number
of normal agents, |V,,|, was determined by |V,,| = % +1,
with the remaining % — 1 agents designated as Byzantine
adversaries. Thus, for |[V| = 6, 9, and 12, the number of
adversarial agents was 1, 2, and 3, respectively, satisfying
Condition 1 of Theorem @ For each network configuration,
we simulated the evolution of agent states over time and
plotted their trajectories based on the following setup:

For each normal agent v; € V,,, the imprecision region,
By, is a square of side length 21, such that §;(t) = /21 (the
minimum radius of a disk containing B;). At each time step,
for every agent v; € V, 6,(X,¢) is calculated and ;(¢) is

set as Gisfit). Normal agents calculate a safe point, m;(¢),




V=6

[VI=9

IV|= 12

(a) ‘an = 5’ (b) |Vn| = 7,

Vil=1

Vf‘=2 (c) |Vn|=9, |Vf|=3

Fig. 10: Agent trajectories (dashed lines) as they update their states according to DB-CPIH. The adversarial agent is shown
in red, while the convex hull of the normal agents’ initial positions is outlined in blue. Normal agents successfully converge

when imprecision decays according to the bound in Theorem

and update their states according to the DB-CPIH algorithm.
Initial positions of normal agents are randomly assigned from
a uniform distribution over a unit square. The trajectories of
the adversarial agents as perceived by normal agents remain
entirely outside the convex hull of the normal agents’ positions
throughout the simulation.

Figures [I0[a), (b), and (c) depict the resulting agent trajec-
tories for each simulation, demonstrating that normal agents
converge to a safe point. Figure [IT[a) shows the maximum
distance between the true states of any two normal agents
over time, while Figure [IT(b) depicts the imprecision radii
(indicating the sizes of the imprecision regions) of the normal
agents over time. From Figures [[T[(a) and (b), it is evident that
the decay rate of the imprecision radii closely aligns with the
rate of consensus among the normal agents.

VII. CONCLUSION

Many resilient distributed optimization algorithms fail when
agents lack precise state values, even when the number of
adversarial agents remains within tolerable limits. This fail-
ure arises from the inability to compute safe points under
imprecise observations, which is critical for accurately ag-
gregating neighbors’ states in distributed tasks. In this work,
we proposed a novel geometric framework that systematically
models both static and dynamic imprecision, enabling the
design of resilient consensus algorithms in the presence of
both adversaries and noise. Building on this framework, we de-
signed and analyzed the DB-CPIH algorithm, which provides
resilience guarantees even under uncertainty, and rigorously
characterized conditions for consensus among normal agents.

In future work, we aim to analyze the performance of
resilient consensus algorithms when resilience conditions are
intermittently violated. The DB-CPIH algorithm currently
guarantees convergence of normal nodes when the number
of adversarial neighbors satisfies |f;(t)| < [JZJF(?W for each
v; € V,, at all times, and when the imprecision regions remain
f-bounded throughout the execution. However, in practical
settings, these conditions may be temporarily violated. For
instance, the number of adversarial neighbors or the size of
imprecision regions may exceed their respective thresholds
over finite time intervals. Preliminary observations suggest that
normal agents may still reach consensus during such transient
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Fig. 11: Plots in (a), (c), and (e) show the maximum dis-
tance between any two normal agents over time, given by

max ||2;(t) — x;(t)|| (.e., diameter), for network sizes

v;,0; EVp
|V|J = 6, 9 and 12, respectively. Plots in (b), (d), and (f)

illustrate the imprecision radii for each agent over time for
the same network sizes.

violations without compromising safety. However, the extent
and duration of allowable violations that preserve convergence
guarantees remain unknown. Characterizing the precise con-
ditions under which these constraints can be relaxed while
still ensuring safety and eventual agreement is a promising
direction for future investigations.
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