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Abstract— The present scenario of the online voting system 

uses many different techniques which are useful in 

maximizing the efficiency of the voting system. But in the 

prevalent voting system various design issues are leading to a 

gradual decrease in the working of the system. We are 

specifying some optimization techniques which when 

implemented in the current online voting system will increase 

the efficacy. Techniques such as Http Request Reduction 

provide a level of optimization required for the optimization of 

the current online voting system to enhance it further. To sum 

up, it can be concluded that this paper deals with the much 

required code optimization and database optimization 

techniques with relation to the web application of online 

voting system. 
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I.  INTRODUCTION 

eb performance optimization occurs by monitoring and 

analyzing the performance of your web application and 

identifying ways to improve it. Web applications are a mixture 

of server-side and client-side code. Any application can have 

performance problems on either side and both needs to be 

optimized. The client side relates to performance as seen 

within the web browser. This includes initial page load time, 

downloading all of the resources, JavaScript that runs in the 

browser, and more techniques for optimization. Election 

process now a days play a very important role in Indian 

government. Elections are held to select a perfect candidate 

for who will lead our nation. In democratic setup people 

choose their leader by casting their valuable vote. Prevalent 

Indian voting system is an electronic voting system, under 

which a voter has to manually go to the voting booth to cast 

his vote, is a drawback of electronic voting system. So online 

voting system is a solution for this disadvantage of the 

Electronic Voting Machine voting paradigm. Using the 

concept of online voting system any voter can be voting for 

the candidate from anywhere on the specified Election Day 

and date. Online voting system security is main concern. In 

Figure1, laws of optimization are referenced. In online voting 

process to maintain the strict privacy and uprightness of the 

vote casted and authentication before the voting process is a 

considerable issue.  

 

fter the voting process, the votes are calculated 

automatically. Only authorize person can cast their vote. 

Persons can be authorized by some methods that can be 

personal identification number (PIN) such as Aadhar card 

number, secrete message or user identity proof. All 

authenticated data can be collocated by user. Authentications 

can be performed by the administrators of the system. The 

voters and candidates can both request them to either activate 

or deactivate their user ids. In this online voting system a voter 

can cast his voter irrespective of his location. He has to 

register first to participate in the voting process. Registration 

is mainly done by the system administrator for security 

reasons. After registration, the voter is earmarked a username 

which he can use to log in to the system and enjoy the services 

provided by the system. If invalid/wrong details are submitted, 

then the citizen is not allowed to vote. Also a Type Analysis 

mechanism will check for the entry of only the validated data 

into the system to prevent any attacks. 

II. LITERATURE REVIEW 

Jambhulakar, chakole and pradhi [3] proposed a novel security 

for online voting system by using multiple encryption 

schemes. Provide security for cast vote when it is submitted 

from voting poll to voting server. Multiple encryptions to 

W A 

Figure 1 : Laws of Optimization 
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avoid DOS attack. They use cryptography concepts to take 

pros of digital signature. Encrypting the send forth vote to 

client server then send to voting server with the help of net. 

After sending encrypted vote then server side decrypt the vote 

before counting.  On server side decryption of that vote is 

done before counting. So for this purpose we need a pair of 

asymmetric keys. To provide security from active intruder 

who can alter or tamper the casted vote when vote is 

transferring from voter to voting server, we are using digital 

signature. When a voter cast his/her vote after that he/she will 

digitally sign on that by using his/her own private digital 

signature, and send this to voting server, on voting server side 

that signature is checked by digital signature verifier of that 

voter which is publicly known. For this purpose each voter 

should have a private digital signature and a public digital 

signature verified. The feasibility of this is not justifiable to 

the people of a large democratic country. Pashine, ninave and 

kelapure [4] proposed an android platform for online voting 

system. They suggested security to the voter and his comfort. 

They suggested that the voter need not to go to the polling 

booth. In this application which is partitioned into three panels 

on the basis of its users as follows: Admin Panel: This panel 

will be specifically used by members of election commission 

to administer all the electoral processes including registrations 

of candidates & voters; and monitor all other actions carried 

out by them. Candidate Panel: This panel will be specifically 

used by electoral candidates to interact with the election 

commission & voters which will help them to work 

efficiently. Voter Panel: This panel will be specifically used 

by each individual voter who is eligible for casting his vote i.e. 

a person ageing 18 years or the above. These are the main 

users, for whom the application is being developed. 

Khasawneh [2] proposed an e-voting system for biometric 

security is providing a two sided solution such as server and 

user side. After casting the vote system will generate hardcopy 

for voter and also generate unique number. This unique 

number and voter name and identification number is secured. 

All content are stored in special box this box is secured box, 

this information is used for verifying the vote before stored in 

final database. This side copy is printed with unique barcode 

that can be easily readable automatically and scanned then 

randomly choose one copy, then this copy is tested. Firas I. 

Hazzaa, Seifedine Kadr [6] They suggested to deal with the 

design and development of a web-based voting system using 

fingerprint in order to provide a high performance with high 

security to the voting system. They   are using web technology 

to make the voting system more practical. The new design is 

proposed for an election for a university for selecting the 

president of the university. The proposed EVS allows the 

voters to scan their fingerprint, which is then matched with an 

already saved image within a database. K. P. Kaliyamurthie1, 

R. Udayakumar, D. Parameswari and S. N. Mugunthan [5] 

Their aim is to make people who have citizenship of India and 

who are above 18 years and of any sex can give their vote 

through online without going to any physical polling station. 

Election Commission Officer (Election Commission Officer 

who will verify whether registered user and candidates are 

authentic or not) to participate in online voting. This online 

voting system is highly secured, and its design is very simple, 

ease of use and also reliable. Their software is developed and 

tested to work on Ethernet and allows online voting. It also 

creates and manages voting and an election detail as all the 

users must login by user name and password and click on his 

favorable candidates to register vote. This will increase the 

voting percentage in India. By applying high security it will 

reduce false votes. Himanshu Agarwal and G.N.Pandey [7] 

proposed aadhar id based online voting system for Indian 

election is proposed for the first time in this paper. The 

proposed model has a greater security in the sense that voter 

high security password is confirmed before the vote is 

accepted in the main database of Election Commission of 

India. In their system the tallying of the votes will be done 

automatically, thus saving a huge time and enabling Election 

Commissioner of India to announce the result within a very 

short period. This system is much secure and efficient than the 

traditional voting system. Manipulation of votes and delay of 

results can be avoided easily. A unique AADHAAR identity is 

the center point of our proposed model. It leads to the easier 

verification of both voters and candidates. But the registration 

of the voter should be completed only after the verification of 

all documents by the field officer. The field officer also 

verifies AADHAAR Identity Number from the main 

AADHAAR card database. After completing verification, the 

registration of the voter should be complete and the voter will 

get auto generated email which has all these information of the 

voter with the system generated password. The Voter can use 

this password for login and he/she can also change the system 

generated old password. 

III. SCOPE OF STUDY 

The scope of study consists of research about various web 
optimization techniques which can be employed to make the 
website content and databases more efficient and optimized. 
Website optimization is also sometimes used to describe the 
practice of improving the discoverability of a website for 
search engines, with the ultimate goal of improving search 
result rankings for key search terms. The scope will be in 
relevance with the web based solutions and implementations. 
The scope is delimited by the areas of different techniques 
which are to be employed in the web application code and 
databases.  

IV. OBJECTIVES  

Various objectives of optimization and enhancement of the 

security for the online voting system can be articulated as 

follows: 

1. Study about the current research for optimization of 

existing voting system. 

2. Enhancement of security of the existing voting system 

by implementing current research oriented techniques. 

3. To develop a secure user interaction system to be used 

for voting system. 

4. To develop a secure user interaction system to be used 

for voting system.  
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V. FUNDAMENTALS OF PROPOSED SYSTEM FOR WEB 

OPTIMIZATION 

Here we are using various techniques and tools to optimize the 

web application security and accessibility for the existing 

voting system paradigm. These include usage of various Input 

validations along with a suitable typing analysis system to 

make sure only required inputs are fed into the system and no 

other unrequired inputs are submitted. Various Optimization 

for web applications are also articulated in the Figure 2. 

A. Features 

1. Input validation [8]: Much work can be done with an 

aim to mitigate the impact of malicious input data 

without changing the application’s source code. 

Automating the task of generating test vectors for 

exercising input validation mechanisms is also a topic 

explored in various existing systems. 

 

2. Attack detection and prevention [8]: Different 

techniques have been proposed to detect the occurrence 

of SQL injection attacks in HTTP traffic. Some 

Intrusion detection systems are configured with a 

number of ‘signatures’ that support the detection of 

web-based attacks. These systems match patterns that 

are associated with known exploits against HTTP 

traffic obtained while monitoring web applications. 

Unfortunately, it is very difficult to keep the set of 

signatures up-to-date as new signatures must be 

developed when new attacks or modifications to 

previously known attacks are discovered. Anomaly-

based intrusion detection systems also establish models 

describing the normal behavior of the monitored 

system and rely on these models to identify anomalous 

activity that may be associated to intrusions. The main 

advantage of anomaly detection systems compared to 

signature-based intrusion detection is that they can 

identify unknown attacks. While anomaly-based 

detection systems have the potential to protect web 

applications effectively against SQL injection attacks, 

they suffer from a large number of false positives. In 

contrast to anomaly-based detection systems, our 

approach employs static analysis using Type Analysis 

to achieve a larger coverage of protected parameters to 

the web application.  

 

3. Vulnerability analysis [7, 8]: Static analysis as a tool 

for finding security-critical bugs in software has also 

received a great deal of attention. There are some 

projects where the goal of the analysis is to check 

whether a sanitization routine is applied before data 

reaches a sensitive sink. Several static analysis 

approaches have been proposed for various languages. 

Unfortunately, due to the inherently dynamic nature of 

scripting languages, static analysis tools are often 

imprecise. While our prototype static analyzer is simple 

and imprecise, our evaluation results are nevertheless 

encouraging. 

 

4. Input Sanitation through typo analysis [7]: Sanitation 

procedures, or sanitizers, focus on enforcing a 

particular security policy, such as preventing the 

injection of malicious code into an HTML document. 

While rigorous input validation can provide a security 

benefit as a side-effect, sanitizers should provide a 

strong assurance of protection against particular classes 

of attacks.  

 

B. Optimization Techniques for code 

Various optimization techniques [2, 5, 6] are to be 

implemented in this system which are articulated in the Figure 

2 (Optimization process) to make sure the coding part of the 

system is well optimized and must run efficiently and snag 

free. And the efficacy of the system can be ensured using 

these techniques. 

 

1. Http Request Reduction. 

2. Deleting unnecessary files. 

3. Code minimization. 

4. Web caching optimization. 

5. Image optimization. 

6. Reducing the redirects. 

 

C. Optimization Techniques for Databases 

A number of database optimization techniques [2, 4, 7, and 8] 

can be employed to ensure the efficient working of the 

databases. The optimization methodology is shown in the 

Figure 3. This shows the proper handling of the optimization 

process under the effect of monitoring, analyzing and 

feedback processes. The database statistics are well loaded 

into the optimizer as shown in the below image. Then a 

Figure 2 : Optimization process 
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suitable optimal plan is chalked out. Afterwards execution 

plans are outlined. 

 

Figure 3 : Optimization Methodology 

 

Various database optimization techniques can be well 

articulated in the following schemes- 

1. Proper Indexing – Proper indexing is a must for 

increasing the query processing by the database. Excessive 

indexing and under indexing are both wrong and hugely 

hamper the performance. 

2. Retrieving the relevant data only – Using the 

commands like LIMIT and * can make sure only relevant 

data is picked up by the query. 

3. Getting rid of the correlated queries – Using just a 

single query instead of multiple queries can enhance the 

performance of the databases. 

4. Avoiding the temporary tables or their proper use 

according to the requirement is beneficial. 

5. Avoid coding loops – Coding loops can be avoided 

by using the unique UPDATE or INSERT commands with 

individual rows. 

VI. CONCLUSION 

We here intend to conclude that a system with a secure and 

accessible online voting system can be well optimized and 

enhanced using the above cited techniques. These techniques 

can well be implemented in any other web application or even 

any simple websites so that the system can works efficiently 

and properly. Various web optimization techniques and 

database optimization techniques can be enforced to optimize 

and enhance the security accessible for online voting system. 
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