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NICE Cybersecurity Workforce Framework – Draft NIST SP 800-181

• Specialty Areas (33) – Distinct areas of cybersecurity work;
• Work Roles (52) – The most detailed groupings of IT, cybersecurity or cyber-related work, which include specific knowledge,

skills, and abilities required to perform a set of tasks.
• Tasks – Specific work activities that could be assigned to a professional working in one of the NCWF’s Work Roles; and,
• Knowledge, Skills, and Abilities (KSAs) – Attributes required to perform Tasks, generally demonstrated through

relevant experience or performance-based education and training.

• Audience:
• Employers
• Current and Future Cybersecurity Workers
• Training and Certification Providers
• Education Providers
• Technology Providers

• Reference Resource for cybersecurity workforce development
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As a mechanism to organize information technology (IT), cybersecurity, and cyber-
related work, the NCWF helps organizations organize roles and responsibilities
through the following components:

Categories – A high-level grouping of common cybersecurity functions;

Specialty Areas – Distinct areas of cybersecurity work;

Work Roles – The most detailed groupings of IT, cybersecurity or cyber-related
work, which include specific knowledge, skills, and abilities required to perform a set
of tasks.

Tasks – Specific work activities that could be assigned to a professional working in
one of the NCWF’s Work Roles; and,

Knowledge, Skills, and Abilities (KSAs) – Attributes required to perform Tasks,
generally demonstrated through relevant experience or performance-based
education and training.

NCWF Components



Securely Provision (7 Specialty Areas, 11 Work Roles)
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Category Specialty Area Work Role

Securely
Provision

Risk Management

Authorizing Official/Designating Representative

Security Control Assessor

Software Development
Software Developer

Secure Software Assessor

Systems Architecture
Enterprise Architect

Security Architect

Technology R&D Research & Development Specialist

Systems Requirements
Planning

Systems Requirements Planner

Test and Evaluation Testing and Evaluation Specialist

Systems Development
Information Systems Security Developer

Systems Developer



Operate and Maintain (6 Specialty Areas, 7 Work Roles)
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Category Specialty Area Work Role

Operate and
Maintain

Data Administration

Database Administrator

Data Analyst

Knowledge Management Knowledge Manager

Customer Service and
Technical Support

Technical Support Specialist

Network Services Network Operations Specialist

Systems Administration System Administrator

Systems Analysis Systems Security Analyst



Oversee and Govern (6 Specialty Areas, 14 Work Roles)
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Category Specialty Area Work Role

Oversee
and Govern

Legal Advice and Advocacy
Cyber Legal Advisor

Privacy Compliance Manager

Training, Education, and
Awareness

Cyber Instructional Curriculum Developer

Cyber Instructor

Cybersecurity Management
Information Systems Security Manager

COMSEC Manager

Strategic Planning and Policy
Cyber Workforce Developer and Manager

Cyber Policy and Strategy Planner

Executive Cyber Leadership Executive Cyber Leadership

Acquisition and
Program/Project

Management

Program Manager

IT Project Manager

Product Support Manager

IT Investment/Portfolio Manager
IT Program Auditor



Protect and Defend (4 Specialty Areas, 4 Work Roles)
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Category Specialty Area Work Role

Protect and
Defend

Cyber Defense Analysis Cyber Defense Analyst

Cyber Defense Infrastructure
Support

Cyber Defense Infrastructure Support Specialist

Incident Response Cyber Defense Incident Responder

Vulnerability Assessment and
Management

Vulnerability Assessment Analyst



Analyze (5 Specialty Areas, 7 Work Roles)
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Category Specialty Area Work Role

Analyze

Threat Analysis Warning Analyst

Exploitation Analysis Exploitation Analyst

All-Source Analysis
All-Source Analyst

Mission Assessment Specialist

Targets
Target Developer

Target Network Analyst

Language Analysis Multi-Disciplined Language Analyst



Operate and Collect (3 Specialty Areas, 6 Work Roles)
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Category Specialty Area Work Role

Collect and
Operate

Collection Operations
All Source-Collection Manager

All Source-Collection Requirements Manager

Cyber Operational Planning

Cyber Intel Planner

Cyber Ops Planner

Partner Integration Planner

Cyber Operations Cyber Operator



Investigate (2 Specialty Areas, 3 Work Roles)
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Category Specialty Area Work Role

Investigate

Cyber Investigation Cyber Crime Investigator

Digital Forensics

Forensics Analyst

Cyber Defense Forensics Analyst



Centers of Academic Excellence in Cybersecurity
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NICE Challenge Project Building Blocks

Platform
 We run & host the hardware, no

upfront investment required

• Powerful & highly accessible web
interface, no installs required

• Enablesspecialized content
development, deployment, &
analysis

Environments
• Full scale context rich

environments inspired by NICE
Cybersecurity Workforce
Framework Categories

• Fictional organizations&
employees

• Virtualized networks, servers, &
employee desktops

Challenges
• Competency based assessments

focused on real world problems &
context

• Maps to NICE Cybersecurity
Workforce Framework Tasks/KSAs
& CAE KUs

• Designed to capture useful data for
actionable metrics & analytics



Regional Alliances and Multistakeholder Partnerships Stimulating
Cybersecurity Education and Workforce Development



RAMPS Communities

Southwest Region: Arizona Statewide Cyber Workforce Consortium

Western Region: Cyber Prep Program

Central Region: Cincinnati-Dayton Cyber Corridor (Cin-Day Cyber)

Mid-Atlantic Region: Hampton Roads Cybersecurity Education, Workforce,
and Economic Development Alliance (HRCyber)

Northeast Region: The Partnership to Advance Cybersecurity Education
and Training (PACET)
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Accelerate Learning and Skills Development
Inspire a sense of urgency in both the public and private sectors to
address the shortage of skilled cybersecurity workers

Nurture A Diverse Learning Community
Strengthen education and training across the ecosystem to
emphasize learning, measure outcomes, and diversify the
cybersecurity workforce

Guide Career Development & Workforce Planning
Support employers to address market demands and enhance
recruitment, hiring, development, and retention of cybersecurity
talent

NICE Strategic Plan Goals


