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Abstract-Cloud computing is a form of distributed computing
wherein resources and application platforms are distributed
over the Internet through on demand and pay on utilization
basis. There are many issues that counter data stored in the
cloud starting from virtual machine which is the mean to share
resources in cloud and ending on cloud storage itself issues.
Cloud computing structure allows access to information as
long as an electronic device has access to the web. In this
technology users have to entrust their data to cloud providers,
there are several security and privacy concerns on outsourced
data. The cipher text will only be decrypted if each the time
instant is within the allowed quantity and also the attributes
related to the cipher text satisfy the key’s access structure. The
proposed scheme provides security and convenience for
mobile users to access multiple mobile cloud computing
services from multiple service providers using only a single
I INTRODUCTION

Cloud refers to the network that provides services to network
through internet. It is a model that enables the characteristics
like on demand self-service, pay-as-you-use-service. National
Institute of Standards and Technology defines cloud
computing as a convenient, on-demand computing resources
for storage services [1]. In addition, memory, processor,
bandwidth and storage are visualized and can be accessed by a
client using the Internet [2]. Cloud computing is composed of
many technologies such as service oriented architecture,
virtualization, web 2.0 and more. A cloud can be private or
public. In public, cloud service can be sold to anyone on the
Internet [3]. In private, cloud act as a proprietary network or
hosted services are supplied to limited people through Data
Centre. It may be Private or public the ultimate goal of cloud
computing is to provide easy, scalable access to computing
resources [4]. To fulfill this challenge, it is necessary to style a
comprehensive  resolution to  support  user-defined
authorization amount and to produce fine-grained access
management throughout to shared information to be self-
destroyed once the user outlined expiration time [5]. As a
result of the possession of the knowledge is separated from the
administration of them, the cloud servers may migrate user’s
data to completely different cloud servers in outsourcing or

private key. Set Based Encryption, Fuzzy Identity-Based
Encryption,  Hierarchical  Identity-Based  Encryption,
Hierarchical Attribute-Based Encryption and Hierarchical
Attribute-Set Based Encryption for access control of
outsourced data are discussed. Once User specified expiration,
time the info are securely, self-destructed scheme is secure
beneath the choice I-bilinear Diffie Hellman inversion
assumption. From system implementation point of view,
verification tables are not required for the trusted smart card
generator (SCG) service and cloud computing service
providers when adopting the proposed scheme.

Index Terms-ldentity-based cryptography;Proxy public key;
Remote data integrity checking; Sensitive data; secure self-
destructing; Fine Grained Access Control.

share them in cloud wanting [6]. To check whether or not the
outsourced files are kept intact, the file owner or an auditor
can challenge the cloud server with low communication
overheads and computation costs. If some part of the file has
been altered or deleted [7]. The model for enabling
ubiquitous, convenient, on-demand network access to a shared
pool of configurable computing resources that can be rapidly
provisioned and released with minimal management effort or
service provider interaction [8].

Cloud Computing

Fig. 1: Schematic definition of cloud computing
II.  RELATED WORK
Traceability, which means the ability for the group manager to
reveal the identity of the signer based on verification metadata
in some special situations and how to prove data freshness.
Batch Auditing can be used to distinguish who is the signer on
each block [9]. Currently employed a coverage graph to
elucidate the connection among attributes and therefore the
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protection class and projected a coverage-based secure
statistics deletion theme [10]. Reardon et al. leveraged the
graph idea, Btree form and key wrapping and projected a
novel approach to the planning and analysis of comfy deletion
for persistent storage devices [11]. The principle plan of the
above-noted schemes is that they severally integrate specific
crypto logic techniques with the DHT network to supply fine-
grained info get admission to regulate throughout the lifecycle
of the enclosed records and to place into result records self-
destruction when expiration [12]. To support multi-keyword
search and result significance positioning, to receive Vector
Space Model (VSM) to construct the searchable file to
accomplish precise list items. To enhance search productivity
outline a tree-based record structure which supports parallel
search to exploit the intense processing limit and assets of the
cloud server [13].

I1l.  SYSTEM MODEL
Cloud Computing provides many technologies for security
issues like Service Oriented Architecture (SOA) [14].
Virtualization allows multiple users to share a physical server.
In virtualization environment storage strengthening at the file
system is desirable because it enables data sharing,
administration efficiency and performance optimization the
security requirements in multitenant file systems are analyzed
[15]. High Availability and Integrity Layer (HAIL) [9] model
helps in developing a tool to improve the security and
efficiency. HAIL helps in managing the file integrity and
helps in availability of file across the set of servers or
independent storage device [16]. It is a time reference server
without any interaction with other entities involved in the

system. It is responsible for a precise release time
specification [17].
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Fig .2: The Architecture of Data Storing Security and Privacy.
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V. PROSED SYSTEM

The HAIL works when there is corruption. It is detect the
corruption but it remedies it by avoiding this corruption in a
subset of storage providers by using the data in the other
service provider storage [18]. The proposed uses many clouds
to build a cloud-of-clouds to address two security
requirements in their storage system, which are confidentiality
and availability of data. They combined the byzantine quorum
protocol is well secret sharing cryptographic and erasure
codes [19]. It is an aggregate key where each part of it can
decrypt part of the cipher text key can decrypt the whole
cipher text. Therefore, this cryptosystem helps in sharing data
among a group of users with fine grain access control and
without giving them a key that can decrypt all that data [20].
In public cloud to concentrates on the identity-based proxy
information uploading and remote information

oriented
integrity checking.
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Fig. 3: The proposed parity scheme
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A. Ciphertext-Policy Attribute Based Encryption In CP-ABE
schemes attribute policies are associated with data and
attributes are associated with keys. Decryption is enabled
only same keys is associated with attributes satisfy the
policy associated with the data. Our methods are
conceptually closer to traditional access control methods
such as Role-Based Access Control (RBAC) [21]. The
CP-ABE users can use all possible combinations of
attributes issued in their keys to satisfy policies. This
scheme is support user attributes and organized logically
single set. CP-ABE schemes that support numerical
attributes are limited to assigning only one value to any
given numerical attribute within a key [22]. Data Owner
to get key from key generator Encrypt the file. Encryption
is the modify data is called a cipher text that cannot be

easily understood by unauthorized people.
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Fig .4 :Architecture of Data sharing System

B. Fuzzy Identity-Based Encryption

The Fuzzy Identity-Based Encryption views an identity as set
of descriptive attributes. A Fuzzy IBE scheme allows for a
private key for Fuzzy-IBE gives rise to two interesting new
applications. The first is an Identity-Based Encryption system
that uses biometric identities. Since biometric measurements
are noisy, we cannot use existing IBE systems [23]. Secondly
Fuzzy IBE is used for an application that we call “attribute-
based encryption”. In this application a party will wish to
encrypt a document to all users that have a certain set of
attributes. Set of attributes satisfying the access policy of the
encrypted data defined by the data owner, and is not revoked
in any of the attribute groups, then he will be able to decrypt
the cipher text and obtain the data [24].

Key Generation Center

Data Owner Data Storing Center

Fig. 5: Node Structure of a Data Sharing System

C. Mobile Cloud Computing

The advancement in mobile devices is more processing,
storage, memory, sensors and operating system capabilities,
there is a limitation of energy resources needed for complex
computation. Some of the application in mobile devices is
data-intensive or compute-intensive application [25]. Mobile
cloud computing is using the mobile as front end and the
cloud as back end for the storage and computation. Mobile
cloud computing consists of mobile computing, cloud
computing, and network. The file is divided to many blocks
and each block is divided to many chunks and each chunk in n
bits. Each block represents matrix with chunks number as
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rows and bits as columns. a code victor matrix is created from
the entered password. Their proposed method has two
requirements:  balancing computation overhead with
maintaining the security and avoiding offloading the file to the
mobile cloud computing for encryption by making the file is
meaningless before sending it.
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Fig. 6: Maobile cloud computing

D. Third Party Auditor

Third Party Auditor (TPA) is the person who has the skills
and experience to carry out all auditing processes such as in
the figure5. TPA scheme is used for checking the data
integrity and doubtful actions, users of cloud storage depend
on third party auditors [26]. Their proposed scheme attains
data integrity and assures the data owner of the data security.
The owner is aware of all his resources on the cloud. The data
owner validates and modifications lesser than or equal to this
threshold data. The data owner is supposed to do surprise
auditing.

CLOUD SERVICE PROVION N

o N v, s g vt O B
- rj

i —
& =
e A

o

Fig. 7: Architecture of third-party auditing

V.  CONCLUSION
Cloud computing gives many advantages like storage security,
increase storage space and reduce storage cost and decreases
overheads on cloud, users. The cost of attractive when it is
compared to building the infrastructure is many security
models coming with this technology as happens when every
technology matures. The concludes that the Hierarchical
attribute-set- based encryption is the advanced encryption
scheme for outsourcing data in the cloud service provider.
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Only the authorized proxy can process and outsource the file
on behalf of the file-owner. Both the file origin and file
integrity is verified by a public auditor. Further, these
different techniques are used in improving the security of the
data stored and also giving privacy to the data. We mentioned
new techniques that protect data seen by the cloud service
provider while it is shared among many users. Many studies
have been conducted to discover the issues that affect
confidentiality, integrity, and availability of data to find a
solution for them. This mechanism will be able to manage the
time for each user to access the cloud data as a result the cloud
cost will be dramatically reduces.
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