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Abstract - This paper deals with routing, congestion control 

and security. When the data is transferred between the 

source and destination systems, proper routing is required. If 

the packets are more in number, congestion may occur. So 

appropriate congestion control algorithm should be 

considered to reduce the traffic. Security aspects can be 

considered to transfer data in secure way. Using multipath 

routing the congestion can be reduced because packets can 

be transferred  using multiple routes. Multipath routing also 

reduces the security attacks by maximizing the paths.The 

three important concepts of networks, routing, congestion 
control and security can be considered to transfer data in 

optimized and secured way. 
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I. INTRODUCTION 

When the data is transferred between the nodes in the 

network, routing of packets has to be considered . The 

congestion near the nodes can cause delay in data transfer.  

The data has to be sent in safer way, for this security is 

required. 

Routing is the way used to transfer data across the networks. 
Route selection can be done on the various factors like 

distance, line cost, efficiency and other parameters. Router 

is used to transfer data in networks. Routing tables are used 

to decide on which route to choose to transfer data based on 

the routing table values. The routing algorithms are 

classified as adaptive and non-adaptive algorithms. The 

routing can be shortest path, flooding, link state, distance 

vector routing. 

Congestion means more traffic in networks. It causes packet 

loss or data transfer delay. It may block the connection also.  

Network layer deals with congestion. Congestion can be 

controlled either by increasing the available resources or by 
decreasing the load of the network.  

Many congestion control  algorithms are available. We can 

use general principles, virtual circuit subnet, load shedding, 

Jitter control, choke packets or congestion control policies.  

Congestion can occur for various reasons. If the data arrives 

on a fast LAN is passed to a slower WAN, then congestion 

can occur. Congestion avoidance can be used to handle 

congestion. The packet loss can occur because of time out. 

The retransmission of packet has to be used.  

Network uses congestion avoidance techniques to avoid 

congestion collapse. These technique includes the concepts  
like fair queuing method, CSMA/CA and Ethernet,  window 

reduction in TCP.  

There can be attacks like passive and active. In passive 

attack intruder can read the data  and in active attack 

intruder can read and can also modify the data.  

There are many aspects that has to be considered while 

sending the data packets like confidentiality, data integrity, 

authentication of the user. The other aspects of network 

security are access control, non-repudiation and digital 

signatures. 

 

II. NETWORK SECURITY 

When the data is sent between the source and destination 
system, it should be transferred in a secure way.  

The basic aspects of Network Security are 

Authentication: It verifies the user identity. It checks for 

genuine user. Identification of the user can be done by 

authentication process. 

Confidentiality: Confidentiality deals with providing 

security from unauthorized person or third party. It is one 

of the basic service for  network security.  

Data Integrity: Data integrity deals with finding out 

whether the data is same as the host has sent or it has been 

changed. If any changes are there in the original data, that 
is specified. Original data should not be modified by 

unauthorized person. 

Access Control: Access Control deals with controlling or 

limiting the resource access for security purpose. Only 

authorized person can use the data. 

Digital Signatures: Sender can electronically sign the data 

using the concept of digital signature. 

It is used for the message authentication. 

Non-repudiation: When the data is exchanged between the 

two persons there may be dispute regarding data transfer. 

To solve this, non-repudiation can be used. In this service 

the person cannot refuse the previous action which he has 
done. 

To send the data in a secure way encryption and decryption 

of data can be used.  

 

C=EK (P) 

P=DK (C) 

 

Original message is plain text. It can be converted into cipher 

text by using encryption key. Cipher text is the output after 

encryption. Cipher text can be converted back into plain text 

by decryption key. 
 If the same keys are used for the purpose of encryption and 

decryption, this becomes symmetric key. If the different keys 

are used for the encryption and decryption then it is public 

key encryption. In public key encryption, we use two keys, 

private and public key for more security. 
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Basically there are two types of attacks. They are   

 Passive attack 

 Active attack 

In passive attack intruder can read the data but cannot 

modify the data. The examples for passive messages are 

Release of message contents and traffic analysis.  
In active attack intruder can read as well modify the data. 

Intruder can modify the message like deleting some portion 

of data , adding some extra data etc.  Replay, masquerade, 

modification and Denial of service are active attacks. 

 

III   ROUTING, SECURITY AND CONGESTION CONTROL 

When we transfer data, route is required between the nodes. 

Path selection is essential for routing of packets. 

Congestion is very common because many packets travel in 

networks. Congestion may occur because of limited 

resources.  One solution is that using multipath routing 
congestion problem can be minimized. 

Multipath routing system can be used between the source 

and destination system. Using multipath routing the 

congestion can be reduced because packets can be 

transferred quickly using multiple paths or routes.  

There is a one more issue in network that is security. Data 

which  transfers through networks are vulnerable to   

various kinds of security attacks. So security is very 

essential for data. Always data transfer should be efficient , 

secure and optimized. 

Security is very important when we transfer data in 

networking system. Multipath routing strategy is used for 
the purpose of security. 

There are many advantages of multipath routing like 

reduced delay, load balancing, bandwidth aggregation and 

fault tolerance. In multipath routing path should be selected 

among many routes. The data has to be distributed between 

the paths. 

Many multipath routing algorithms are present to provide 

security aspects. The data is divided into different routes to 

minimize the attacks by unauthorized users. Multipath 

routing reduces security attacks by maximizing the routes. 

Basics of Multipath routing deals with  
Route discovery 

Route selection 

Data distribution 

Using multipath routing protocol, failure rate of packet 

delivery is reduced. In multi path routing, first paths should 

be discovered, then the appropriate path is selected and 

packet are distributed. After that path maintenance has to be 

done.  

Multipath routing can be either node disjoint, or link 

disjoint.   

There are various kinds of attacks. In selective forwarding 

attack the packets are dropped and data loss occurs. 
Multipath provides the solution to selective forwarding 

attacks of packets. When the packets are dropped it can be 

resend using other route. It improves packet delivery ratio in 

networks. 

Distributed Denial of Service ( DDoS) attacks are common 

in networks. There are many approaches to solve distributed 

denial of service attacks. Multipath routing is also one 

approach. 

In DDoS attack unwanted traffic is created to prevent the 

usage of service provided by the networks. The disruption 
of services occurs because of DDoS. 

Routing protocols have to be robust to security attacks and 

node failures. The factors like confidentiality, access 

control, reliability, authentication, integrity specifies the 

security level in networks.  

The results can be simulated. First, nodes are arranged in a 

graph with communication lines. Initialization of nodes has 

to be specified. Data transfer requires routing. If the 

congestion occurs, using multipath routing data transfer can 

be done. 

For selective forwarding attack and distributed denial of 

service attack multipath routing strategy can be used. 
Packet delivery ratio between the normal routing   

procedure and multipath routing method has to be 

compared. The evaluation metric parameters are throughput, 

delay, packet loss. The multipath routing is an efficient 

method to deal with congestion and data security in 

networks. 

 

IV CONCLUSION 

This paper combines the concepts of routing, congestion 

control and security in networks. Routing is used to transfer 

data from one system to another system. Congestion may 
occur due to more traffic. This may slow down the packet 

transfer rate.  Congestion control is used to control the load 

in networks. The data has to be transferred in secure way. 

Multipath routing provides the security to the data and it 

reduces the congestion so the data is transferred in 

optimized way.  
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