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Presentation Agenda

= Networking in Distributed Control Systems & significant
changes.

v = Targeted attacks & Major Security threats
= Cyber Security of DCS in NTPC
= Security Policy & Procedures

= Security Audit
= Security Standards

= Areas addressed by standards
= Vendor Certification
= Best Practices
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Networking in DCS- The scenario before....
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The scenario thereafter....
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Significant Changes
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Windows Operating system entered DCS

Use of Commercial off the shelf (COTS) hardware/
software in DCS

Open architecture ( Use of commercial network
protocols)

Continuous connection with enterprise network for real
time data of DCS

Inclusion of Wireless network connectivity for dist
offsite DCS connectivity
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But these are some of the associated by-
products..

IT & OT integration has led
To new challenges for
OT security

=Virus

=\Worms

= Denial of Service (DOS) Attacks & DDOS(Distributed D
of Services)

= Trojan Horse

= Phishing & Spear phishing

= Pharming

By 2020, spending on OT security will double due to increasing attacks on
critical industrial infrastructure and subsequent regulatory responses.

=Gartner. Market Guide for Operational Technoloav Security. Mav 2016.



Targeted Attacks & APT

= Targeted attacks are defined as the
attacks which are destined to target a
particular organization

= APT —Advanced —use of full spectrum
of computer intrusion technologies and
techniques. Combine multiple attack
methodologies and tools in order to
reach and compromise their target

= Persistent —priority to a specific task,
rather than opportunistically seeking
Immediate financial gain

= Threat — means that there is a
coordinated human involvem
attack
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Trend

= There is growing trend of compromise to DCS/SCADA
systems, including Human Machine Interface (HMI),
historians, and other connected devices.

» This trend has manifested itself in two major ways:
1) Malware disguised as valid DCS/SCADA applicatio
ii) Malware used to scan and identify specific DCS/S
port/services




Some major Cyber security incidents

=  Sewage plant in Australia hacked releasing millions
of liters of sewage

= Davis-Besse nuclear power plant safety monitoring
system disabled

= Browns Ferry nuclear plant shutdown for two days
because of excessive control bus network traffic

= 13 US auto plants shut down by an Internet worm
named Zotob

= Brazil's electrical grid attacked via the Internet

= Stuxnet hit Siemens control system in Iran Nuclear
plant July 2010

= Ukraine Power grid was st
energy Malware

= WannaCry, Locky,Péty/a- Ran
= And many more.... '
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Stuxnet

= Stuxnet targeted specific installations in Iran associated with Uranium
enrichment facility.

= Only 10 initial targets
= Resulting in over 14k infections

= Malware Targeted for a Specific type of PLC having a Specific Configuratio

= |t installs malware into memory block DB890 of the PLC that mc
Profibus messaging bus of the system.

= When certain criteria are met, it perlodlcally modifie
1410 Hz and then to 2 Hz and then
operation of the connec

= |t also installs a root |
the changes in rotatlonal Sp
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Process Flow of Stuxnet attack
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= 1. Infection
Entered into a system
(Stuxnet via USB)
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UFPDATE FROM SOURCE 7

> 2. Search > 3. Updat

Check whether a given
machine is part of the
targeted industrial ¢
system

ernet and
oad a more recent
version of itself
(upgrade)
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Process Flow of Stuxnet attack: Contd.

= [

JEali=

= 4. Compromise ) 5. Control » 6. Decei

Compromise the target
system by exploiting

2 Take control of industrial
vulnerabilities

control system
(Stuxnet- Zero day

vulnerabilities; software
weakness that hav
been identified |
experts )
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Ransomware: WannaCry
= Ransomware is a malware that

encrypts contents on infected systems
and demands payment in bit coins.

= Worldwide cyber attack by the
WannaCry- ransomware cryptoworm,
which targeted computers running the
Microsoft Windows operating system

= 2 key components — a worm and a

ransomware package How Ransomware works
= *It spreads laterally between oot e o e

. Di .
of email attachments, website talks to encryption-key servers.

computers on the same LAN by using =
a vulnerability in implementations of & ) 2
Server Message Block (SM 2| @

205
Sl

4, File search: Process searches
for important files on the system,
e.g. JPG, DOCX, XLSX, PPTX, PDF.

= *This exploit is named as
ETERNALBLUE.

L

6. Ransom demand: System ready
to demand payment.

5. Encryption: Typically done
through rename, encrypt,
rename again.
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Ransomware: Locky

= Locky is ransomware malware released in 2016 &
was active in 2017, it is delivered by email with
an attached Microsoft Word document that
contains malicious macros.

Malicious Email with MS word attachment sent to targeted user I

[ On Opening Document it appears Gibberish ]

—

{Macros then save and run a binary file that downloads the actual

[ Asks User t(jinable Macro (Which most users do) ]

Encryption TROJAN

F
It encrypt files with .locky extension & ask for Ransom in Bitcoin ]
T /

SAY | NTPC
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https://en.wikipedia.org/wiki/Locky#500523

Measures to prevent Wannacry

= Apply patches to Windows systems as mentioned in Microsoft Security Bulletin
MS17-010. For Unsupported Versions such as Windows XP,Vista,Server 2003 etc.
patch also available on Microsoft website

= Take Regular backup of Critical Data

= Block SMB ports on Enterprise Edge/perimeter network devices [UDP 137, 138 and
TCP 139, 445] or Disable SMBV1.

= Restrict TCP port 445 traffic to where it is absolutely needed using router ACLS
= Use private VLANS if your edge switches support this feature
= Use host based firewalls to limit communication on TCP 445
= Deploy antivirus protection, Block spam

= «Don't open attachments in unsolicited e-mails

= Disable macros in Microsoft Office products.

’ .f.
_
o

D

= *Deploy Application whitelisting. | >

= *Deploy web and email filters on the network. Configure these devices to scan for
known bad domains, sources, and addresses; block these before receiving and
downloading messages.

1sA) | ag
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https://en.wikipedia.org/wiki/Locky#500523

Meltdown and Spectre- January 5, 2018
Modern computers CPU Vulnerability. It may leak
passwords and sensitive data.

AMD,ARM Intel etc. microprocessor hardware vulnerabilities allow programs to steal data
which is currently processed on the computer.

While programs are typically not permitted to read data from other programs, a malicious
program can exploit Meltdown and Spectre to get hold of secrets stored in the memory of
other running programs.

Rockwell Automation FactoryTalk Alarms and Events Denial of Service Vulnerability
CERTIn Vulnerability Note CIVVN20180009
Original Issue Date: January 15, 2018
A vulnerability has been reported in Rockwell Automation Alarms and Events

An unauthenticated, remote attacker could exploit this vulnerability by submitting specially
crafted packets to TCP port 403 to cause the system to crash, resulting in denial of service
(DoS) condition.

Details of above vulnerability & mitigation measures available on CERT-IN website.


https://en.wikipedia.org/wiki/Locky#500523
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Cyber Security of DCS in NTPC

= In terms of Cyber Security of DCS, NTPC was the first company in India
among the critical infrastructure category to take Cyber security
Initiatives

= These initiatives were taken in 2007 wherein consultancy project was
awarded to M/s CMC in 2007-2008

= As part of this Consultancy project, security audit was conducted for
Stg-1l DCS at Talcher Kaniha in 2007 |

= Also Secured Network Architecture was evolved as part of thi
consultancy & incorporated in specifications from Bongaig
in 2008. Also, in the on going projects being engineere
iImplemented. This has become a defac

ection
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Cyber Security of DCS in NTPC

= Main features of this architecture was :

- Zone segmentation- three zones, Internal zone- DCS, External zone-
IT/Third party systems & DMZ zone- Station LAN server. Each zone
separated through firewall. No communication directly with DCS- only
through DMZ

- System hardening- No Internet connection in DCS, No USBs, No
unnecessary services ‘

- Defense in depth concept- Protocol from External to DMZ di
Protocol from Internal to DMZ. Cracking multiple protocol di

- Firewall with IPS ( Intrusion Protection S
IDS ( intrusion detection system) at

Tiee
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Cyber Security of DCS in NTPC:Contd.

= Security Policies & procedures evolved & incorporated in specifications
in 2008

- These policies & procedures Issued as OGN( Operation Guidance Note) by
Corp. OS in Dec 2008

= Security Audits

- Provision of Security audit by CERT-IN certified auditor for DCS introducec
Bongaigoan specs

- Security Audit in FAT introduced from 2012 onwards. Vulnerability
& Penetration testing is done by CERT-In certified auditor. Mitiga
suggested by auditor is generally done before dispatch cl

iee
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Three pillars of DCS security program




Typical Secured System architecture

OFF site PLCs

PCs at various location of plant (for
onitoring purpose only)

SERVICE BLDG SWITCH

Pl SERVER
|
| M PR SWITCH
IT| AN | INTERFACE PC
|
REMOTE CENTER +— - —
REDUNDANT FIREWALL IP
THROUGH Secured Y > [ omz zonE |
VPN
LOG SERVER = NMS SERVER
] [ ] _
TEST MOR STATION LAN SWITCH with Network based |
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Components o! a DCS secun[ty

program

= A. ‘Defence in depth’ System architecture

= B. Policies & procedures

= C. Enforcement of A & B ( Security Audit)
-Vulnerability Assessment

-Penetration testing

= D. Crisis management program
= E. Awareness, Knowledge & Skills
( for the asset owner)
“F. 24 '

p o
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Security Policies and Procedures

= Foundation of a security program

- Guide for Managers, Security Team & users to
understand their specific role within the security
framework

- Articulation of overall security objectives providing a
management framework



Security Audit

= Done by CERT certified auditor as per approved Security Audit
procedure.

= Envisaged during PG test & each year of AMC.

Penetration Testing

Vulnerability Assessment

» Identifies and reports noted vulnerabilities * A penetration test attempts to duplicate the
and security weaknesses in the target actions of an attacker
system
» The goal of external penetration testing is to
* The assessment team generally reviews find weaknesses in the company's network
code, settings, etc. for known security that could allow an attacker to access the
weaknesses enterprise environment from the Internet

» The customer may specify the level of
vulnerability verification

ISA Delhi Sectian o Maharatna Company




DCS Cyber Security Standards — How it

evolved >,
= ISO 27000 =~

- For the information security of any organization

- Used as a base for developing Cyber Security
Standards for Automation Systems

= NERC CIP

- Essentially for Power Systems

- Applicable in US

- SCADA/DCS vendor compliance
= WIB - Security Requirements for Vendor

- Applicable
- Very comprehensive & S

iee
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DCS Security- now a “MUST HAVE” !!
= NIST

- Framework to serve as guideline for organizations
to start a Cyber security program

= Security of DCS Mandated by Standards

- IEC 62443 —Specific standard for IACS ( Industrial
Automation & Control System)

= Indian Manual for Cyber Security in Power Syst
- Developed on the lines of NERC CIP
- Final draft with CEA

Section A Maharatna Company




NERC CIP Standards- Details

CIP-2 BES Cyber System Categorization

CIP-3 Security Management Controls

CIP-4 Personnel & Training

CIP-5 Electronic Security Perimeter

CIP-6 Physical Security

CIP-7 System Security Management

CIP-8 Incident Reporting and Response Planning

CIP-9 Recovery Plans

CIP-10 Conf. Change Mgmt & Vulnerability Assessments
CIP-11 Information Protection

18 | e
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ISA/IEC standards on security

IEC 62443-1.1 IEC TR-62443-1.2 IEC 62443-1.3 IEC TRS2443-1.4

Terminology,

Masler glossary of System security IACS security
concepts and maodels

terms and abbreviations compliance melrics lifecycle and usc-acase

IEC TR62443-2.2

IEC TR-62443-2.3 IEC 62443-2_4

Reguirements for an Implementation guidance

Security program
requirements for
IACS service providers

Patch management in

[
IACS secunty the [ACS environmenl

manageamaent system

for an IACS security
manarfemant system

=
=
a 2
=
7]
=
2D
Lo
S 2
o =

IEC TR-62443-3.1

System secunty
requiremeants and
security levels

Securty technologies Secunty levels for
forlACS zones and conduits

E
=
n
=
W

IEC 62443-4.1 IEC 6§2443-4.2

Technical security

requirerments for 1ACS
Camponants

FProduct development
requirermeaents

158) | Had
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IEC 62443-2.4 Standards- Detalils

= Requirement ID
- SP.XX.YY
- SP indicates Security Program
- XX indicates functional area

- YY is two digit identifier for the requirement

- Base Requirement (BR) and their Requirement Enhancements (R
have the same SP requirement identifier

- Requirement enhancements Sequence number is placed in
following the “RE” starting at “1” for each BR

iee
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IEC 62443-2.4 Standards- Detalils

Solution staffing
Assurance

Architecture

Wireless

SIS

Configuration management
Remote access

Event management
Account management
Malware protection

Patch Management
Backup/Restore

> [
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SP.01.XX
SP.02.XX

SP.03.XX
SP.04.XX
SP.05.XX
SP.06.XX
SP.07.XX
SP.08.XX
SP.09.XX
SP.10.XX
SP.11.XX
SP.12.XX

Assignment of personnel by the service provider to
Automation Solution related activities

Providing confidence that the Automation Solution security
policy is enforced

Design of the Automation Solution

Use of wireless in the Automation Solution

integration of SIS into the Automation Solution

Configuration control of the Automation Solution

Remote access to the Automation Solution

Event handling in the Automation Solution

Administration of user accounts in the Automation Solution
Use of anti-malware software in the Automation Solution
Security aspects of approving and installing software patches

Security aspects of backup and restore



IEC 62443-2.4 Standards- Detalils

= EXAMPLE 1

g
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SP.01.02 BR - base requirement for assigning personnel to the
Automation Solution who have been informed of the IEC 62443-2-4
security requirements

RE(1) enhances that requirement by defining a requirement for
background checks of service provider personnel assigned |
Automation Solution.

EXAMPLE 2
SP.01.02 RE(2) defines an enhancement for the R

v dldidt
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Vendor Certification

= A mechanism to enforce security in your
system without knowing the details

= Best practices on one site gets
embedded as system capabilities in the
DCS/PLC

= Developments in security technology gets
Into the process control domain faster !!




Security assurance levels

1 Casual or Coincidental Violation

2

3 Intentional Violation Using Sophisticated Means

Intentional Violation Using Simple Means

Intentional Violation Using Sophisticated Means &
Extended Resources

Tiee
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Some areas being addressed by standards

= SIS ( Safety Instrumented system) as a
separate entity

= Wireless Connectivity
= Patch management

= Account management
= Remote access




Indian Manual for Cyber Security in Power Systems
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Best practices

Using Access Control systems to prevent unauthorized access to secure locations

Deploy VLANS for traffic separation for coarse grained security

Use Stateful firewall technology at the port level for fine-grained security

Place encryption throughout the network to ensure privacy

Detect threats to the integrity of the network and remediate them

Applying application whitelisting throughout the ICS environment to
prevent unauthorized applications from running

= Use safe browsing practices e.g. Disable Popups, Enable selected Plugins
Guard, NoScript, Scriptsafe,

= Enabling a USB lockdown on all SCADA environments. This prevent
physically entering the environment

= SNMP should be disabled/blocked on public-facing infr
= Use ACLs & BGP flowspec i
= Deploy basic security mea

as firewalls/IPS, in between the ss network, and the ICS network.

iee
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Practices Adopted in NTPC:
Patching for Ransomware like WannaCry

= Critical vulnerability MS17-010 (ETERNALBLUE).

- Server Message Block (SMB) is the transport protocol used by Windows machines for a wide variety of purposes such
as file sharing, printer sharing, and access to remote Windows services.

The screenshot below shows the system has been compromised and we were able to execute the
system level commands.
meterpreter >/1pconTig

The following screenshot shows we have retrieved user's password.

[*] Executing the VNC agent with endpoint 110.10.10.10:4545
meterpreter > wdigest

[+] Running as SYSTEM

[*] Retrieving wdigest credentials

wdigest credentials

Interface 1

: Software Loopback Interface 1
Hardware MAC : 00:00:00:00:00:00
MTU : 4294967295
IPv4 Address : 127.0.0.1
IPv4 Netmask : 255.0.0.0
IPv6 Address : ::1
IPv6 Netmask : ffff:ffff:ffff:ffff:ffff:ffff:Trff:T71T

Domain User Password

J; 197450

9;995 Negotiate NT AUTHORITY IUSR
;748740 Negotiate IIS APPPOOL  DView7AppPool

Interface 11

J; 996 Negotiate WORKGROUP NMSSERVERS
9;290133 Negotiate IIS APPPOOL DefaultAppPool
9;997 Negotiate NT AUTHORITY LOCAL SERVICE
J;999 NTLM WORKGROUP NMSSERVERS

: Broadcom NetXtreme Gigabit Ethernet
Hardware MAC : 18:66:da:97:d0:e8
MTU : 1500
IPv4 Address :! 169.254.206.11

IPv4 Netmask :
IPv4 Address :
IPv4 Netmask :

= ms 14-066, ms 11-030, MS 15-034 Microsoft Patches are applied.

255.255.0.0
192.168.15.2
255.255.255.0

ISA

el
NTPC
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;605932 NTLM

meterpreter >

NMSSERVER

Administrator

h
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Practices Adopted in NTPC: Mac Binding
A client IP address is mapped with a MAC address.

A computer with a specified MAC address can send and receive
iInformation only if it uses the associated IP address.
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MAC Binding done on Port 13
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Vun 29 03:58:03,726: $PORT SECURIT-2-PSECTRE VIOLATION: Security violation occurred, caused by MAC addvess £076,1oe0.edd on port GigebitEthemmetl/0/13,
un 29 09:58:08,733: $PORT SECURIT-2-PSECURE VIOLATION: Security violation occurred, caused by MAC addvess £076,1oe0.edd on port GigebitEthemmetl/0/13,
un 29 09:38:14,707: $9ORT_ SECRITY-2-PSECURE VIOLATION: Security vielation occurred, caused by MAC addvess £076,doef.edde on pore GigebitEthernesd/0/13,
\un 29 09:58:20,009: $LINERROTO-S-URDCHN: Line protocol on Interface Gigabitthernes!/0/13, changed state to dowm

\im 29 09:58:21,005: SLINK-3-UBDORN: Intexface GigebitEthernest/0/13, changed state to down

un 29 09:58:24,08¢: $LINK-3-UBDORN: Interface GigabitEthernet/0/13, changed state to up

\in 29 09:58:25,08¢; $LINEBROTO-S-URDCHN: Line protocol on Interface GigabitEthernes!/0/13, changed state to up

un 29 09:38:37,366: $60RT_ SECTRITY-2-PSECURE VIOLATION Security vielation occurred, caused by MAC addvess £076,1ce0.edde on port GigebitEthernetl/0/13,

|
|
un 29 09:38:49,900: $80RT_ SECRITY-2-PSECTRE VIOLATION: Security violation occurred, caused by MAC addvess £076,doe0.eSde on port GigbitEshernet] 03,
un 29 09:88:55.206: $PORT SECTRTTY-2-PSECTRE VIOLATION: Secarity violation ocourred, caused by MAC addvess £076,1ce0.edde on port Gigabitfthermet] 013, "
0f
un 29 09:59:05,238: $PORT SECURIT-2-PEECTRE VIOLATION: Security violation occurred, caused by MAC addvess £076,1oe0.edd on port GigebitEthemmetl/0/13,
un 29 09:59:11,211: $PORT SECURIT-2-PSECTRE VIOLATION: Security violation occurred, caused by MAC addvess £076,1oe0.edde on port GigebitEthermetl/0/13,
|

/

/

1 /
1 /
1 /
1 /
Vun 29 03:59:00,236: $PORT SECURIT-2-PEECURE VIOLATION: Security violation occurred, caused by MAC addvess £076.1oe0.edde on port GigebitEthermetl
1 /
1 /
un 29 09:59:16.237: %PORT SECURITYZPSECURE VIQLATION: Security violation occurred, caused by MAC addreas £076,1ce0.e%de on port GigabitEthernesd/0/13,
1 /
1 /

i
1
i
i
1,
!
i
1
i
i

un 29 09:59:27,219: %PORT SECURITYZPSECURE VIOLATION: Security violation occurred, caused by MAC address £076,1ce0.e3de on port GigabitEthernetd/0/13,

4
4
4
4
4
4
§
§
un 29 09:38:44,238: $9O0RT_ SECURITY-2-PSECTRE VIOLATION: Securisy vielation occurred, caused by MAC addvess £076,1ce0.edde on port GigabitEthernet/0/13,
4
4
4
4
4
4
4
§
4

%
B
%
un 29 09:59:22,204: %PORI SECURITYZPSECURE VIQLATION: Security violacion occurred, caused by MAC address £076,1ce0.e9de on port GigabitEtherneed/0/13,
8
8

un 29 09:59:31,602: %LINEPROTOSUPDOW Lme protacol on Interface GigebitEthemetl/0/13, changed state to dowm

Security Violation occurred & port went down when
LAPTOP with different MAC connected on same port
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Practices Adopted in NTPC: MACsec

= 802.1AE is the IEEE MAC Security standard (also known as MACsec)
which defines connectionless data confidentiality and integrity for media
access independent protocols. It is standardized by the IEEE 802.1
working group

= In common with IPsec and SSL, MACsec defines a security infrastructure
to provide data confidentiality, Data integrity and Data Origin
Authentication.

= By assuring that a frame comes from the station that claimed
MACSec can mitigate attacks on Layer 2 protocols.

= MACsec frame format, which is similar t
additional fields: Securi
Connectivity associati
AES 128 or 256.

e of GCM-
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Practices Adopted in NTPC: SIS(Safety Instrumented
System) Connectivity

= As per International IEC standard , SIS (Safety Instrumented System)
IS not connected physically or logically to level 3 or above.

= Purdue reference model as standardized by ISA 95 & IEC 62264-1.

=  Communication from level 3 or above to SIS shall pass through
network security device.

= Accordingly, connection of SG DCS(having
done through Firewall.

iee
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Practices Adopted in NTPC: Remote access
For getting Support from OEM through Secured VPN
a) Using two factor authentication (2FA)

- Provides an additional layer of security and makes it harder for
attackers to gain access to a IACS, because knowing the victim's password
alone is not enough to pass the authentication check.

= What are the two authentication factors?

= 1. Knowledge factors -- something the user knows, such as a pas

PIN or shared secret.

= 2. Possession factors -- something the user has
card, security token or a smartphone.

b) Using mutual authe
endpoints. N

c) Using encryption technologi otect the confidentiality and integrity of

communications.

Tiee
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Practices Adopted in NTPC: Remote access

= Tunneling :Secure communications tunnel through which information can
be transmitted between networks are typically established through virtual
private network (VPN) technologies.

= To use a VPN, users must either have the appropriate VPN software on
their client devices or be on a network that has a VPN gateway system on
it.

= Tunnels can do user authentication, access control (at the host,
and application levels), and other security functions & it uses
cryptography to protect the confidentiality and integrity of t
information between the client device and the

R
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Security aspects of Communication Network -
= Authentication :allow remote access only with two-factor authentication

where one of the factors is provided by a device separate from the
computer gaining access

= Methods of Tunneling :Internet Protocol Security (IPsec) and Secure
Sockets Layer (SSL) tunnels, using Secure Shell (SSH).

= |Psec meets most security goals: authentication, integrity, and
confidentiality. IPsec uses encryption, encapsulating an IP packet inside
an IPsec packet. De-encapsulation happens at the end of the tunnel,
where the original IP packet is decrypted and forwarded to its intended
destination

Customer Yellow Customer Yellow

}‘ “ Service Provider Network

S

( IPSec Encrypted Tunnel )

IPSec Encrypted Tunnel

;;:ééigg% Uh;ﬁ?g? g
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http://cdn.ttgtmedia.com/rms/onlineImages/mpls_vpn_-ipsec_encryption.jpg

Findings of Audit reports

Extract from a Security Audit of NTPC DCS

wulnerability

Impact

Status

Clients
Justification

NTF
manlistCoammand
Enabled

OpenSSL
'‘ChangeCipherSpec’
MiTM Vulnerability

Madium

Mot Fixed

High

Mok Fixed

‘Observation

Telnet service is enabled in
I0%E and IPS

Medium

Fixed

Password Policy was not set
in I0%S and IPS

Medium

Fixed

SNMP service weak
oommunity string in IDS and
IPS

Medium

Fixed

‘Weak filter rule [Any-Any)
in Firewrall

Medium

Fixed

Maximum Password age is
set 955 days in Application
servers and Thin Clients

Madium

Mot Fixed

Account Lockouwt Threshold
is s=t 0 invalid logon
attermpts in Application
servers and Clients

Medium

Mot Fixed

Antivirus is Outdated

Medium

Fixed

v dldidt
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CVSS score NVD severity rating
‘ 00-39 Low
40-69 Medium
70-100 | High |

CVSS score determines level of severity

]

DCS vendor takes suitable action t
risks & submit “Risk Mitigatio

Based on mitigati

ased on above DCS system & Station LAN
system is dispatched.




NTP Vulnerability

= NTP can be abused to amplify denial-of-service attack traffic.

= The attacker sends a packet with their source address being the IP of a victim. The NTP server
replies to this request, but the number of bytes sent in the response is an amplified amount
compared to the initial request, resulting in a denial-of-service on the victim.

Indian Computer Emergency Response Team

certm

Handling Computer Sscumy Incidants =

CERT-In Advisory CIAD-2014-0008

NTP Distributed Reflective Denial of Service Vulnerability
Original Issu=s Date: February 11, 2014
Severity Rating: High
Systems Affected
® NTP prior to 4.2.7p26
Overview

A vulnerability has been reported in NTP (Network Time Protocol) which copld allow an unauthenticated remote attacker to cause a Distributed reflection denial-of-service
(DRDocS) condition.

Description

Network Time Protocol (NTP) is 2 networking protocol used for clock synchronization, server administration, maintenance, and monitoring. Certain NTP implementations
that use default unrestricted query configuration are susceptible to a reflected denial-of-service (DRDoS) attack. In a reflected denial-of-service attack, the attacker
specofs the source address of attack traffic, replacing the source address with the target's address.

The vulnerability exists in Monlist feature in ntp_request.c in ntpd, which could be exploited by a remote attacker to amplify the responses via forged REQ _MON_GETLIST
or REQ_MON_GETLIST_ 1 messages.

Successful exploitation of this vulnerability could zllow a remote attacker to process NTP server with large responses, resulting in a DRDoS condition.

Solution

Update to ntpd version <.2.7 p26 or later.
htip: //www.ntp.org/downloads.html

Workaround

® Use "noquery” in the default restrictions to block all status queries.
® Use "disable monitor” to disable the "ntpdc -c monlist”™ command while still allowing other status queries.

158) | Had
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NTP Retlection/Amplitication

—— Attacker-Reflector Leg ——
MTP Monlist Request (small)

Attadker-Victim Leg

MTP Maonlist Request (large)
Src IP: Spoofed (Wictim's 1F) Src IP: Unsecured MNTP Server
Dest IF: Unsecured NTP Server Dest IP: Victim

Src Port: B0, Dest Part: 123 Src Port: 123, Dest Port: 80
/ Victim

Unsecured NTP Servers

©

LN E R ENENENNE]

Attacker

G

/)
!

S

B
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CERT sites

US-CERT

UMITED STATES COMPUTER E Y R AU = TEAsa

CAREERS P L MO AT ALERT ANC TIF S5 RELATELD RE S

Current Actinvity =

The US-CERT Curent SActivity web page is a regulardy updsted summany of the most freqguent. high-smpact ypes of
security incrdents currentthy beirg reported to the LIS-CERT.

Cisco Releases Security Updates

Cisco has released security updates to address wulnerakilities affecting mrultiple products. An attacier could exploit one of
these vulnerabilities to take control of an affected systenn.

RMCCICAUS - CERT encourages users and administrators to review the following Cisco Securty Adwisornes and apoly the
necessary updates:

=  Ernail Security and Conmtent Security Management Appliance Privilege Escalaticn Wulnerability cisco-=a-20120117-
esamcnma BF
- M S Softwarnse Pong Packet Denial of Saervice Wulnerabi

oo S3-20 181011 T = ¢

- Unified Cusitomer Woilce Portal Denial of Service Wulneraks cisco-sa- 201810117 o =5F

Fead Full Emtry =

I15C Releases Security Advisories Tor DHCP, EIND

The Internet Systences Consortium (IS has released updates or workarownds that address wulnerakilities in vwersiocnms of
ISC Dynamess Host Configuration Protocod (O P and Beaerksley Imbermeaet Mame Domain {BiIO ) A renote attackes coould
e=xploit theaese vulnerakbidlities to causs a denial-of-service corn-diticm.

MCOCCICAUS - CERT encouwrages users and sdministrators to review 1SS Hnowisdgs Bass Actickss AA-0 1541 and AA-01542
and apoly the necessary updates or workarcunds.

Read Full Ervbry o

COraclhe Releases Januarny 2018 Securnty Bulletinm

Oraclke hkas released its CTritical Patch Update for Janwary 2012 to address 227 wulnerakbilities ascross multiple products. &
remmsote attacker could exploit scone of these wulnerakbidities to obi=in access to sensitive Information.

RMCCICAUS-CERT encourages users and sdministrators to review the Oracde January 2018 Critical Patch Update oF ard
spoly the necessary updaies.

Reasd Full Ertry =

WhiTvwrare Releases Security Updates for Workstation, Fusiomn

WhlwwvaEre has released secunty updates o address vualneErabilties N Yiilware Workeststson and Fusson. Son attasclksr cowkd
exploit these wulnerakbilities to take control of an affected systerm.

RMCCISUS S ERT ancourages users and asdministrators o rewviews the Wihiherare Security Adwisory WhASe 201 28—0005 oF aemwd
apply the necessary updates.

Read Full Ervbry o

Jduniper Metworks Releases Security Updates

SJuniper Meteworks has released secwurity updates to address wulnerak ies affecting nultiples produsct=s. An attacker could

. v dldidt
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CERT sites

SIEMENS

TS

Industrial Security » Deutsch » Contact

Protecting productivity —
Industrial security

> Home > Industrial Security > Alerts and updates > Alerts

> Plant security
Metwork security
System integrity
Alwvays active
Alerts and updates

Industri

Take adwv er to obtain an overview of current dewvelopments in the area of

industrial

WW YW

e > Support

[ General | Metwork components I PC-based
| Software | Controller/Control systems || HMI
—

Motion Control and Drives

Overview

~ General customer information for vulnerabilities Mehdown and Spectre (January 11th 2018)

~ Security Information for LOGOI Soft Comfort (December 15th 2017)

~ Updates for SIMATIC RF350M and SIMATIC RF360M (December 12th 2017)

~ Updates for Industrial Products (Movember 23rd 2017)

~ Update on DROWMN vulnerability (Movember 23rd 2017)

~ Vulnerabilities in SCALANCE W1750D, SCALANCE M800, and SCALANCE S615 (Movember 17th
2017)

~ Additional Information on "KRACK Attacks™ VWulnerabilities in WPANN/PAZ (Movember 9th 2017

~ Vulnsrabilities in WPAMWMPAZ reportaed as "KRACK Attacks” (October 18th 2017)

~ Industrial Security Alert - 10/18/2017 (second publication) (October 18th 2017)

~ Update for Ruggedcom ROS and SCALANCE X devices (October 12th 2017)

~ Release of LOGOIS BM FS-05 with fimmeware W1.81.2 (August 30th 2017)

~ OPC UA vulnerability in Industrial Products (August 30th 2017)

~ Update for SIMATIC Sm@rtClient App (July 13th 2017)

~ Update for SIMATIC Logon {(July &th 2017)

~ Update for Industrial PCs (June 26th 2017)

~ Update for XHQ (Juns 22nd 2017}

~ Update for SIMATIC CP 44x-1 RNA (June 20th 2017)

~ Updates for Industrial Products (May Sth 2017)

e

‘U’ulnerabllltles in RUGGEDCOM RO)( 1- based Devices (March 28th 2017)

G
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= Text Size =L
Share this Page: [ CJ B3 »  »

Keep up-to-date
Subscribe to the RSS Feed of

\ the latest news on Industrial
Securit
™Y Y

S Subscribe now

Hawve an incident or found a vulnerability ?

Please contact the Siemens
Cyber Emergency
Readiness Team {(CERT)

A Siemens CERT

Do you have questions on industrial
security or do you need one-on-one
support? Contact us!

=1 industrialsecurity i@siemens._com

More information

A Siemens Industry Online Support

A Compatibility information SIMATIC WinCC
A Compatibility information SIMATIC PCS 7

Support information
] Brochures and downloads
] Press releases




CERT sites
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EMERSON.

New Ovation Cybersecurity Alert - OCSN18001 -

and Spectre

Thu, 11 Jan 2018

W

SureService Softw

2017 Validated Patches
Wed. 03 Jan 2018

New Ovation Patches -
Tue, 2 Jan 2018

New Ovation Patches -

Thu, 6 Dec 2017

Ovation

w

w

NEWS / ALERT

oftware Updates

17 Validated Patc

W

N

!

0

FORUM

Microsoft -

- Adot

©2018 Emerson Process Management

Power & Water Solutions

be - Decembe

MANUALS

USERS GROUP
Support/Security
Cisco Ale
Ovation Cyl

PRODUCTS/SERVICES

PATCHES/DOWNLOADS SUPPORT/SECURITY TRAINING

SureService Phone/Internet

High Performance Control Room Services

200 Beta Drive, Pittsburgh. PA 15238, USA

L. "1 (412) 963 4000
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MOM excerpt

Status/Commitment

S.No. Description
1 Initial Checks and updation of Ovation appiication
The patches of Release Ovation B used irnEEEEEEEE =ticon C&E i OoOVvA351124, OVA3IS1127
package were checked and compared with the released Patch list and OVA351128 patches
awvaiiabie iNn Ovation website for the same. It was found that patches instailed inmn Unit 1 and
OWVA3S1128, OVA351127 and OVA351124 released in Juiy 2017 SAC DDCMIS. OVA3S51054
were not installed in the system. In addition to this, NTPC further demonstrated in both
enquired if Ovation Cyber Security Alerts OCSNI17002, OCSN17001 this DDCMIS. M/s EPNMNI
(related to Petya and WannaCry Ransomware) and OCSMN160071 are confirmed that these
required to be patched. M/s EPMI stated that the Ovation patches will be installed
patches released in July 2017 are to be installed in the system. in Unit#2, AHP, CHP
Regarding Cybersecurity Alerts M/s EPMNI stated that Vulnerabilities (before FAT) and im
w.r.t Petyva and WannadCry ransomware are already mitigated in the N UWS DDCMNMIS before
presenwystems using Wwindows 7 and Windows 2008 R2 start of commissioning
OS. W.r.t 001, M/s EPMNMI stated that this vuinerability is activity.
mitigated through Ovationllll patch OVA351054. Versions of all the
softwares and firmwares
are attached as Annexure
11
2 Iinitial Checks and updation of Cisco Switches, Firewall and IPS
My s EPMMIE demonstrated

MNTPC enquired if all the security alerts mentioned in Cisco Alerts
Spreadsheet (Mar 2017) are addressed in the different Cisco
switches, firewall and IPS modelis used in this project. M /s EPNI
stated that the latest Owvation Validated Cisco 10S is being used in
this project for all the Cisco Switches. Howewver based on the spread

sheet information, NTPC stated that the following vulnerabilities are

to be addressed:
i) | = rsion 15 2(1)E2Z2 for switch type WS-

and 10S version for switch type

ATS-E are vulnera e to ntp Subsystemrm

Unauthorised Access Vulnerability.

Present 10S version 15.2(1)E2 for switch type WS-

i)

the 10S wversions of all
Cisco products.
Regarding NTP
wvuilnerability, NWMy/s EPMNI
Stated that
authentications and ACLs
shall be added as a work
around at site (as target
Master Clock is required)
until permanent fix has
been released by CISCO.
Regarding IKEwdl

_CfL and 10S version for switch type

=)

ISA Delhi Section

versions.

WS-C3560V2-24TS-E are vulnerable to IKEv1l information
Disclosure VVuinerability.

For Cisco Firewall and IPS, M /s EPMI stated that the ASA Software
version and ASA Firepower Software versions used in this project
are the latest and all the vuinerabilities mentioned in the
spreadsheet related to ASA are not applicable for these software

vulnerability, M/s EPMI
stated that the same is
not applicable as it is not
used in Ovation network.

v dldidt
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Wireless Security methods

g
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Common types: Wired Equivalent Privacy (WEP) and Wi-Fi Protected
Access (WPA).

WPAZ2 uses an encryption device that encrypts the network with a 256-
bit key; the longer key length improves security over WEP. Replaces
RC4 encryption with Advanced Encryption System (AES)

To implement 802.11i, Router/AP as well as client must support
network encryption which can be achieved by integration with RADIUS
server.

Remote Authentication Dial In User Service (RADIUS) is an
(authentication, authorization and accounting) protocol us
remote network access .

Use of WIPS & WIDS is prevalent nowac
However, a growing concept i '
gap mode.

air
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Cyber Security Operation Center-NTPC

= Center for monitoring IT
network of NTPC across India.

= All sites LOG server, Firewall,
proxies server data is collected
& analyzed

= All security violations are
monitored & alerted & suitably
mitigated by Security Team.

= Incident of Compromise (I0C)
released by IN-CERT &
NCIIPC are regularly being
monitored & firewall rules &
signatures (AV & IPS /IDS) e
being updated according

158) | Had
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Takeaway Points for a secure ICS

Organizations can employ the following practices to help defend against
ICS attacks :

= Review SCADA/ICS security architecture periodically.

= Enhance network security monitoring capability. Robust log collection and
network traffic monitoring are the foundational components of a defens
network.

= Search for Indicators of Compromise (I0C).

= Use of automated tools can alert security analysts and proces
anomalous behavior or ICS-oriented malware.

= Review Incident Response [
= Security Audit to be condu

iee
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Related Issues facing our industry

= Auditors not specialized in process control domain

= No distinction between IT security & process control
security

= Interface to regulatory bodies by IT

= Lack of a comprehensive & uniform enforceable
standard

= CERT-IN advisories also limited as many Inci
not reported '

= Specialized/ T

v dldidt
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Distinction between IT security & Process Control
security

IT Security Process Control
Security

System Response System response I

Importance l Importance

Impact

v dldidt
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End user concerns & Expectations from vendors

= New technology evolvement or new product
development should take into account security
vulnerabilities at the conceptual stage itself

= Assurance or certification for secure system should
come from vendors

= Security of embedded devices should also be
Included in the above assurance




Quote

“Security is a journey, not a destination.
Peace of mind is the reward.”

Source: 2007 Advantage Business Medi




Questions??




