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Our privacy is protected by the fourth amendment of the constitution:


The Fourth Amendment (Amendment IV) to the United States Constitution prohibits
unreasonable searches and seizures. It requires governmental searches and seizures to be
conducted only upon issuance of a warrant, judicially sanctioned by probable cause, supported
by oath or affirmation, particularly describing the place to be searched and the persons or things
to be seized.

Our privacy used to be protected by law makers and agencies such as the FTC but law makers nor the FTC
seem to be interested in upholding the constitution when it comes to predatory surveillance and data
acquisition business practices employed by data driven technology providers.
Now our personal and professional information is for sale to the highest bidder. Privacy is dead due to
artificial intelligence (“AI”) and predictive technologies that are supported by surveillance and data
acquisition (“data mining”) business practices employed by tech giants such as Apple, Google, and
Microsoft.
Edward Snowden revealed the fact that our government does in fact work with corporations to acquire
information on connected technology users. Snowden introduced the world to Prism which was a
program the government initiated to conduct surveillance on connected technology users.

The Washington Post reported that companies such as Microsoft, Yahoo, Facebook, Google, Apple, and
Dropbox cooperated with the government to turn over user information in regards to Prism. In addition,
the Guardian reported that telecom providers such as Verizon share phone records with the NSA who says
they are only collecting metadata.
I have news for everyone who thinks that all of this surveillance and data mining is a result of only the
Patriot Act, it’s not. In 1981 Ronald Regan signed executive order 12333 into law enabling agencies such
as the NSA to acquire telecommunication records that can be obtained as a result of a warrant.
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I knew about executive order 12333 long before 911 and the Patriot Act due to the fact I used to manage
a wireless carrier and know surveillance laws very well. I also know that all government agencies must
get a warrant that meets the criteria for the Foreign Intelligence Surveillance Act (“FISA”) and/or obtain a
warrant issued by a judge to acquire the detailed telecommunication records of a U.S. citizen.
However, today government agencies and/or bad actors do not need to get a warrant to conduct
surveillance and data mine technology users including telecommunication subscribers due to preinstalled
surveillance and data mining technology coupled with the legal contracts technology users are accepting.

Think of an app as a legal form of a Trojan Horse Malware programmed to enable the app developer to
lawfully conduct surveillance on the product user while data mining the product user’s location data,
motion data, fitness data, auto telematics, audio & visual data, and sensitive user data.
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Don’t take my word for it, the preinstalled android (Google) app permissions explain how much data the
app developer is taking from the connected product user (Samsung Galaxy Note 2 & 8 examples):

In addition apps can be programmed to control hardware such as the camera and microphone of a
smartphone or PC. This allows the app developer to take pictures plus record audio and video without
user consent or knowledge.
Again, don’t take my word for it, the preinstalled android (Google) app permissions explain it to the
product user if the user knows how to pull up the preinstalled app permissions that support products such
as smartphones, tablets, TVs, etc.:

Yes, these types of preinstalled app permissions are hidden in the operating system (“OS”) of all connected
products supported by the android OS, Apple iOS, and Microsoft Window’s OS.
All technology users need to realize they possess something very valuable which is their personal and
professional electronic information that can be described as one’s “Digital DNA”.
A technology user’s “Digital DNA” is comprised of:


Location Data- data associated with an individual’s physical location.
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Motion Data- data associated with an individual’s physical activity such as sleeping, sitting,
walking, running, biking, and transportation while in a vehicle, train, or even an airplane.



Fitness Data- data associated with an individual’s health such as heart rate, medical data, blood
pressure, and other health related information.



Geo-fence Data- data that is associated with an individual’s time of arrival and time of departure
from a specific location. Your smartphone tracks you like a GPS ankle bracelet tracks a criminal.



Auto Telematics- data associated with an individual’s driving habits such as a car’s speed.



Audio and Visual Data- data associated with photos coupled with audio and visual recordings.



Sensitive User Data- data associated with an individual’s personal and professional activities. This
data includes personal ID, email, email attachments, text messages, calendar data, contact data,
and other highly confidential information.

It is amazing to think that the use of a smartphone could produce Surveillance Data, Motion Data, Fitness
Data, Geo-fence Data, Auto Telematics, Audio & Visual Data, and Sensitive User Data:

When combined: surveillance data, motion data, fitness data, geo-fence data, auto telematics, audio &
visual data, and sensitive user data is worth trillions of dollars to data driven technology providers such as
Google, Apple, Microsoft, Facebook, Twitter, and other tech giants that employ surveillance and data
acquisition (“data mining”) business practices.
They need your “Digital DNA” for AI and predictive technology. Without your personal and professional
information AI and predictive technology cannot function.
Due to AI and predictive technology, your smartphone always knows where you are, knows where you’ve
been, and practically knows what you are thinking.
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The bad news is, your smartphone technology developers also know where you’ve been, know where you
are, and practically know what you are thinking.
Don’t take my word for it, Eric Schmidt- Executive Chairman, Alphabet Inc. (Google) admits it:


“We don’t need you to type at all because we know where you are. We know where you’ve been. We can more or less
guess what you’re thinking about … Is that over the line?” – Google Chairman (7.05.2016 Fox Business)

In other words, your “Digital DNA” is a valuable commodity that you should protect. Parents especially
should protect their children’s “Digital DNA”. Children today are growing up in a surveillance society not
even George Orwell could imagine.
I have to pose these important questions;




“Is it the year 2018 or 1984?”
“Do technology providers view us as paying customers or products to be exploited for profits at
the expense of privacy and safety?”
“Are we signing away our fourth amendment rights to our technology providers?”

Aside from being valuable, “Digital DNA” could be harmful if misused in a manner that can bring harm to
an individual or child. Most people do not realize they could be paying for harmful telecom and connected
products supported by predatory surveillance and data mining business practices.
As technology users, we need to understand that a connected product is nothing more than a corporate
surveillance tool created to drive profits for data driven technology developers. Unfortunately, that profit
is made at the expense of the paying customer’s privacy and safety.
If you don’t think privacy is important, then ask yourself this question:
“Would you share your healthcare providers, location data, driving habits, personal emails, text messages,
and your verbal conversations between family and friends with your employer?”
After doing research on predatory surveillance and data mining business practices employed by data
driven companies such as Google, Apple, Microsoft, Facebook, and Amazon I’ve come to realize that
society as a whole has been brainwashed into believing that civil liberties such as privacy do not matter.
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People have been brainwashed to believe that it is OK for companies such as Apple, Google, Microsoft,
Facebook, and Amazon to surveil and data mine their lives as long as these companies provide connected
technology, apps, and widgets that are entertaining and convenient.
People have been brainwashed to simply believe that it is OK to live their life as an open book if they are
not a terrorist, a self-employed pharmaceutical sales rep working for a drug cartel, or breaking the law.
People have been brainwashed to believe that they only need to worry about “Big Brother” and/or
government surveillance that encroaches on their fourth amendment rights which is a concern we all need
to worry about but “Big Brother” is not the only concern we need to worry about.
Unless a person has broken a law, they need not fear “Big Brother” and/or the government unless the
government is misusing personal and professional information acquired from telecom and connected
products.
With this being said, I believe our fourth amendment rights need to be vigorously protected by our law
makers and agencies such as the FTC. If law makers and the FTC will not protect our privacy, we now
officially live in a tyrannical surveillance society.
In addition to “Big Brother”, people need to fear “Step Big Brother”- corporate surveillance due to the fact
that a corporation can misuse their “Digital DNA” for financial gain. Again, Edward Snowden alleges that
connected product providers such as Google and Apple simply give or sell to the government their
customer’s user data.
The concern is twofold when it comes to “Step Big Brother”;
A. “Step Big Brother” Shares or Sells a Connected Product User’s “Digital DNA” to the Government.
B. “Step Big Brother” Shares or Sells a Connected Product User’s “Digital DNA” to Numerous
Multinational Entities Including State Actors (foreign & domestic).
The clear issue in regards to “Step Big Brother” is profit motive. Yet we treat executives for companies
such as Google, Apple, and Facebook as Rock Stars. Is it because these executives spread money to media
outlets as if they are Rock Stars?
There is clearly something wrong with this picture due to the fact these companies think of their paying
customers as “uncompensated information producers” to exploitive for profit at the expense of privacy.
How can your “Digital DNA” Harm You?
Would you want corporations such as Google, Apple, or Microsoft to share or sell your location data,
motion data, fitness data, geo-fence data, auto telematics, audio & visual data, and sensitive user data to;
a) employers (current of future), b) business competitors, c) state actors (foreign or domestic), d) law
enforcement, e) bank or insurance underwriters, f) political opponents, g) institutions of higher learning,
h) data brokers, or any other entity that could inadvertently bring harm to you via a product such as your
smartphone?
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Of course you would not allow a corporation to sell your “Digital DNA” or your child’s “Digital DNA” to any
entity that could bring harm to you or your children especially “Digital DNA” that comes from a product
or service that requires payment to participate such as your smartphone.
Unfortunately, you may have agreed to enable a corporation to misuse your “Digital DNA” and your
children’s “Digital DNA” for financial gain when you clicked on “I Agree” to accept the terms of use that
support your smartphone.
I use the term brainwashed in regards to the fact that people have been deceived into giving up their
privacy due to what I believe are unfair business and deceptive trade practices associated with the terms
of use that support connected products.
Furthermore, I also believe that people have been deceived into giving up their privacy because of
misleading ads used to market addictive and exploitive connected products and services such as
smartphones, tablets, PCs, TVs, appliances, home security systems, toys, automated voice products, and
even automobiles.
Next time an ad for Ring, Nest (Google), Google Home, Apple Siri, Amazon Echo (Alexa), Microsoft Cortana,
or any other voice and video assisted product comes on TV, realize that these companies are persuading
you to put a web based camera and microphone into your home to record audio and video of your home
life which include you, your family, friends, and your pets.
Also realize the terms of use that support products such as Amazon Echo, Ring, Apple Siri, and Google
Home enable these companies to use the audio and video data they collect for financial gain at the
expense of privacy.
The ads for products such as Nest, Google Home, and Amazon Alexa seem like something from a science
fiction movie based on George Orwell’s 1984 but it is scary to think that the ads and the surveillance
products are real.
What is also scary is the fact that these companies are selling millions of these predatory surveillance and
data mining products to people who would tell you that they value their privacy and their “Digital DNA”.
Most people who own connected products have no idea that they are being exploited for profits at the
expense of their privacy by the very companies they patronize with their loyalty, trust, and hard earned
money.
Don’t take my word for any of this, one of the co-founders of Facebook, Sean Parker, freely admits they
created Facebook to be addictive, exploitive, and harmful to the user whether that user is an adult or
child.




“God only knows what it's doing to our children's brains”- Sean Parker, Axios- November 9th, 2017
"It's a social-validation feedback loop ... exactly the kind of thing that a hacker like myself would come up with, because
you're exploiting a vulnerability in human psychology." "The inventors, creators — it's me, it's Mark [Zuckerberg], it's
Kevin Systrom on Instagram, it's all of these people — understood this consciously. And we did it anyway....”- Sean
Parker, Axios- November 9th, 2017
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Sean Parker. Photoe Axios

Mr. Parker might as well be admitting that Mark Zuckerberg and he manufactured the equivalent to
“Cyber Crack” that is used to addict the product user so that he and Mr. Zuckerberg can exploit the
Facebook “customer” for financial gain at the expense of the customer’s privacy.
After reading Mr. Parker’s admission, does Mark Zuckerberg look like a Rock Star or Dr. Evil?

The Sean Parker admission and the Axios interview is horrifying if you believe in good business ethics,
privacy, and cyber security.
To think that these executives are making billions of dollars at the expense of their customer’s privacy and
safety is chilling to say the least.
People need to realize that distractive driving is maiming and killing thousands of people who are drunk
with cyber distraction due to addictive and exploitive technology such as Facebook.
The average smartphone user checks their device over 150 times per day whether they are sitting,
walking, or driving due to addictive, exploitive, and harmful technology created by companies such as
Facebook.
People overlook the fact that the Facebook user is actually a “paying customer” due to the fact that many
connected products and services contain a preinstalled Facebook app that the product owner cannot
uninstall.
There are other offenders as well. Tristan Harris is a former Google employee who has also came out and
admitted that companies such as Google create addictive products that are equally exploitive and harmful
as Facebook.
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“The average person checks their phone 150 times a day. Why do we do this? Are we making 150 conscious choices?
One major reason why is the #1 psychological ingredient in slot machines: intermittent variable rewards . . .
Addictiveness is maximized when the rate of reward is most variable.”- Tristan Harris former Google Employee

T-Mobile admitted that smartphones are not private forms of telecommunications nor mobile computing.
The next time you check your smartphone, think about the following quote from T-Mobile:


“We, too, remember a time before smartphones when it was reasonable to conclude that when you activated service
with T-Mobile that only T-Mobile would have access to our personal information. However, with the Samsung Galaxy
Note, the iPhone, and many other devices, there are indeed a variety of parties that may collect and use information.”
— T-Mobile Privacy Team (November 6th, 2015/FCC Consumer Complaint #423849

In regards to the admissions by Sean Parker (Facebook), Tristian Harris (Google), and T-Mobile, hard
questions need to be asked by the public such as:


“Why is our government idly sitting by while tens of thousands of people including children are
being injured, dying, and committing suicide due to addictive, exploitive, and harmful connected
products?”



“Why do companies such as Apple, Samsung, LG, Sony, Ford, Microsoft, and other product
manufactures still continue to preinstall their products with an addictive, exploitive, and harmful
surveillance and data mining technology that cannot be uninstalled by the paying customer?”



“Why do respectable telecommunication providers such as AT&T, T-Mobile, Verizon, and Sprint
sell connected products that contain addictive, exploitive, and harmful preinstalled surveillance
and data mining technology?”



“Why do networks such as CBS, ABC, and NBC advertise additive, exploitive, and harmful
connected products as if the products are like a candy bar?”
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What other corporations could get away with admitting they make addictive, exploitive, and harmful
products that are used to exploit their customer’s for profits at the expense of their customer’s privacy
and safety?
There seems to be NO accountability when it comes to Silicon Valley tech giants that employ predatory
surveillance and data mining business practices that could be harmful to technology users.
State AGs and agencies such as the FTC seems to think that harmful business practices do not apply to
tech giants such as Facebook, Apple, Google, Microsoft, and other technology providers due to their
executive’s Rock Star personas. Why?
Even the Electronic Frontier Foundation (“EFF”) and ACLU are silent when it comes to corporate
surveillance by way of addictive, exploitive, and harmful connected products. Again why?
Without success, I’ve been trying to lobby the EFF to put a focus on corporate surveillance, consumer
exploitation, and child privacy & safety concerns for over two years and yet they do not want to take any
action to help resolve these important human rights issues. Oh well, these are issues for another article.
It is astonishing to me that state AGs and the FTC allow these companies to continue to manufacture
additive, exploitive, and harmful products that are consumed by adults and children.
Maybe state AGs and government officials are addicted to their connected technology to the extent they
do not seem to recognize the issues I’ve brought forward in this article.
The fact is that all connected product users have been enslaved as “uncompensated information
producers” to be exploited for profits at the expense of privacy and safety.
Unfortunately unless you are going to drop out of society you have to use app driven connected
technology in today’s connected world. Law makers, the FTC, and technology providers need to have a
discussion in regards to predatory & harmful surveillance and data acquisition business practices so that
changes can be made.
As stated in last month’s article, we need an Electronic Bill of Rights that will protect consumers from
predatory surveillance and data acquisition business practices.
I’m not saying anything bad about companies such as Google, Apple, Microsoft, Facebook, and other
technology providers other than that they need to have a discussion in regards to their predatory
surveillance and data acquisition business practices plus safety in regards to addictive technology.
As of December of 2017, 20 deaths have occurred due to Takata airbags which have resulted in millions
of cars having to be recalled.
In comparison to Takata airbag fatalities, how many deaths have been caused by the use of addictive
connected technology within vehicles? How many cars come with touch screen technology that supports
addictive apps?
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The fact is that most cars today are manufactured to support addictive, exploitive, and harmful connected
technology which is responsible for maiming and killing thousands of people yet the Silicon Valley lobby
is so powerful that law makers overlook these facts while pointing the finger at companies such as Takata.
I’m not saying all of these companies are bad actors, I only want these companies to be transparent in
regards to their surveillance and data mining business practices plus how they are using our “Digital DNA”.
After all we are producing our “Digital DNA” which is a commodity we should have full control over when
it comes to access and use especially if our “Digital DNA” is being cultivated from products that require
payment to participate.
As a society, it is high time we have a discussion with our law makers about establishing an Electronic Bill
of Rights to protect our “Digital DNA”, privacy, and safety in regards to connected technology.
Now that some industry insiders such as Sean Parker (Facebook) and Tristan Harris (Google) have come
forward to admit they worked for companies that manufacture additive products that could be harmful
to the user, what do we do about it?
Until there is an Electronic Bill of Rights to protect us from predatory data driven companies, it is a fact of
life that we will need to use addictive, exploitive, and harmful connected technology to survive in today’s
connected world thanks to the Internet of Things (“IoT”). Below are some helpful tips to help protect your
“Digital DNA”:
1. Do Not use any connected product supported by the android OS, Apple iOS, and Microsoft
Windows 8 & 10 OS for confidential communication governed by NDAs, confidentiality
agreements governing employment, industry and federal cyber security standards, federal
information processing standards (“FIPS”), federal telecommunication standards, and
confidentiality laws that govern client attorney privilege, medical information, and classified
information.
2. Keep your “Digital DNA” clean. I encourage my wife and kids not to do anything online or on an
app driven connected product that they will regret or could cause embarrassment.
3. Self-censorship when it comes to legal matters, medical data, mental health, family matters,
financial information, and employment information. Since companies such as Google, Apple,
Microsoft, and Amazon have helped kill privacy for good, one must consider censoring their
communications and activity pertaining to connected products and on the web.
a. It is terrible to think that we now have intentionally alter our behavior now that we have
to assume we are being surveilled and data mined at all times. Surveillance and data
acquisition business practices may be inadvertently effecting our 1st amendment rights
when it comes to free speech.
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4. Android users need to learn how to access their app manager. Apple users learn how to use
their privacy settings plus learn how to use and activate their restrictions (located within
settings and general).
5. Audit Your Apps. Uninstall or disable any apps that are not relevant to your life.
6. Only use connected products for entertainment and for consumer activities. Do not use
connected products for confidential matters (personal or business).
7. Audit your child’s use. Don’t be afraid to conduct a usage and app audit with your children. Let
them know you are not invading their privacy but helping to protect their privacy plus keep
them from harm.
8. Consider using a “Burner” which is a feature phone (standard cellular phone/flip phone) that
cannot identify you or your children if you want to use a wireless device. However, many
feature phone manufactures such as Kyocera have adopted the android OS to support their
feature phones. I hate to say this, but you might go back to using a rotary dial phone if you
value privacy.
9. Communicate and collaborate with other parents, educators, & children. It is important as a
society we discuss the topic of addictive, exploitive, harmful, and predatory app driven
connected technology.
10. Ask questions. Contact your telecom service provider and ask them why they are selling
addictive, exploitive, and harmful technology.
a. Discuss child privacy and safety concerns with your telecom providers.
b. Again, why is AT&T, T-Mobile, Verizon, and Sprint exposing their paying customers to
companies that employ predatory & exploitive surveillance and data acquisition
business practices that can lead to harm?
11. Take Action. File complaints with your service providers as well as government agencies such as
the FTC & FCC:




FCC: https://www.fcc.gov/consumer-help-center-data
FTC: https://www.ftccomplaintassistant.gov/#&panel1Various State AG Offices: https://www.thespruce.com/find-a-state-attorney-generaloffice-3542885

12. Check out Tristian Harris’s site, Time Well Spent: http://www.timewellspent.io/ Take his and my
advice to unplug.
a. Here is a novel idea, play an unconnected game of monopoly with your children in the
privacy of your home. Just make sure all voice assisted and app driven connected
products are powered off plus put in a lead lined box while you enjoy your privacy.
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In closing, if we do not take action this is what privacy and cyber security will look like in the future:

There are many more questions and concerns that need to be addressed. Go to
www.MySmartPrivacy.com for free information (reports, articles, & news) and to learn how to take
action. Feel free to contact me, Rex M. Lee, at RLee@MySmartPrivacy.com
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