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Abstract— The keychallengefacedby wirelesssensor investigation node and cluster head nodée ensuring
networks is securitgs a result olynamicandcooperative cluster theressetially consists othreeforms of nodes,
nature ofsensometworks the connectesknsordevices i.e., CH, IN, and MNs (member nodegnd that thewre
makes the network unusablep unravelthis issue, one hopfar fromCH as shown in Figuré. In orderto
uniguenss of clustering, reputation system and ancontrol the selfishness attack, these nodes inach
operationat specific nodes, required to spot malicious,veryspecialmanner anda furthersecurity is provieéd
selfishand compromised nodes. It supports the clusterinby using areputation system akverynode. The IN
process carried out in tow stage, takes the role of thexploits the packet overhearinggcheme, thais one
reputation scheme and reveals specificrafien at CH, IN  amongthe characteristics of wireless communication
and MNs beside their usual activities in cluster base@ndutilized byseveralprevious researchde supply
wireless sensor networks. This paper mentioned the finisecurity against the selfishness attack eesuentity as
structure of the security framework, corresponding attacksecure and reliablesosecurity models usedto
and defense mechanism of the model. It also discussdifferentiate trustworthy andunreliablenodesin a
various secuty level process of wireless sensor networks. network. It encourages trustworthy nodesspeakand
discouragesinreliablenodes to participateithin  the
network. Also, itincreaseshe networkperiod of time
Keyword® WSNSs, classification ofSelfishness attack, throughputand resilience of the wirelesensometwork.
Reputation system In this paper the sectiormseorganized as followssection
1 a pair ofdeals with classificatiorof Selfishness attack,
I.  INTRODUCTION section2 reviewsvariedmany methods and schemes
mentionedwithin theliteratures processing.

Wirelesssensometwork (WSN) contains thousands of

sensor nodes with less memory and low power de\ites.

It is vulnerable tointernaland external attackas a result -

of collaborative and dynamic naturmanycrypto-logical B 4 o
algorithms wereccessibldor genericenhancedgecurities i N i
but most of themare notappropriatefor wirelesssensor
networks. Cryptography mechanisines notnough to N4
prevent anynternalattacksas a result ofhose
algorithmsmay not establishmalicious node orselfish, o
behaviorof nodes[6-8] But it doesnot offer extrasecurity e B9

or noexpressrulesto protecteverynode and also no
improvementf distributedknowledgegathering and co
operatirg andcooperativedata processingin networks.
The mainpurpose of thesecurity framework for cluster
based wireless sensor networks i enhancehe
generajperformance bynonitoringnetwok  activities, . PRePARECLASSIFICATIONOF SELFISHNESS
minimizing the riskandensuringthe networkactivities of

entity like informationgathering andnformation process ATTACK

-ing. [9] Selfishness Attack, therearethreetypes of selfish

A security framework for clusterbased wireless sensor nodes as followsall thesetypes ofselfishness attack
networks against the selfishness problem wasodued by should be addressed

Zeba Ishaq et.al [230 definea securityframework to fight (1) Selfsh CH: It dropsinformationpacketsrather than
againstthis within attack. The maimlesignof the security forwarding to the sink nodes.
framework is to appointwo special nodes per cluster: (2) Selfish IN:it stops overhearing CH or sends deliberate

N6 CH
N8 MN IN

Figurel WSN: befoe and after cluster formatiol
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accusing messages on CH
(3) Selfish MNsit does notproperly participatavithin the
CH and IN electioomethod It meandt does notpresent
itself for the IN nomination anddditionallydoes noreply
to CH selectiormethoddeliberately

Selfishness
attack

Selfish CH Selfish MNs

Selfish IN

Figure 2: classification of selfishness attac
in CBWSNs

Moreover, considering typicdhingsthese nodesan
behave eitheabsolutelyor partly selfishly. Itmeansthey
do not perform their roleegularlyor intermittently. For
example underpartly selfish behaviorthe infoforwarding
of CH, overhearing of IN, and participation of MNs in
electionmethodcan bestopped intermittently. Onthe
opposite hand, if these activitiesarestopped fora
protractedwhile, then nodescan bethought of as
absolutelyselfish or dangerous. Thetensities or levels of
selfishnesaretheresults ofthe intent of free riding
or activity their selfishness. Thiadditionallyprovidesthe
basis for differentiatindorms ofdeliberateaccusing
attacks later. so asto properlyqguantify and determine
these situationswe tend to, createsome assumption
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attack)as wellasmanyactive attacks. Second, thegre
centralized schemesmploying abase statiomo forma
decision aboutthe headodes. Such centralized
approacheare  consideredexpensivan terms of
communication, computation, and maintenance Hence,
they, aenotappropriatdfor WSNs having resource
constraints. In distinction oursolutionis a distributed
schemeéo avoidthe singlepoint of failure andexcessive
usage of resources. Itloes noincur thata lot of
communication and computatigmice andis waya lot of
secure than centralized schemes. Third, 3edéection
protocols in [26] uselight-weightcrypto-graphical
algorithms, butthey arevulnerable tovariousattacks.
lastly, the protocols in [27usingdigital signatures
involve considerabl&eomputation overhead arsdlea
unit susceptible t®oS attacks,being notappropriatefor
resourcaestrictedittle WNS nodes. Meanwhile, our
schemeadopts aeputationsystemthat'smore resilient to
the selfishness attack on the cluster headde.
Moreover,the utilizationof hashfunctionalsomakes ita
lot of efficient in terms of communication, computation,
energyconsumption, and memory overhead.

Incentive schemefl7] have beersuggestedo resolve the
selfishness attackyhich encourage the nodes to be honest
by giving some creditsafter theyparticipateduring
acooperativeenvironment (e.g., MANETs). Onthe
otherside,reputationand trust systemgL8] punish selfish
nodes by giving them penalties lodidreputation
finally resulting inthe exclusion from the network. These
reputation systemareusefulfor any system to avoid
beinga victim ofinsideattacks. These days, a trust system
and areputationschemeareimportantfor the wireless
communication [1921].

According to [28] theblack holeattackmay be a&orm
of Denial of Service(DoS) attacksand, offender easily
launch it by capturing andeprogramming groupof
nodesin thenetwork. As a result, anyinfo that enters
theblack holeregion is capturedand blocked from
forwarding tothe basestation, such thatimportant

Table where PF denotes the packet forwarding rateeventinfo does noteachthe basestationsand the network

RCRis that theate of reply to random checking, and
Repis that therate of reply to arequest of a
neighbor who volunteers to be CH.

. VARIOUS SECURITYSCHEMESIN WIRELESS

SENSORNETWORKS
Here,we tend tan brief, compared our securitframe

performanceis degraded. thblack hole attack situation
in light-weightof security framework,we are able
to simply examinethatwithin thecluster the selfish or
compromised CHeads tatheblack hole attack situation.
WhenMNs send packet® the currentompromised or
selfish CH, it starts to drop themather hanforwarding
them tothe basestation,we tend toclaim thatthis
kind of situationwill beeasilymonitored and controlled

work against selfishness attack with existing schemesbPy overhearing by IN.

for the safetyof cluster head electiorspecializing inthe
schemes in [2628]. The common goabf thoseschemes
isto producesecurity for cluster head node election
against active attacks hsing various technologies.
However,they neednanylimitations. First,they can
handleonly active or external attacks, wkilour security
frameworkcancontrolthe selfishness attack (inside

The onbff attackimplies thatmalicious entities behave
well and badlyas an alternative hoping thathey
canremainundetectedvhereasausingdamageanddecide
todisturb a trust redemptiorschemd29]. It means
thatwhile badly behavingthey canact as black holeand
beginto drop packetdnstead of forwarding them tihe
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basestation. Thus, wesay thatit can alsananageabléy
the IN overhearingghenomena.

The selectivdforwarding attack keeps aelatively low
profile compared with thbelack holeattack. It drops
packets routed to thewonly forspecificflows [30].
It alsoimplies thatwhensome nodeso induce
compromised they start behavingust like theblack
hole attack,whereverthe compromised CH dropgackets
for the actuaflow, say P3wealsoargue that this
situationcan bedetected byanalyzingthe infooverheard

by IN.
The transmission qmrtunitywasting attacknerely
abandons itsegulartransmissioropportunityto degrade

networkthroughput30], we canseea similarsituationin
theschemewhereCH becomes  selfish or get
compromisedstarting tobehave like this attack.
Dependingonthe characteof the attack the CH drops
packets in differentmannerswe havedeterminedhat
theseforms ofsituations can besimplydetected and
controlled by IN overhearing the transmission of CH.
Thus,we cansay thathesecurity framework cannot
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only controlthe selfishness attadioweveralso prevent
these attacksSo far,andhavedeterminedhat the scheme
works correctly and prevents the selfishness effectively,
resulting inreducepackets drop. However, we also
recognizethat theschemeneedsextra messag®verheads
compared tothe cluster designwithoutthe selfishness
prevention. Messages are generated mostly in the
following 3 cases{i) CH election, (ii) IN nomination and
selection, and (iii) accusation on CH by IN. First, CH
electionis peformedperiodically therefore the overhead
is thesame aslternative clustering networks where
CHsarenewly electedin each period. Onthe otherhand,
for the othekinds ofmessages, the overhead is
proportional to theatioof selfish nodes to the
total varietyof nodeswithin thenetwork. If a selfish node
takesthe role of IN andt is discovered by CH, thea
replacementN should beelect Or, if a CH is selfish,
anaccusation messageshould be sent by IN to
MNs amongits communicatiorvary. Thus, the message
overhead of thenethodologytotally depends oithe
speedof selfish nodesn thenetwork.

TABLE ZLiteratureReview

Title

Methodology

Objective Performance matrix

Impact of a simple load balancing approach
and an incentivdased scheme AMANET
performance. [17]

Incentive Scheme

Resolve the
selfishness attack

They patrticipated in
a cooperative
environment

A lightweight and dependable trust system
for clustered wireless sensor networks. [18]

Trust System

Providing
collaboration
among trusvorthy
nodes

An identifying
misbehavior nodes

A survey of trust and reputation manageme

systems in wireless communications. [19] | System

Reputation and Trust

To avoid beings a
victim of inside
attacks

Encourage the nodes
to be honest by
giving some pedits

Trust among strangers in internet transactio

empirical anal ysi s System

Reputation and Trust

To avoid beings a
victim of inside

Encourage the nodes
to be honest by

system. [21] attacks giving some credits

Using overhearingechnique to detect Centralize Scheme Mitigate the Maximizing the life

malicious packemodifying attacks in selfishness time and minimizing

wireless sensor networks. [22] problem in selfishness attack.
CBWSNs

SecLEACHon the security of clustered sens
networks, Signal Processing. [27]

Distributed Scheme

Excessive use of
resources

Avoid the single
point of failure

Performance evaluation of wireless sensor
network under black hole attack [29]

Overhearing Scheme

Captured black
hole region and
blocked

Easily monitored and
controlled by IN
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Trust management for defending-oh
attacks.[30]

Trust redemption Scheme

Controlled on/off
attack

Controlling by IN

Queuing the trust: Secure backpressure
algorithm against insider threats in wireless
networks. [31]

Data overhearing scheme

Detected and
controlled
transmission of CH

Resolve selective
forwarding attack

Queuing the trust: Secure backpressure
algorithm against insider threats in wireless
networks. [31]

Overhearing CH

Increase the
throughput

Resolve
transmission
opportunity
wasting attack

IV. CONCLUSION o)

The need of security framework in wireless sensor network is
extensively mentioned during this paper. Security frameworkIS]
issues in building a wireless device networks and a few of the
research work done oreputation system also are discussedyg;

there's centralized scheme wherever selection of two nodes,

IN, CH, contend to supply a better level of security or

resilience to attacks. The designers of every schemes solved!

the selfishnessattack inside in WSNs &m different angles

and a few schemes solved the matter by considering sole[11y1] o

routing misbehaviors or only depend upon task then on. It is

believed that every activity, like routing or information [12]

aggregation has its own challenges and wish to be condidere
rigorously. Security framework in wireless sensor network

cause new attacks like selfish attack, black hole attaclﬁS]

selective behavior attack, if attack, new comer attack then
on, that the researchers developed a sedtamework
rigorouslyto handlewireless sensor network attack in addition

as internal attacks. Future analysis add secure framewolk!

focuses on generalized, scalabled reconfigurablesuitable

schemes for distributed automatic data processing system. It
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