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Abstract— Cloud computing is Internet (“"cloud") based
development and use of computer technology (“computing™). It is a
style of computing in which dynamically scalable and often
virtualized resources are provided as a service over the Internet.
Cloud computing uses the internet and the central remote servers to
support different data and applications. It is an internet based
technology. It permits the users to approach their personal files at any
computer with internet access. The cloud computing flexibility is a
function of the allocation of resources on authority’s request. Cloud
computing provides the act of uniting. Scientific computing in the
21st century has evolved from fixed to distributed work environment.
The current trend of Cloud Computing (CC) allows accessing
business applications from anywhere just by connecting to the
Internet. Evidence shows that, switching to CC organizations' annual
expenditure and maintenance are being reduced to a greater extent.
However, there are several challenges that come along with various
benefits of cloud computing. Among these include security aspects.
Our aim is to identify security challenges for adapting cloud
computing and their solutions from real world for the challenge that
do not have any proper mitigation strategies identified. This non-
existence of global standards and guidelines could be help academics
to know the state of practice and formulate better methods/standards
to provide secure interoperability. The identified cloud computing
security challenges and solutions can be referred by practitioners to
understand which areas of security need to be concentrated while
adapting/migrating to a cloud computing environment.

Keywords— Cloud computing, Virtual machine, Host,
Datacenter, Datacenter Broker, Security.

l. INTRODUCTION

Cloud could be a term used as a trope for the wide space
networks (like internet) or several such giant networked
atmosphere. It came partially from the cloud like image wont
to represent the complexities of the networks within the
schematic diagrams. It represents all the complexities of the
network which can hold everything from cables, routers,
servers, knowledge centers and every one such alternate
device. Cloud computing is an on demand service in which
shared resources, information, software and other devices are
provided according to the clients requirement at specific time.
It’s a term which is generally used in case of Internet. The
whole Internet can be viewed as a cloud. Capital and
operational costs can be cut using cloud computing [3].With
traditional desktop computing, we run copies of software
programs on our personal computer. The documents we make
are stored on our own pc. Although documents can be accessed
from other computers on the network, they cannot be accessed
by computers outside the network. This is PC-centric. By cloud

computing, the software programs one use are not run from
one's personal computer, but are quite stored on servers
accessed via the Internet. If a computer crashes, the software is
still available for others to use. Similar goes for the documents
one create; they are stored on a collection of servers accessed
through the Internet. Anyone with permission can not only
access the documents, but can also edit and cooperate on those
documents in real time.

Figure 1. Cloud Computing Model
Il.  BENEFITS OF CLOUD COMPUTING
Some common benefits of cloud computing are:

e Reduced Cost: Since cloud technology is implemented
incrementally (step-by-step), it saves organizations total
expenditure.

e Increased Storage: When compared to private computer
systems, huge amounts of data can be stored than usual.

e Flexibility: Compared to traditional computing methods,
cloud computing allows an entire organizational segment
or portion of it to be outsourced.

e Greater mobility: Accessing information, whenever and
wherever needed unlike traditional systems (storing data in
personal computers and accessing only when near it).

e Shift of IT focus: Organizations can focus on innovation
(i.e., implementing new products strategies in
organization) rather than worrying about maintenance
issues such as software updates or computing issues.
These benefits of cloud computing draw lot of attention
from Information and Technology Community (ITC). A
survey by ITC in the year 2008, 2009 shows that many
companies and individuals are noticing that CC is proving
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to be helpful when compared to traditional computing
methods.

I1l. CLOUD COMPUTING: SERVICE MODELS

Cloud computing can be accessed through a set of services
models. These services are designed to exhibit certain
characteristics and to satisfy the organizational requirements.
From this, a best suited service can be selected and customized
for an organization's use. Some of the common distinctions in
cloud computing services are Software-as-a-Service (SaaS),
Platform-as-a-Service (PaaS), Infrastructure as a Service
(laaS), Hardware-as-a-Service (HaaS) and Data storage-as-a-
Service (DaaS). Service model details are as follows:

* Software as a Service (SaaS)[4]: The service provider in
this context provides capability to use one or more applications
running on a cloud infrastructure. These applications can be
accessed from various thin client interfaces such as web
browsers. A user for this service need not maintain, manage or
control the underlying cloud infrastructure (i.e. network,
operating systems, storage etc.). Examples for SaaS clouds are
Salesforce, NetSuite.

* Platform as a Service (PaaS)[5]: The service provider in
this context provides user resources to deploy onto cloud
infrastructure, supported applications that are designed or
acquired by user. A user using this service has control over
deployed applications and application hosting environment, but
has no control over infrastructure such as network, storage,
servers, operating systems etc. Examples for PaaS clouds are
Google App Engine, Microsoft Azure, Heroku.

« Infrastructure as a Service (laaS): The consumer is
provided with power to control process, manage storage,
network and other fundamental computing resources which are
helpful to manage arbitrary software and this can include
operating system and applications. By using this kind of
service, user has control over operating system, storage,
deployed applications and possible limited control over
selected networking components. Examples for laaS clouds are
Eucalyptus (The Eucalyptus Opensource Cloud-computing
System), Amazon EC2, Rackspace, Nimbus.

Cloud Computing Service Mod;ls
I cotol/Governance

Figure 2. Service Models

IV. CLOUD COMPUTING: DEPLOYMENT MODELS

Among the service models explained above, SaaS, PaaS
and laaS are popular among providers and users. These
services can be deployed on one or more deployment models
such as, public cloud, private cloud, community cloud and
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hybrid cloud to use features of cloud computing. Each of these
deployment models are explained as follows:

* Public cloud: This type of infrastructure is made available
to large industrial groups or public. These are maintained and
owned by organization selling cloud services.

* Private cloud: This type of cloud deployment is just kept
accessible to the organization that designs it. Private clouds can
be managed by third party or the organization itself. In this
scenario, cloud servers may or may not exist in the same place
where the organization is located.

* Hybrid cloud: Within this deployment model there can be
two or more clouds like private, public or a community. These
constituting clouds (combinations of clouds used, such as
“private and public’, “public and community’, etc.) remain
different but yet bound together by standardized or preparatory
technology that enables application and data portability.

* Community cloud: This type of cloud infrastructure is
shared by several organizations and supports a specific
community with shared concerns. This can be managed by an
organization or third party and can be deployed off or in the
organizational premise.

Usage of deployments models and services modeled
provided by CC changes how systems are connected and work
is done in an organization. It adds up dynamically expandable
nature to the applications, platforms, infrastructure or any other
resource that is ordered and used in CC.

Cloud Deployment Models
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Figure 3. Deployment Types

V. NECESSARY CHARACTERISTICS OF CLOUD
COMPUTING

Cloud technology is in the news quite often these days, but
it still seems to be mysterious and confusing to the non-techie
crowd [7]. Cloud options are enticing various industries across
the board, which is why it’s important to know its essential
characteristics as a software offering. Here are the five main
characteristics that cloud computing offers businesses today.

i.  On-demand self-service:-A consumer can unilaterally
provision computing capabilities, such as server time and
network storage, as needed automatically without requiring
human interaction with each service provider.

ii. Broad network access: - Capabilities are available
over the network and accessed through standard mechanisms
that promote use by heterogeneous thin or thick client
platforms (e.g, mobile phones, tablets, laptops, and
workstations).
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iii. Resource pooling: -The provider’s computing
resources are pooled to serve multiple consumers using a
multi-tenant model, with different physical and virtual
resources dynamically assigned and reassigned according to
consumer demand. There is a sense of location independence in
that the customer generally has no control or knowledge over
the exact location of the provided resources but may be able to
specify location at a higher level of abstraction (e.g., country,
state, or datacenter). Examples of resources include storage,
processing, memory, and network bandwidth.

iv. Rapid elasticity: - Capabilities can be elastically
provisioned and released, in some cases automatically, to scale
rapidly outward and inward commensurate with demand. To
the consumer, the capabilities available for provisioning often
appear to be unlimited and can be appropriated in any quantity
at any time.

v. Measured service: - Cloud systems automatically
control and optimize resource use by leveraging a metering
capabilityl at some level of abstraction appropriate to the type
of service (e.g., storage, processing, bandwidth, and active user
accounts). Resource usage can be monitored, controlled, and
reported, providing transparency for both the provider and
consumer of the utilized service.

VI. IMPORTANCE OF SECURITY IN CLOUD
COMPUTING

The power, exibility and ease of use of CC comes with lot
of security challenges. Even though CC is a new intuitive way
to access applications and make work simple, there are a
number of challenges/issues that can affect its adoption. A non-
exhaustive search in this field reveals some issues. They are:
Service Level Agreements (SLA), what to migrate, security,
etc. Cloud Computing has a feature of automatic updates,
which means a single change by an administrator to an
application would reect on all its users. This advertently also
leads to the conclusion that any faults in the software are
visible to a large number of users immediately, which is a
major risk for any organization with little security.

It is also agreed up on by many researchers that security is a
huge concern for adoption of cloud computing. A survey by
IDC on 263 executives also shows that security is ranked first
among challenges in CC. Even though a company boasts to
have top class security and does not update its security policies
from time to time, it will be prone to security breaches in near
future.

VII. SECURITY CONCERNS IN CLOUD COMPUTING

a. Users authentication: User authentication process must
be improvised to ensure that malicious users do not get access
to powerful computing systems in cloud computing.

b. Leakage of data or Data loss: Data can be at risk if an
unauthorized person gains access to shared pool of resources
and deletes or modifies data. This risk can increase further if
there exists no backup for that data.

c. Clients trust: There must be strong authentication
practices implemented to ensure that the client's data is being
protected from unauthorized access.
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d. Malicious users handling: Malicious users can be
attackers using cloud services with a malicious intent or an
insider who has gained the trust of company but works to gain
access to sensitive information stored in cloud [1].

e. Hijacking of sessions: These kind of attacks happen
when a legitimate user is prone to phishing or insecure
application interfaces that can be exploited by attackers.
Through this kind of attacks, attackers gain user credentials and
hijack legitimate users sessions [3].

f. Wrong usage of CC and its services: Cloud computing
service providers give access to try their cloud services for a
limited period of time for free. Some users utilize this trial
period to misuse the resources obtained through CC service
provider [2].

VIIl. RELATED WORK

Dinesh Devkota et.al (2015): In this research work, the
author introduces a new security mechanism that will enforce
cloud computing services against breaches and intrusions.
Existing techniques for securing servers used for cloud
computing and storage of data has also been surveyed. In
addition to these techniques, a newly developed technique for
security in cloud-based servers (MIST) has been described.

Neha Kajal et. al (2015) : This research work has analyzed
the various security aspects that are vulnerable to the cloud
computing and needed to be resolved. This will help to upgrade
promising benefits of cloud computing so that consumers
cannot have a second thought regarding its adoption.

Mehdi Ezzarii et.al (2015): The research work focuses on
the performance of intrusion detection solutions (IDS) by
analyzing their performance in terms of recognition, security
and capacity. The main aim of this research work is to help
engineers to implement adequate solution (IDS) depending on
the security levels of cloud computing. The proposed method is
based on two-stage.

Priyanka Ora et. al (2015) : In this research work, a
solution is provided to maintain data security and data
integrity. This scheme contains a combination of RSA Partial
homomorphic and MD5 hashing algorithm .In this solution
data is encrypted by RSA Partial before uploading it on cloud
server. After uploading its hash value is calculated by MD5
hashing scheme.

Nivedita Shimbre et. al (2015) : The research work
discusses the file distribution and SHA-1 technique. When file
is distributed then data is also segregated into many servers. So
here the need of data security arises. Every block of file
contains its own hash code, using hash code which will
enhance user authentication process; only authorized person
can access the data. Here, the data is encrypted using advanced
encryption standard, so data is successfully and securely stored
on cloud. Third party auditor is used for public auditing.

Vinay Kumar etal (2015): The author describes how to
secure data and information in cloud environment in time of
data sharing or storing by using cryptography and
steganography technique. Cloud computing is based on
network and computer applications. In cloud data sharing is an
important activity. Small, medium, and big organization are
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use cloud to store their data in minimum rental cost. In present
cloud proof their importance in term of resource and network
sharing, application sharing and data storage utility.

Tejinder Sharma, et.al, [2013]: in this paper author discuss
about the cloud computing. As, the computer networks are still
in their infancy, but they grow up and become sophisticated.
Cloud computing is emerging as a new paradigm of large scale
distributed computing. It has moved computing and data away
from desktop and portable PCs, into large data centers. It has
the capability to harness the power of Internet and wide area
network to use resources that are available remotely. There are
many security issues in the cloud computing.

Sonal Guleria, Dr. Sonia Vatta, (2013): describes that the
Cloud computing is emerging field because of its performance,
high availability, least cost and many others. In cloud
computing, the data will be stored in storage provided by
service providers. Cloud computing provides a computer user
access to Information Technology (IT) services which contains
applications, servers, data storage, without requiring an
understanding of the technology. An analogy to an electricity
computing grid is to be useful for cloud computing.

Pradeep Bhosale et.al, (2012): discuss that today’s world
relies on cloud computing to store their public as well as some
personal information which is needed by the user itself or some
other persons. Cloud service is any service offered to its users
by cloud. As cloud computing comes in service there are some
drawbacks such as privacy of user’s data, security of user data
is very important aspects. In this paper author discuss about
the enhancement of data security. Not only this makes
researchers to make some modifications in the existing cloud
structure, invent new model cloud computing and much more
but also there are some extensible features of cloud computing
that make him a super power.[9]

Jasmin James, et.al, (2012): discuss about the security in
cloud computing. Cloud computing is fast growing area in
computing research. With the advancement of the Cloud,
many new possibilities are coming into picture, like how
applications can be built and how different services can be
offered to the end user through Virtualization. There are the
cloud services providers who provide large scaled computing
infrastructure defined on usage, and provide the infrastructure
services in a very flexible manner.

IX. CONCLUSION

With the continuous growth and expansion of cloud
computing, security has become one of the serious issues.
Cloud computing platform need to provide some reliable
security technology to prevent security attacks, as well as the
destruction of infrastructure and services. There is no doubt
that the cloud computing is the development trend in the future.
Cloud computing brings us the approximately infinite
computing capability, good scalability, service on-demand and
so on, also challenges at security, privacy, legal issues and so
on. But to solving the existing issues becomes utmost urgency.
To protect against the compromise of the compliance integrity
and security of their applications and data, firewall, Intrusion
detection and prevention, integrity monitoring, log inspection,
and malware protection. Proactive enterprises and service
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providers should apply this protection on their cloud
infrastructure, to achieve security so that they could take
advantage of cloud computing ahead of their competitors.
These security solutions should have the intelligence to be self-
defending and have the ability to provide real-time detection
and prevention of known and unknown threats. To advance
cloud computing, the community must take proactive measures
to ensure security.
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