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Accessing smartportal with Two-Factor Authentication

Overview: This job aid reviews the process of accessing email content sent via encrypted smartmail delivery to
you in the smartportal. It also will review the process of adding your mobile number to your smartportal
profile. This mobile number will be used to send an additional verification code when accessing your
smartmails, which provides an additional layer of security.

1. Email recipients will receive a smartmail delivery
notification defining the email content, showing the
Subject Line of the sent message, as well as the
message Sender. The Sender’s Name, Email Address,
and contact Phone Number will be listed.

n Smartmail dellve ry Collaborate with confidence

TRANSMITTED ENCRYPTED

You have been sent a smartmail secure email titled:

Package D = Order #W -

Sender's Contact Phone &
Email Information

From:

To access the secured message, click the “View
sma rtma i I” Iin k. Your smartmail secure email is now available and will never expire.

When you click the "View smartmail” link below, you will be automatically directed to the smartmail
secure email website.

View smartmail

If this is the first time you have received a smartmail secure email, you are required to establish a user
name / password before reading the message. We do not request or require any private information
during this process.
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2. Recipients accessing the email will be challenged for
authentication. st A

Password Reset Password

Each recipient will be asked for their email address and
password when logging in to smartportal. the smartporal docomer

Enter your email address (the same address where the
email was sent) and password, then click the “View”
button. R oyeats b ooy b Tomeof s T Py o,

Please Note: If this is the first smartmail message you
are receiving, please see the Registration & PW Reset
Job Aid for instructions on completing the one-time
smartmail account registration.
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3. When you receive a smartmail and a form of dual
authentication is required, a passcode will be sent as a
text to your mobile number.
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Message from webpage ﬂ

If you have not already added your mobile number to
your smartportal profile, you will receive this error o ,
Authentication failed: your Mabile Number has not been entered

message. A for Secondary Authentication

Click OK.

If you do not receive this error, skip to Step 10, as your
mobile number is already listed in your smartportal
profile.

4. Click on your name on the top right. This will open
your smartportal User Profile.
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5. Click Edit to the right of the Mobile Number section.

smartmail Lot Tue Apr 24 2018 17:07:18 GMT-0400 (EDT)
@ fiutiane: Mereer
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Mesieme United States of America (+1) D
0-

Require Twe Factor Authentication te login

i Going mobile? Send a link to your or

frefore USA (Eastern) (GMT -05:00)

6. Enter your Mobile Number and click the Save button. < A pone
— Country: [ Unied States of America (+1] K
Recommended Option: While adding your Mobile Number, P — -
- . smartmail Mobile Number: | J ]l |
we also recommend selecting the Require Two Factor

[ Raquire Twe Factor Authantication 1o login
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Authentication to login checkbox option, before clicking the
Save button.

|

Selecting this option will allow you to complete one two-
factor authentication process for each login, instead of for smartsign
each individual email.
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7. Click OK. =)

Message from webpage

You will be returned to your user profile and your

. . ! profile data saved
phone number will now be included. :

8. Click on the smartmail icon on the left to return to
your list of smartmails. N7
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9. Click on the unopened smartmail listed in bold at the Secondary Authentication

tOp of the list. You will be prom pted you for the 2nd SMS-message with passcode sent to your mobile phone number ending 4542.
authentication code, and possibly the read receipt
check box.

Reading Required

You are required to read this smartmail and any
documents herein

Enter the Passcode that is sent to your mobile phone.

Terms and Conditions

Please check the "l agree” box below to confirm that
you are going to read the smartmail and any document

CheCk the bOX next to II agree'. herein that is linked from this page.

Click the View button and then you will be able to
access the smartmail as well as any included |

documents.

10. Once you have successfully logged in, you will be
presented with smartmail HTML email. From this web
page you can view the Subject and Body of the
smartmail, as well as open any of the document links.

The secure Reply, Reply All, and Upload options will be
available to you in the top right corner of the message
window.

For Technical Assistance: Please email smartview support at

SVHelp@fnf.com or call 1-888-435-
7313, Option 4.
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