
Smart TVs- How Smart is Too Smart? 

My boyfriend asked me why I spoke so softly around the house.  

I said I was afraid Mark Zukerberg was listening.  

He Laughed. 

I Laughed. 

Siri Laughed. 

As wonderful as it is to watch your favorite shows on a Smart TV, that Smart 

TV is also watching you.  The FBI has addressed the question many people 

have asked:  

Can hackers get in to Smart TVs?  The simple answer is YES.   

In order for your Smart TV to be, well, smart, it needs to learn your viewing 

habits which is sent to programming services (like YouTube and 

Netflix).  That information allows the programmers to push relevant program 

choices to you. And, as with any internet-connected device, if it's connected, 

(Smart TVs are), it's hack-able.   

Hackers probably don't care about what your are watching, but they do like 

to get every piece of information about you in any way they 

can.  Remember, not only are Smart TVs connected to your internet, many 

have microphones and cameras.  A trifecta for hackers! Hackers can watch 

you, hear you and if they are good enough, they can get to your other 

internet-connected devices. Think about it, if programming services can 

collect your viewing habits, which they do, hackers can collect information as 

well.  If your TV is unsecured, a hacker has the ability to take control and 

possibly do real damage.  



"Hey Alexa, Siri - Are You Spying on 
Me?" 
 
"I'm sorry, I didn't catch that. Would 

you like to know today's weather?" 
 
Consumers are always looking for convenience.  When Alexa and similar speakers hit 

the shelves, the consumer market was all a twitter with these new toys. Now people are 

beginning to wonder just how often and how much of our lives is being captured by 

these smart speakers and are they always listening?  

 

Read these two articles about how to change your privacy settings and the possible 

security risks.  these devices may pose.   
 
Here's how to change your Alexa privacy settings so Amazon can't listen 

Have Amazon Echo privacy fears? Here's what you can do 
 

THINK YOU'VE BEEN SCAMMED? 

If you suspect you've been scammed or exploited, call 
our  Fraud Hot Line  to report it.  720-913-9179 

 

 

 

 

 

SCHEDULE A SPEAKER 
Interested in learning more about scams happening in Denver? Do you want to know how 
to protect yourself from identity theft? Our office provides presentations free of charge to 
your group or organization . Contact Maro Casparian at amc@denverda.org or 720-913-
9036 

 

 

 

 

 

https://www.today.com/money/how-change-your-alexa-privacy-settings-so-amazon-can-t-t152018
https://www.cnet.com/how-to/have-amazon-echo-privacy-fears-heres-what-you-can-do/



