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ABSTRACT - Security and privacy will always be future
challenges looming for researchers and authors. These
challenges encompass authentication, authorization, integrity,
confidentiality, availability, and privacy. These are major
concerns, owing to third party communications that lead to
possible loss of data from one side to another. Multi-
dimensional confidential data are stored in EHR maintenance,
that is, the patient's personal and medical history. Medical
history includes items such as laboratory results and
demographic data; billing data for medical services; test
reports from pathologists, radiologists, or other diagnostic
agencies, and so forth. Personal details, on the contrary, such
as name, weight, age, and sex are kept in medical records as
attributes, which need to be kept away from intruders and
attackers and should be privately stored. For privacy-
preservation, some techniques are applied in the proposed
waiver- RBAC and ABAC, which form a mitigating approach
called RABAC. Access matrices alongside RABAC are used
in designing a framework for improved electronic health
record preservation.

Keywords: Data security, Electronic hospital record, ECC,
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I. INTRODUCTION

Cloud computing consist of resources matters, service types,
and infrastructure types. It is a big data warehouse where
computations, operations, and ease of service provision on
demand are carried out. Cloud is a forthcoming in this
technology setting that takes care of the changing skull trends.
It is flexible, cheap, and advantageous to use. The security
policies of cloud have been studied in the introduction for the
purpose of data authentication for security. Security and
privacy will always pose future challenges for any researcher
and writer; these challenges include authentication,
authorization, integrity, confidentiality, availability, and
privacy. The major concerns arise due to dependence on a
third party because there could be a chance of losing data.
Bulk data is communicated in clouds, which immediately
poses the risk of accessing the data by attackers in cloud. As

concluded by the researchers in section two, with
demonstrating security requirements in the cloud for the safety
of health records, challenges related to enhancing security risk
were discussed.

Electronic Health Records or EHRs are a repository of patient
records and health information of a person, which are stored
in an electronic form. These records can be shared in various
healthcare centers via networks and exchanges. EHR data
consist of multiple sets of information comprising a patient’s
medical history; test reports from laboratories; demographic
data, i.e., name, age, gender, weight, etc.; as well as personal
information relevant to billing, which is contained within an
electronic health record.
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Figure 1: EHR System
Security Concern:
1. Authentication

Authentication is one of the security concern in
security policies and it cannot be removed ever.
Authentication checks user identity and system identity for the
purpose of communication.
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2. Confidentiality

Confidentiality explains privacy; some parameters
are required for securing delivery of information to any wrong
person by making sure that message will delivered to right
person. Only the authorized person have the right to access
data.

3. Availability

Availability is the important concern due to the
maintenance of any hardware. Proper functioning of system
requires availability of resources at correct time when required
which will save time and cost.

4. Integrity

Integrity means accuracy, where data cannot be
modified or altered while transmission by unauthorized user.
Alteration is the activity where error is created or
unauthorized user while transferring of data deletes some
sensitive part of the data.

Il. RELATED WORK

2.1 Related Work

R.Manoj et al. In[1] contributes the increase in scalability,
good fine, grained access control for health record, reduced
encryption time and increased security. Author uses security
domain for the easy verification of user.

To overcome the limitation of AES, ABE encryption technique
is used. AES only works for key length, with the increase in
size of data computation time increases. AES is also
inefficient for sharing and accessing medical
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Figure 2: Existing Work by R. Manoj data by user.
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I1l. PROBLEM DOMAIN

Existing work uses Attribute Based Encryption (ABE), where
it only works on using different attributes. It is a public key
encryption where user secret key and ciphered text are
dependent on attributes, attributes like belonging to the place
from where he is and which kind of agreements he deals with.
In this type of system cipher text is decrypted only when the
key attributes matches the ciphertext attributes. It only deals
with security in terms of attribute-based encryption, which is
resistance to collusion. It means an individual who holds
multiple keys can view the data if access is granted by at least
an individual key.

It suffers from the issue of key escrow, which means
key exchange or key holding by a third party. By key escrow,
the key is compromised by some original user of encryption or
decryption material with the allowance of returning the
original material to its unencrypted state. For cryptographic
keys, key escrow also serves as a backup. However, since key
escrow requires a third party, it is risky. Another
challenge is key revocation, where revocation refers to digital
security. With the digital security, internet is managed by the
system using security protocol for verifying the management
of identity. If certification is taken then it is called as
revocation.

Identity of owners and maintainers are transparent in
digital certificates. Documents should be authorized and
authenticated. Certificate authority manager using security
protocols manages digital certificates. If any misrepresentation
is identified by certificate authority then people started issuing
digital certificates dishonestly. Web users are protected by
systems with certificate legitimation. Attribute-based
Encryption algorithms are created by Bilinear groups.
However, ABE system is created by multi-authorities but with
the limitations of instances of cipher text policy.

Without any co-ordination and moments, authorities
are set, where simple ABE authority is set by creating its
public parameters and provisioning user with private key.
Thus, data can be encrypted by user with using attributes and
authorities. Full control is maintained with conspire
authorities.

IV. SYSTEM ARCHITECTURE
System architecture defines the proposed work through some
steps and these steps are cited below as:

e Electronic hospital record data is taken as a dataset.

e On that dataset authentication is achieved using
access control techniques ABAC and RBAC.

e Access Matrix with ABAC and RBAC is combined
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to achieve RABAC Matrix for access control.
Electronic medical data is the sensitive data, which
needs to be authenticated.

Roles and attributes are checked by access control for
accessing dat.

Every role and every attribute is checked for the
resolution of operations to held.

This role-attribute table is used for the operation
update, that who can access which role and attribute.
Not every user has approval to access every attribute.

Authentication using:

EMR Access Matrix with RABAC
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Figure 3: System Architecture

The study of existing solutions explore that it uses
symmetric  key cryptographic algorithm  for
encryption and attribute based access control for
rights enforcement.

Advance Encryption Standards [AES] algorithm
suffers with issue of low-key strength due to single
key use for encryption and decryption.

For every role, common permission is granted based
on attribute based access control. Likewise, same
pattern of cipher text are generated through single
encryption iteration.

ABE experiences the issue of non-existence and non-
efficiency. These are the drawbacks for the
operations of attributes.

It has the drawback that it does not determine who
will decrypt the data, which is encrypted. This
scheme works only for descriptive attributes.

Access Control matrix has been used to assign rights
of individual attribute.
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Sample Access Matrix:

1=Tre
Role: Operator 0= False
Dn‘ém'i Dies | Investigali | pagone | patient Name
is on
Read 1 1] 0 1 1
Write 1 1] 0 1 1
Role: Doctor
Dﬂ":;n" Di':s Inv\es:gan PatientId | Patient Name
Read 1 1 1 1 1
Write 1 1 1 1 0

Figure 4: Sample Access Matrix

V. RESULT ANALYSIS
Parameter of evaluation is a computation time and is
measured for different data size algorithm. Performance
evaluation has been made in milliseconds and comparison has
been made with previous work. Existing work author has
implemented AES algorithm as base algorithm which is
replaced by combination of ECC & Blowfish to get better
security and strong confidentiality. Proposed work for plain
text file size in comparison to AES computation time is
represented as graph in figure 5.1 and its table is also designed
in Table 5.1. Comparison between presented work and
existing work is elaborated below based on file size and
computation time and is represented as graph in figure 5.3 and

its table is also designed in Table 5.3.

Table 2: Total Computation time for Existing Work

Computation Time Com_IE}lrJr::tlon
File Size [Exis’zinrlg ;Nork] [Proposed
' Work] (ms.)
1 1593 165
4403 589
10 5237 1589
20 6994 3058
50 8750 ——
0 10506 8569
100 12261 10895
150 15752 14528
200 17338 16589
250 19093 18569
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Figure 5: Comparison graph for existing and proposed work

VI. CONCLUSION

The concern for safeguarding and providing privacy to health
data dominated this research work. The goal of this project is
to protect the credential of the user during communication and
while in storage. Here, the EHR has been considered as the
dataset and processed through a security architecture to keep
the communication safekeeping. For greater efficiency and
safety, an association of ECC & Blowfish called public key,
and symmetric key-based algorithms to offer confidentiality
and authentication during one time has been developed.
Security and privacy are major concerns in every field; in the
case of outsourced data, the problem becomes even more
complicated. Here, a framework is constructed to justify the
different layers of security.

The complete work observes certain conclusions, which have
written below:

1. There is strong need of security and privacy for to delicate
data in cloud.

2. Provided privacy on data while storage using improved
AES algorithm, as to avoid information leakage issue.

3. Implement MD5 to maintain originality of data.

ISSN:: 2393-9028 (PRINT) | ISSN: 2348-2281 (ONLINE)

4. Two Encryption Algorithm will not only help to improve
security level but will also create confusion during
cryptanalysis using different cipher text pattern.

Future Work:

1. Image data is acquired for future implementation.

2. In future implementation, AES can be modified by
replacing it with a better algorithm for enhanced
performance.
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