DATA STRATEGIC FRAMEWORK
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EXECUTIVE SUMMARY   						        By:  Nevin :”Mustang” Taylor
As we transition from the industrial revolution into the age of knowledge, each organization should focus on leveraging data as a strategic asset to gain a competitive advantage on the world stage. Given the interlinked economic environment, it is essential to be adaptive and rapidly evolve if one is to survive in today's information environment. By understanding the context of where you came from and how you arrived at your current circumstances, it is imperative to have a common framework for assessing the influences that shape the environment. By accessing, characterizing, and evolving information into contextual knowledge, we can understand the causality that creates the consequence, thereby enlightening us to options that empower us to capitalize on opportunities to achieve our future objectives. It is throughout this cognitive process that the following framework will inform the actions necessary to achieve the desired results.
Thus, ensuring that data is visible, accessible, understandable, linked, and trustworthy across the enterprise is sufficiently applied to support their strategic imperatives. Leadership in partnership with every aspect of their organization and industry partners must therefore work to elevate awareness to achieve their collective goals and those objectives that ensure mission success. All types of data (e.g., structured, unstructured, and transactional) exist to inform and influence operations. Thus, it is necessary to evolve from a stove-piped IT/data environment to a collaborative one. By integrating technological systems to link disparate data across the enterprise and ensure they can be shared, the resulting service-oriented data environment will provide the transparency necessary to operationalize data and harvest its inherent value.
To support each data characteristic (visible, accessible, understandable, linked, and trustworthy-VAULT), a set of objectives is established in the framework before you to afford the means to collect, identify, and categorize data sources while providing the necessary structure essential to effectively search and efficiently access authoritative data sources (ADS). This shared data environment is based on industry, DoD, and Federal standards and requires automated analytical support to enable and correlate it across a multitude of communities of interest, functional domains, and operational environments, ensuring relevant mission data is available when and where it is needed.
To inform the cognitive process that delivers strategic advantage throughout the decision-making process, predictive analytics offer an opportunity to present the probability of things that could occur (contextual correlation) to support the evolving and adaptive nature of mission operations (adaptive correlation) to enlighten, empower, and develop by selecting the best options to capitalize on opportunities (potentiality). In the end state, this framework provides a means to ensure effective decision-making that is both reliable and responsive to the information available in today's interconnected world. It encourages a culture that embraces fact-based decisions informed by advanced analytics, driving the knowledge base needed to predict the consequences of actions taken and to measure them against desired results in this ever-changing information environment. Ultimately, it provides the necessary structure to build on past success, learn from failure, and transform the organization through the strategic advantages offered by an adopt data-driven organization (2DO).
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INTRODUCTION
1.1  PURPOSE
The Data Framework presented below is a strategic collection of concepts, goals, and initiatives to harness the ominous power of data in today's information environment. The objective of the Framework is to make data visible, accessible, understandable, linked, and trustworthy (VAULT). It provides a strategic framework for sharing data within the information environment to realize goals and objectives, achieve mission success, and transform an organization to derive strategic competitive advantage on the world stage. 
1.2  SCOPE
To make decisions in full awareness of the facts and the relationships that inform and influence the cognitive process, it is imperative that knowledge informs understanding. To achieve this, a shared data environment (SDE) is necessary to establish the required transparency, integration, and a data-centric collaborative approach that provides contextual understanding. Data is a critical strategic asset vital to an organization’s success and thus must be shared across the enterprise. It is through a collaborative, shared-ownership approach that data is structured into information that evolves knowledge, transcending organizational boundaries and surpassing current understanding. The result is an empowered approach, with a proactive focus on developing the wisdom to make informed, enlightened decisions.
Data can take many forms: structured (e.g., databases), unstructured (e.g., documents), transactional (e.g., network traffic), reference, and real-time (e.g., IT services). Thus, data must be effectively organized into information in the SDE. Capabilities within the SDE for storage, search, correlation, displaying, and forecasting provide the means to derive and present operational knowledge that informs situational awareness. For example, opportunities revealed through understanding current operational conditions, as well as ever-present threats and their associated risks, lead one to recognize the possible impact that competitors' or adversaries' exploitation of information has on current and future strategic endeavors.
2.  VISION
The SDE is a decisive strategic advantage, vital to creating the essential synergy that synchronizes operations and actualizes the organization's strategic objectives. It provides a way to structure, search, correlate, and present data that enables contextual understanding to illuminate options for managing risk and capitalizing on opportunity. Through full awareness of perceptions, one overcomes self-limiting perceptions that create unsubstantiated paradigms. This document aims to raise awareness and empower action to evolve beyond one's current state to a place where one can see tomorrow and has the capacity to bring it into fruition in the here and now. By ensuring information is leveraged sufficiently to optimize the cognitive consideration in their ongoing efforts to proactively make the right decision at the right place and the right time, I am convinced that you can and will support, enhance, and execute (SEE) the fulfillment of your mission objectives.
3.  GUIDING PRINCIPLES
The following guiding principles form the basis for the shared data environment to ensure operational focus on the use of data in a way that informs, serves, and fulfills organizational goals as follows:
3.1  OWNERSHIP
Data is collectively owned by the organization as a strategic enterprise asset. Information is viewed as an enterprise’s currency and leveraged as a resource to make informed decisions. The lifecycle of data creation, exposure, maintenance, deprecation, and disposition is maintained to ensure that the necessary data is available to make informed decisions.
3.2  CHARACTERISTICS
Data is an integral ingredient of information that informs knowledge and enables strategic choices throughout the cognitive process. Thus, data needs to be Visible, Accessible, Understandable, Linked, and Trustworthy to realize its inherent value to the organization. The process of assessing knowledge and characterizing understanding is critical to enlighten, empower, and evolve the cognitive process. It is the facts presented by data and the relationships ascribed in information that afford a context for understanding within this dynamic, interdependent environment. Thus, we must leverage data across multiple systems and components to provide synergistic mission advantage.
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3.3  TECHNOLOGY
Technology enables timely data availability and greater coordination and collaboration, thereby enabling more informed, timely decisions. Technology is the means to tailor information to meet the needs of each team member in terms of content and display, and to ensure that accurate, correlated information is provided to the right personnel at the right time and place.
3.4  COMMON FRAMEWORK
There are few consistencies in regard to data, information, and knowledge. Thus, a common framework must be developed across all domains to access, characterize, and evolve information/knowledge operations. Only through a common sight picture that is adaptive and flexible to user needs will there be the opportunity to coordinate, collaborate, and communicate (C3) across the enterprise.
4.  GOALS AND OBJECTIVES
This framework adopts, extends, and implements an operational objective to sharing and structure data that is fit for use and operationally relevant. By leveraging the resulting information, we can enlighten the knowledge base to empower operational opportunities to evolve understanding. The result is a functional process that leverages opportunities while managing risk within the volatile, uncertain, complex, and ambiguous (VUCA) information environment and the rapidly maturing knowledge domain.
4.1  STRATEGIC GOALS AND ENABLING OBJECTIVES
[image: ]The five strategic data goals and objectives to meet goals of making data Visible, Accessible, Understandable, Linked, and Trustworthy (VAULT):
 4.1.1  MAKE DATA VISIBLE
The goal of making data visible is to ensure authorized users can discover data and information that informs knowledge. As such, data must be categorized for search, access authorization, and sourcing. Data includes: structured (e.g., databases); unstructured (e.g., documents); transactional (e.g., network traffic); reference; and real-time.

4.1.2    MAKE DATA ACCESSIBLE
Users and applications must migrate from maintaining private data stores to ensuring data is available across the enterprise. Linkage, as opposed to data lakes and warehouses, will facilitate timely, unencumbered access to data by interconnecting repositories, where users and applications can submit or post data assets to the enterprise. 
4.1.3    MAKE DATA UNDERSTANDABLE
The goal of making data understandable is to ensure that data is usable by known and authorized consumers through the development and use of shared vocabularies. Since data is supplied from multiple functional domains, a common terminology and context is essential to ensure a common understanding. Data Scientist provide the context to evolve Situational Awareness (SA) that informs the requisite knowledge that assures operational imperative/Knowledge Operations (KO). Thus, it is essential that data is structured to measure and monitor that it is fir for purpose and operationally relevant.  
To facilitate discovery, subject matter experts (SMEs) will register their Authoritative Data Sources (ADS) to deconflict and define a standard reference in an Enterprise Data Dictionary (EDD), making it visible and discoverable by authorized users. Creating an Information Assets Catalog (IAC) provides the necessary structure to make it accessible and afford the means to search it. By structuring this information with predefined Meta Tags to correlate the facts as defined by the EDD relationally, as ascribed by the IAC, the means to discover and search it to inform understanding is provided via a Knowledge Operations Portal (KOP). This KOP established the means to consistently collect, correlate, contextualize, and measure the pedigree (veracity/quality of facts-descriptive modeling), providence (integration/dependencies of relationships-predictive modeling), to inform at what level of trust (reliability- prescriptive modeling) can be placed to tell the future (options/opportunities - potentiality modeling).
4.1.4 LINK DATA
Data is used not only within the organization’s domain (internally), but also in the industry (externally). To effectively establish a shared data environment, standards must be established to ensure the ability to link or provide the correct data to the right place promptly. The goal of linking data is to prevent the proliferation of proprietary data within the organization, thereby enabling usable data across all applications and multiple access services.
The goal of making data accessible is to link it via commonly supported access methods. Data is open and accessible by default, and users will have access to the maximum extent authorized by law and applicable policy. 
4.1.5 DATA TRUSTWORTHY
Making data trustworthy requires establishing the authenticity of the data (pedigree) and the relational maturity (providence) of the data, and the associated level of confidence in the facts and relationships throughout the aggregation process. This process involves data deconfliction and validation to assess data confidence and currency, informing operational decisions.
This integrative process of validation of data (determine veracity), dependencies upon information (identify relationships), and outcomes of knowledge (causality and consequences), affords leaders the means to Access, Characterize, and E3 (enlighten, empower, and evolve), the level of trust they can have in data and the propensity to influence and effect future outcomes.    
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4.2 CREATE DATA SERVICES
Data access services are mechanisms that expose data to persons or non-persons (e.g., machine- to-machine or net-centricity self-synchronizing systems) from a single or multiple data sources. Through a mashup of web service: a web application that provides a consolidated view of multiple and related data sources, which creates a single new service displayed in a single graphical interface is an example of the benefits of this structure approach to provide consistency that allows for the maturation of both the facts/data and Relationship/information. These access services must be made available to the enterprise if it hopes to capitalize on and unleash the power of information throughout the cognitive process.
4.3 ASSOCIATE ACCESS RELATED METADATA
Metatags must be attached to each data exposure service to support contextual/keyword search, access control claims, record management disposition, schedule, and upon which to measure data veracity, information dependencies, and knowledge timeliness to ascertain trustworthiness. Since these access services are usually web services that use multiple data sources, data architects will ensure the EDD and IAC serve the organization's operational needs, providing a standard reference and contextual understanding.
4.4  CREATE DATA MODELS
Standardized data ontologies, dictionaries, and glossaries must be established across multiple functional domains to ensure effective data correlation. A standard definition, terms, and hierarchical relationships are necessary to understand the adaptation over time that illustrates the causality and resulting consequences from actions taken, measured against the results to be achieved (trends). The functional domains provide a referential data reference source that will be used as the basis for future information asset development/maturation and deterministics/correlations.
4.5 ENABLING OBJECTIVES TO ESTABLISH DATA INTEGRATION
Data integration is the process of combining data from multiple data assets to produce a single, unified, consistent, and cohesive view. A data collection capability will support data integration by correlating data elements and concepts based on the established data ontologies, dictionaries, and glossaries. By establishing an enterprise information model, we can provide an architecture to support operational objectives. Thus, a data reference architecture provides the means to align and link data sets upon which to effectively collect, catalog, correlate, and contextualize, to determine cost/benefit, characterization, coordination, and communicate the resulting causality and impending consequence (10C). 
4.6 INFORMATION REQUIREMENTS
Information requirements will describe the information needed to drive enterprise processes and capabilities. An enterprise capability to search for similar information requests and develop new information adaptation will be established. Metatags will be appropriately generated for the new requests based on a combination of the tags associated with the source data.
4.7  AUTHORITATIVE DATA SOURCES (ADS)
Authoritative data sources establish a single reference point for data collection and reliance. The designation of an ADS can be at the data element level, the combination of data elements (information object), or the collection of structured and/or unstructured data (database, flat file, stream, or other repositories).
4.8   ASSESS DATA INTEGRITY
Data integrity is a range or degree of trustworthiness. A standardized trustworthiness range will be developed to assess data elements, information objects, and data collections. This value will be recorded in the metatag associated with the data. Applications and information displays should use the most trusted data whenever possible. Data will conform to encrypted data at rest standards to ensure only authorized access and Identity Access Management authentication and authorization requirements.
4.9   DETERMINE TIMELINESS REQUIREMENTS
Data timeliness refers to both the time expected for data accessibility and the data's currency. Timeliness can be measured as the time between when data is expected and when it is readily available for use, as well as the time since it was last updated. Metadata tags will include the date of data generation and the frequency of updates. Timeliness is crucial for establishing veracity, elevating SA, and enabling temporal analysis, which affords trending (machine learning).
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 4.10   UTILIZE INTEROPERABLE STANDARDS
Open source enables sharing data with other organizational components and their mission partners. However, this can only be achieved by understanding the data being shared. The use of current industry standards is essential for this interoperability. All applications that establish interfaces and exchanges with external systems are considered to ensure they can effectively share data.
4.11   TRANSLATE/MEDIATE METHODS TO SHARE 
Support data sharing across the organization, the data platform capability will provide translation and mediation services, converting data from its original format into a more suitable schematic format for the receiver. Data formats, schemas, definitions, access methods, etc., for each data source will be recorded in the data hub. The standardized ontologies, dictionaries, and glossaries across functional domains will provide a means to interpret the data to meet requisite information requests. This will automate Information Exchange Specifications for machine-to-machine and human-machine interactions and enable coordinated changes to both the source and destination interface requirements.
4.12 CHALLENGES AND MITIGATIONS
Data sharing is based on establishing common exchanges between systems. A culture of inclusion and transparency is essential for effective collaboration. This framework is designed to bridge across organizations to foster an environment where data is readily accessible to all authorized users, applications, and systems. Although implementing this framework will make data more available and transparent across the enterprise, challenges will undoubtedly arise. The table below lists the challenges and recommended mitigations. More complicated challenges and issues will be addressed in the data governance process.
5.0  IMPLEMENTATION GUIDANCE FOR THE DATA FRAMEWORK
The implementation guidance provided is the primary expression of and instrument for executing this data strategic vision.
5.1   DATA GOVERNANCE
The Chief Data Office fosters a collaborative environment to achieve data strategy goals and objectives. With engaged participation from across the organization, they publish guidance and clarity to ensure singularity of focus and approach. They should foster a collaborative environment to achieve the data strategy goals and objectives. With engaged participation from across the organization, they publish guidance to outline and clarify processes that ensure singularity of focus and approach.
5.2 SHARED DATA ENVIRONMENT
The data strategic framework is a collection of forms and tools to mature collective and collaborative efforts, synchronizing them to create the foundation of facts that elevate situational awareness for informed decisions. It provides a process to operationalize the EIM, ensuring mission-responsive frameworks that support information sharing. Through a seamless, transparent EIM, the organization's objectives will be realized by operationalizing information that supports, enhances, and optimizes mission effectiveness.
It provides a unified approach for managing Big Data, which is essential to ensure adequate data management methodologies are enacted to ensure data is measured and assessed on the following criteria: authoritative, timeliness, and trustworthiness. A process to identify, develop, and implement effective and efficient decision support and analytical tools is crucial if they are to maximize the use of the resulting information.
The unprecedented growth of data and the urgency for a strategically focused approach to leverage Big Data to inform decisions cannot be overstated.  The criticality of making timely, fact-based decisions within a data-driven organization offers a perspective that facilitates the cognitive process of making informed decisions.
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5.3 BIG DATA ANALYTICS AND CLOUD COMPUTING
“Big Data” is a term that describes huge, rapidly changing, and differently structured data sets that are impractical to manage using conventional data processing techniques. Big Data is often said to have the following characteristics: volume (huge), velocity (rapidly changing), and variety (structured and unstructured). The resulting complexity of data collection and the growing dependencies within the organization illustrate the need for a CDO to coordinate, collaborate, and communicate (C3). Data is a strategic asset and must be leveraged throughout the organization to capitalize on its strategic value and support the organization’s competitive advantage.   
A unified approach to managing Big Data is essential to ensure adequate data management methodologies are implemented by measuring the authority, reliability, and currency or timeliness of data to ascertain the level of trustworthiness or confidence that can be placed in it throughout the cognitive process. By identifying, developing, and implementing an effective and efficient decision-support analytical tool suite, the opportunity to fully capitalize on the value that information provides throughout all phases of the cognitive process is crucial to making fact-based, informed decisions. 
5.4 AUTHORITATIVE DATA SOURCE (ADS)
An ADS is a recognized official data production source or product that publishes reliable and accurate data. ADS may be a functional combination of multiple, separate data sources that provide centralized access to authoritative data. It provides clarification of meaning and deconfliction, which improve search, access, consistency, and data service integration, as well as increase collaboration amongst data producers and consumers.
5.4.1 INFORMATION EXCHANGE SPEC DATA RULES
An Information Exchange Specification (IES) is a set of protocols and procedures that specifies how data is exchanged and synchronized between non-person entities (e.g., machine-to-machine). To enable interoperability, information exchanges among new and upgraded systems must conform to prescribed standards. The information exchange specification defines a specific data exchange and at least one schema that governs the physical format of the exchanged data. A glossary that defines the schema elements and the relationships among them, and the definition of constraints to provide a common reference point for information.
5.4.2  DATA PLATFORM
The data platform capability describes a set of data service interfaces to make data available to consumers across the organization. The data hub enables the development of web services that expose data sources, thereby meeting the data accessibility goal. Data source models, access requirements, data element formats, validity requirements, and other attributes will be entered as reference data for each data source and used as a basis for the information exchange. The data hub capability will also support authorized user-based information requests for display/correlation of data.
5.4.3  DATA REFERENCE ARCHITECTURE 
The DRA is a comprehensive set of architectural views based upon the organization’s Data Reference Models, including taxonomies, dictionaries, hierarchies, and other correlations. Taking an iterative approach to develop an adaptive, flexible model is critical to ensuring the organization's maturation and evolution. A minimalist view precludes restrictions that impede the organization's functionality and potential.   
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6.0  ROLES AND RESPONSIBILITIES
6.1  CHIEF DATA OFFICER (CDO)
The CDO is responsible for developing, implementing, and evolving the Data Strategy. The CDO oversees the development and execution of the data strategy and provides governance that underpins and supports all data initiatives by establishing sufficient standards and processes to ensure cross-functional collaboration.
6.2  CHIEF DATA OFFICE
The Chief Data Office fosters collaboration for the CDO. They coordinate, facilitate and inform the enterprise on current data strategies, frameworks, standards, and execution. The office serves to coordinate activities through the enterprise as related to operational data to build a data-driven organization (2DO). Their endeavors facilitate data sharing across the enterprise and serve as a coordination point to ensure an enterprise approach by supporting CDO’s objectives. They document and disseminate standards, as delegated by the CDO, and identify best practices and lessons learned to evolve Tactics, Techniques, and Procedures (TTPs) to support and facilitate the operationalization of data for the entire organization. 
6.3 DATA STEWARDS
A data steward is the subject-matter expert in their area’s operational requirements and processes. Data stewards are the caretakers of their specific ADS and are responsible for ensuring compliance with standards, policies, and procedures. Data stewards serve as the single point of contact for the ADS in their care and are responsible for ensuring it is registered and appropriately cataloged. There is the task of deconflicting and maturing the ADS to ensure it enlightens, empowers, and evolves the entire organization and its collaborative partners.  
6.4 DATA INTEGRATION
Data integration is the process of combining data from multiple data assets to produce a single, unified, consistent, and cohesive view. A data platform will support data integration by registering, cataloging, and correlating data elements and concepts based on the established data ontologies, dictionaries, and glossaries (Data Strategy Reference Architecture). Data consumers should be provided access to the data platform through a portal to support mission information requests.
6.5 INFORMATION REQUIREMENTS
Information requirements will describe the information needed to drive enterprise processes and capabilities. An enterprise capability to search for like information requests and develop new information availability will be established. Metatags will be appropriately generated for the new requests based on a combination of the tags associated with the source data.
6.6   MAKE DATA TRUSTWORTHY
Making data trustworthy requires establishing its authenticity and the level of confidence associated with it. This process involves data de-confliction and validation to ascertain the relative level of confidence that can be placed throughout all phases of the cognitive process to inform operational decisions.
6.7  IDENTIFY AUTHORITATIVE DATA SOURCES (ADS)
Authoritative data sources establish a single reference point for data collection and reliance. The designation of an ADS can be at the data element level, the combination of data elements (information object), or the collection of structured and/or unstructured data (database, flat file, stream, or other repository).
6.8    ASSESS DATA INTEGRITY
Data integrity is a range or degree of trustworthiness. A standardized trustworthiness range will be developed to assess data elements, information objects, and data collections. This value will be recorded in the metatag associated with the data. Applications and information displays should use the most trusted data whenever possible. Data will conform to encrypted-at-rest standards to ensure only authorized access and to support identity access management, authentication, and authorization requirements.
6.8    DETERMINE TIMELINESS REQUIREMENTS
Data timeliness refers to both the time expected for data accessibility and the data's currency. Timeliness can be measured as the time between when data is expected and when it is readily available for use, as well as the time since it was last updated. Metadata tags will incorporate the date of data generation and the frequency in which these are updated. Timeliness is crucial to establish veracity, elevate SA, and support temporal analysis, which affords trending (machine learning).
6.9 LINKING DATA
Data is used not only within the organization’s domain (internally), but also in the industry (externally). To effectively have a shared data environment, standards must be established to ensure the ability to link or provide the correct data to the right place on time. The goal of linking data is to prevent the proliferation of proprietary data within the organization, thereby enabling usable data across all applications and multiple access services.
6.10  UTILIZE INTER-OPERABLE STANDARDS
Open source enables sharing data with other organizational components and their mission partners. However, this can only be effective by establishing a common understanding of EDD and a structured IAC for the data to be shared. The use of current industry standards is essential for interoperability. Thus, all applications that establish interfaces and exchange data with external systems should be considered to ensure they can share data effectively and unencumbered across the enterprise.
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6.11   TRANSLATE/MEDIATE METHODS TO SHARE 
To support data sharing across the organization, the data platform capability should provide translation and mediation services that convert data from its original format into a more suitable schematic format for the receiver. Data formats, schemas, definitions, access methods, etc., for each data source will be recorded in the EDD and IAC, which are part of the EIM that is operationalized through the organization’s data platform. 
The standardized ontologies, dictionaries, and glossaries across functional domains will provide a means to interpret the data to meet requisite information requests. This will automate Information exchange specifications for machine-to-machine and human-machine interactions and allow for coordinated changes in both the source and destination interface requirements.
6.12 CHALLENGES AND MITIGATIONS
Data sharing is based on establishing common exchanges between systems. A culture of inclusion and transparency is essential for effective collaboration. This framework is designed to bridge across organizations to foster an environment where data is readily accessible to all authorized users, applications, and systems. Although implementing this framework will make data more available and transparent across the enterprise, challenges will undoubtedly arise. The table below lists the challenges and recommended mitigations. More complicated challenges and issues will be addressed in the data governance process.
7.0   CONCLUSION
[image: A blue and white logo

AI-generated content may be incorrect.]As organizations realize the value of data as a strategic asset that is essential to the cognitive process of making informed decisions, they realize the criticality of effectively capitalizing on it to facilitate mission success. This document offers the framework to leverage the resulting information, elevating knowledge and evolving understanding. By ensuring data is visible, information is accessible, and knowledge is understandable through a series of linkages, the derived wisdom can serve to derive strategic competitive advantage. The associated assessments determine the degree of confidence (trustworthiness) that can be placed in the data, which enables sharing and operating in a coordinated, collaborative environment. The result is the right information to the right place, at the right time, to empower mission success. Thus, operationalizing data and leveraging it as a vital strategic asset is essential to coordinate and establish a collaborative, data-driven organization (2DO). The results of which afford the means to create an autonomous process that ensures a common perspective by unlocking the VAULT to understanding.  


image7.jpeg




image8.png




image9.jpeg
i
S
o A





image10.jpeg




image1.jpeg
DATA

STRATEGIC
* FRAMEWORK

TO PUT DATA INTO ACTION FOR
A DATA DRIVEN ORGANIZATION

f\ L Y
)

EL/ 4

e —

—g

I — -




image2.png




image3.png




image4.png
core
‘componenTs





image5.png




image6.png




