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¢ THE BLACKVAULT™ PROPOSITION IN ONE PAGE

For the decision-maker who needs the essence
cor:dsET;Tg;:{?xAL BLACKVAULT

The Problem

Al is dramatically more useful when it knows you. But every time you teach an Al platform
about yourself, you surrender that knowledge to a US server you don't own. 71% of
enterprise data exposures happen through Al platforms. GDPR compliance depends on
vendor promises. And the longer you use any single platform, the more locked in you
become.

The Solution

BlackVault™ separates memory from processing. Your vault holds your complete Al
interaction history — from every platform you use — encrypted with your keys, in your
jurisdiction, under your governance rules. On each query, it retrieves only the relevant
context, anonymises it, and injects it into a zero-retention API call to any Al provider you
choose. You get richer, more personalised Al responses. The provider gets an anonymous
query and retains nothing. Your intelligence stays yours.

The Three Pillars

1. Constitutional Memory Vault: Your sovereignty. Your keys. Your rules. Your
jurisdiction.

2. Hyper-Personalisation: 62% better Al responses. Compounds over time. Portable
across platforms.

3. Security & IP Protection: Zero-retention API calls. Architectural GDPR compliance.
Your IP in your vault, not theirs.

Why Now

The EU Al Act is in force. 92% of Fortune 500 employees are using ungoverned Al. US
platforms have a structural conflict of interest that prevents them from offering genuine
sovereignty. The market window for European-owned Al governance infrastructure is 2026-
2028.

Why US Big Tech Cannot Follow

Data sovereignty destroys their business model. They need your data. BlackVault™ was
designed specifically to ensure they never get it.

“The question is not whether Al governance infrastructure will exist.
The question is whether it will be owned by European institutions that
answer to European law and European values — or by US corporations
that answer to their shareholders and the US CLOUD Act.”

— Greg Malpass, Founder & CEO, Constitutional Memory SA

Constitutional Memory SA © 2026
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BEFORE YOU READ ANOTHER WORD

A message to the skeptic holding this document

“I am already using ChatGPT. My team uses it every day. | have seen
fifty Al startups this year. Why is this one different?”

— The question every Telefénica executive, Bosch innovation director, and LinkedIn professional
should be asking right now

That is exactly the right question. And it deserves a direct answer.

The reason BlackVault™ is different is not that it is a better Al. It does not compete with ChatGPT,
Claude, or Gemini. It does not try to build a smarter language model. Every one of those platforms
will continue to improve, and BlackVault™ will work with all of them.

BlackVault™ is different because it solves a problem that every one of those platforms has
deliberately chosen not to solve — because solving it would destroy their business model.

That problem is this:

The Personalisation-Security Paradox
Al becomes dramatically more useful the more it knows about you.



But every time you teach an Al platform about yourself, you are surrendering that knowledge
— your context, your history, your company's intelligence — to a server in the United States
that you do not own, cannot audit, and cannot recover from.

Until now, you had to choose between a useful Al and a safe one. BlackVault™ ends
that choice.

Read the next twenty pages. If you are not thinking "this changes everything" by the end — we have
failed to explain it clearly enough. That is our problem, not yours.

PART ONE: THE PROBLEM NOBODY IS TALKING ABOUT

Why Al is getting better for the platforms — and riskier for you

1.1 How Al Actually Gets Smarter About You

Let us start with something counterintuitive that most people have not fully grasped.

When you use Claude, ChatGPT, or Gemini today, the responses you receive are largely generic.
The Al does not know who you are, what you are working on, what your company does, what
frameworks you operate under, what your communication style is, or what decisions you made last
week. Every conversation starts from scratch.

But that is not the full picture. Because over time, if you keep using the same platform, it does begin
to accumulate something about you — your query patterns, your preferences, the context you
repeatedly provide. And the responses get better.

Here is the critical insight: the improvement in Al response quality is not primarily coming from the Al
model getting smarter. It is coming from the Al having more context about you specifically. The model
is the engine. Context is the fuel.

A concrete example — the same question, two very different answers:

Question asked with no context: "Draft a compliance memo for our Q3 board meeting”

— Al produces a generic template. Useful as a starting point. Requires significant editing.
Question asked with rich context: "Draft a compliance memo for our Q3 board meeting"
Context the Al has: You are a Legal Compliance Officer at a German FinTech operating under
MIFID Il and GDPR. Your board meets quarterly. Your Q2 memo focused on transaction

monitoring gaps. Your CEQO prefers bullet-point summaries under 800 words. You are preparing
for a BaFin review in November.

— Al produces a precise, regulation-specific, board-ready document. Requires minimal editing.
Saves 3-4 hours of work.

That difference — generic vs. contextually rich — is what the academic literature quantifies at 40-70%
improvement in response relevance and accuracy. Our validated proof of concept demonstrates 62%
improvement. This is not a marginal gain. It is the difference between a tool and a trusted intelligent
colleague.



1.2 The Faustian Bargain Every Al Platform Is Offering You

Here is what every major Al platform is actually proposing when they offer you "improved,
personalised Al":

What they give you: What they take from you:

* Better responses over time » Every query you have ever asked

* Memory of your preferences * Your company's confidential context

» Contextually aware assistance * Your employees' professional profiles

* Productivity gains * Your accumulated organisational intelligence

The data you provide to improve your Al experience is not stored to serve you. It is stored to serve
the platform. It trains their models. It creates lock-in. It builds a profile of your organisation's
knowledge, priorities, and vulnerabilities that lives permanently on servers in the United States —
subject to US law, including the CLOUD Act, which grants US authorities access to data held by US
companies regardless of where in the world that data is physically stored.

This is not a conspiracy theory. It is the explicit business model of every major Al platform. They are
surveillance capitalism companies that happen to have built extraordinary Al tools. The Al is the
product they sell you. Your data is the product they sell to everyone else — and use to make
themselves indispensable.

71% of all enterprise data exposures in 2024 occurred through ChatGPT.

87% of sensitive data leaks happened via personal ChatGPT accounts used at work.

Source: Harmonic Security Enterprise Data Exposure Report, 2024

1.3 Why the Platforms Will Not Fix This

The obvious question at this point is: why do not OpenAl, Google, and Anthropic simply offer a
sovereignty option? Why not let enterprise customers keep their data while still getting the
personalisation benefits?

The answer is structural, not technical. They are entirely capable of building it. They have chosen not
to because it would fundamentally undermine their competitive position.

If they gave you data sovereignty... | They would lose...

Your interaction history stays in your vault The training data that improves their models
Your profile is never shared with their servers The organisational intelligence that creates lock-in

You can switch Al providers while keeping your Their most powerful retention mechanism
context

Your company's knowledge never accumulates on  The strategic intelligence asset they are building
their platform from your data

European enterprises can meet GDPR The European market they currently serve under
requirements natively contractual workarounds

This is not a gap they missed. It is a gap they created — and intend to maintain.

This is precisely why the European Al-Governance Alliance cannot be led by a US technology
company, and why BlackVault™ is being built as European-owned infrastructure. The US platforms
have a structural conflict of interest that makes genuine data sovereignty impossible for them to offer.
We do not.



PART TWO: THE BLACKVAULT™ SOLUTION

How the Memory Paradox is resolved — technically and commercially

2.1 The Core Insight: Separation of Memory from Processing

The breakthrough behind BlackVault™ is conceptually simple, even if the engineering is
sophisticated.

Every Al platform currently bundles two things that do not need to be bundled:

*  Memory — the accumulation and storage of context about who you are, what you do, and
what you have asked before

* Processing — the actual intelligence work of understanding your query and generating a
response

The platforms bundle these together because when memory and processing are unified on their
servers, they own both — and your accumulated context becomes their asset.

BlackVault™ unbundles them. Memory stays with you, in your encrypted vault. Processing happens
at whichever Al platform you choose. The two never have to be in the same place.

The Postal Analogy (for non-technical readers):

Imagine you have a brilliant research assistant who can answer any question — but only if
you brief them from scratch each time. You could either:

Option A: Give the assistant a permanent file about you and your company. They become
extraordinarily useful — but now they own the file, and you can never get it back.

Option B: Keep your own file locked in your safe. Before each question, you prepare a
briefing note with only the relevant information, hand it to the assistant, get your answer, and
take the briefing note back. The assistant learns nothing permanent about you. Your safe
grows richer with every interaction.

BlackVault™ is the safe. And the briefing note preparation is automated, instant, and
intelligent.

2.2 How It Works: The Technical Architecture

For the technically curious — here is precisely what happens when a BlackVault™ user asks an Al
a question. This applies equally to an enterprise employee, a professional user, a student, or a parent
protecting a child's Al interactions.

Step 1: The Query Arrives at the BlackVault™ Gateway

The user's question enters the system before it touches any Al provider. It never goes directly to
ChatGPT, Claude, or Gemini. BlackVault™ intercepts it first.



Step 2: Semantic Retrieval from the Vault (RAG — Retrieval Augmented Generation)

This is the technical heart of the system. BlackVault™ does not simply dump everything in the vault
into every API call — that would be technically impossible (context window limits) and unhelpfully
noisy.

Instead, it performs a semantic similarity search across the vault contents. The vault stores not raw
text transcripts but embedded chunks — segments of interaction history, profile data, and context that
have been converted into mathematical vectors representing their meaning.

The current query is also converted into a vector, and the system identifies which vault chunks are
semantically closest to the current question. Only the most relevant context is retrieved — ranked by
relevance score, filtered by recency and importance weighting.

Practical example of selective retrieval:

Query: "Help me prepare for my meeting with the Malaga TechPark director tomorrow"
Retrieved from vault (high relevance): Previous TechPark meeting notes - Clara Galvez's
stated priorities - Alliance pitch materials - Telefonica relationship context - Constitutional Valley
positioning documents

NOT retrieved (low relevance): Financial projections - Jaguar XK8 service history - Stuart
Russell LinkedIn connection - EDU model pricing

Step 3: Anonymisation and Context Injection
Before the enriched query leaves the BlackVault™ gateway, a two-stage filter is applied:

» Sensitive data removal: Personally identifiable information — real names, company identifiers,
client names, specific financial figures, location data — is stripped or pseudonymised

» Context injection: The anonymised, relevance-ranked vault context is assembled into a
system prompt that gives the Al provider rich situational intelligence about the query without
revealing who is asking or which organisation they represent

What the Al provider receives looks something like this:

System prompt sent to Al provider (example):

"You are assisting a founder preparing for a meeting with a regional technology park director. The
founder leads an enterprise Al governance platform focused on data sovereignty. Previous meetings
with this director have covered: ecosystem partnership opportunities, introductions to member
telecommunications companies, and the concept of positioning the city as a European hub for ethical
Al infrastructure. The director has expressed interest in the regulatory compliance angle and the
potential for local economic development. The founder's platform has completed documentation
validated as enterprise-grade. Today's meeting objective is to secure introductions to two specific
member companies for pilot discussions."

Note: No real names. No company names. No location identifiers. No proprietary financial data. The
Al has everything it needs to be genuinely helpful — and nothing it should not have.



Step 4: Zero-Retention API Call

The enriched, anonymised query is sent to the Al provider via a standard API call. From the Al
provider's perspective, this is a single, stateless request. They receive a context-rich prompt and
return a high-quality response.

Critically: the Al provider retains nothing. There is no session persistence. No profile accumulation.
No training data harvested. No interaction history stored on their servers. The moment the response
is returned, the exchange is complete and gone from their systems.

The provider gets: one anonymised query. They keep: nothing.

Step 5: Response Logging and Vault Enrichment

The Al provider's response is returned through the gateway. The system logs the interaction — both
the query and the response — back into the user's encrypted vault. The vault grows richer. The next
query will benefit from this interaction being available for retrieval.

The compounding effect: a vault with six months of interaction history produces dramatically better
retrieval than a vault with one week. A vault that aggregates history from multiple Al platforms —
ChatGPT, Claude, Gemini, specialist Al tools — produces better retrieval than any single-platform
vault. Your intelligence asset grows with every interaction, across every platform, permanently under
your control.

2.3 The Multi-Platform Advantage: Why This Is Bigger Than Any Single Al

This is perhaps the most underappreciated dimension of BlackVault™ — and the one that most
directly threatens the US Big Tech platforms.

Right now, your Al interactions are siloed. What you have told ChatGPT, ChatGPT knows. What you
have told Claude, Claude knows. They do not share. This means that no single platform ever has a
complete picture of your professional context — and every time you switch platforms, you start from
zero.

BlackVault™ breaks this silo permanently.

The cross-platform vault in practice:

Monday: You use ChatGPT to draft a market analysis. BlackVault™ logs this.

Tuesday: You use Claude to refine your investor pitch. BlackVault™ logs this.
Wednesday: You use Gemini to prepare for a technical interview. BlackVault™ logs this.

Thursday: You ask any Al platform: "What are the three strongest points in my investor pitch
given what | know about this particular investor's priorities?"

BlackVault™ retrieves context from Monday's market analysis, Tuesday's pitch work, and
your profile data on the investor — and injects it as a coherent briefing. No single platform
could do this. Only your vault can.

This is the strategic moat that compounds over time. Every interaction — on any platform — makes
your vault richer. The longer you use BlackVault™, the more valuable your vault becomes, and the
wider the gap between your Al experience and that of someone starting from scratch on any single
platform.

And unlike a profile held by OpenAl or Google, your vault travels with you. If a better Al model emerges
tomorrow, you switch providers — and take your full accumulated intelligence with you. No lock-in.
No starting over. Complete portability.



PART THREE: THE THREE PILLARS OF BLACKVAULT™

What it delivers — for every type of user

CONSTITUTIONAL MEMORY VAULT

Your Al intelligence. Your encryption keys. Your jurisdiction. Your rules.

The vault is the foundation of everything BlackVault™ does. It is not a cloud storage system or a
simple database. It is a “constitutional architecture” — a system built on the principle that your
accumulated Al intelligence is a sovereign asset that belongs to you, governed by rules you set, stored
where you choose, accessible only to those you authorise.

What the vault contains

Complete interaction history from all Al platforms you connect to BlackVault™

Your personal or organisational profile — built through a bespoke 170-question deep
assessment, including LinkedIn profile import (if applicable)
Role-specific knowledge bases — professional frameworks, regulatory contexts,

communication styles

Document context — materials you choose to add for retrieval (strategy documents, research,
briefs)

Relationship intelligence — context about people, organisations, and ongoing projects you
interact with

Temporal intelligence — how your thinking and priorities have evolved over time

Constitutional governance — what makes it truly sovereign

Unlike any cloud storage or enterprise software system, BlackVault™ applies “constitutional
governance” to your data. You define the rules:

Governance Dimension | What You Control

Data location Your own servers, your private cloud, your chosen jurisdiction
— Frankfurt, London, Singapore, on-premises

Encryption Bring Your Own Key (BYOK) — we encrypt with your keys,
which means we mathematically cannot access your data

Retention policy Define which interactions are logged, for how long, and under
what conditions they are purged

Access rights Who within your organisation can query the vault, what they
can retrieve, and what is restricted

Sharing permissions Which context is injected for which query types — you set the
rules, not us

Portability Export your complete vault at any time, in open formats, to any

system you choose



Why "constitutional” is the right word

A constitution is not a contract that can be renegotiated by the more powerful party. It is a foundational
set of rules that governs how a system operates — rules that cannot be overridden by commercial
pressure, changed terms of service, or acquisition by a new owner.

BlackVault™'s governance architecture is constitutional in this sense. Your data sovereignty rights
are not promises in a privacy policy that can be updated unilaterally. They are embedded in the
architecture. We cannot access your vault because the encryption keys belong to you. We cannot
change the rules of your vault because you define them. We cannot sell your data because we do not
have it.

This is the distinction between a legal commitment and an architectural guarantee. Legal
commitments can be broken. Architecture cannot.

Al that knows you deeply — without knowing who you are.

The second pillar is the one users feel most immediately. With BlackVault™ active, the quality of
your Al interactions improves from the first query — and compounds dramatically over time.

The 62% improvement: what it means and where it comes from

Our validated proof of concept demonstrates 62% improvement in Al response quality compared to
uncontextualized queries on the same platforms. This figure is consistent with the academic literature
on Retrieval Augmented Generation systems, which consistently shows 40-70% improvement in
response relevance and accuracy.

The improvement manifests across four dimensions:

m Without BlackVault™ With BlackVault™

Relevance Generic answer to a general question Precise answer to your specific
situation
Accuracy Correct in general terms, may miss Calibrated to your specific
regulatory or professional nuance frameworks, regulations, and
organisational context
Efficiency Requires 2-3 follow-up prompts to First response is often deployment-
reach useful output ready
Continuity Every conversation starts from zero Each query builds on accumulated

context — like a colleague who was in
every previous meeting

Why it gets better over time — the compounding intelligence effect
This is the feature that most surprises users when they understand it fully.

In month one, your vault contains your profile and perhaps a few weeks of interaction history. The
improvement is noticeable.



In month six, your vault contains hundreds of interactions, refined role context, relationship
intelligence, and a detailed record of how your thinking has developed on key projects. The Al that
queries this vault produces responses that would be impossible for any fresh interaction to match.

In year two, your vault is an organisational intelligence asset of genuine strategic value — a deep,
continuously refined record of your organisation's knowledge, priorities, relationships, and decision-
making patterns. The Al interactions it enables are qualitatively different from anything a platform-
dependent user experiences.

And because this intelligence lives in your vault — not on any platform's servers — it is yours
permanently. You own the compounding returns of every interaction you have ever had with any Al
system.

Hyper-personalisation across user types

_ What hyper-personalisation delivers

Enterprise  (ENT) Al that knows your role, your company's compliance frameworks, your
Employee communication preferences, your current projects, your colleagues' contexts —
producing work-ready outputs in seconds rather than minutes

Professional (PRO) Al that knows your career history, your client relationships, your professional
domain expertise, your character and personality, your skills, strengths and
weaknesses, your communication style, your plans and ambitions and your
ongoing work — a permanent intelligent collaborator that grows with your
personal life and career. (Note: as Al takes over many professional roles in the
workplace these recorded softer skills will become even more crucial in career
and life progression)

Student (EDU) Al that knows your learning style, your curriculum, your academic strengths and
gaps, your previous work — a tutor that genuinely understands where you are in
your learning journey

Family (SHIELD) Age-appropriate Al interactions governed by parental rules stored in the family
vault — context that protects children while enabling genuinely educational Al
assistance

DATA SECURITY & IP PROTECTION

The only Al governance system where your data never leaves your control —
by architecture, not by promise.

The third pillar is the one that matters most to CISOs, compliance officers, regulators, and board
directors (the driver of the estimate 2030 $4.8B Al-governance market gap) . And it is the one that
most directly demonstrates why the US Big Tech platforms cannot offer what BlackVault™ offers.

The architectural guarantee

Most enterprise software companies make data security promises. Privacy policies. Data Processing
Agreements. Contractual commitments not to use your data for training. These are legal instruments
— and legal instruments can be changed, violated, reinterpreted, or rendered void by acquisition,
regulatory change, or bankruptcy.

BlackVault™'s security is architectural. The guarantee is not "we promise not to look at your data."
The guarantee is "we are mathematically incapable of looking at your data, because you hold the
encryption keys."



The guarantee is not "we will not share your data with Al providers." The guarantee is "Al providers
receive only anonymised queries with zero retention — there is nothing to share, because nothing
identifiable ever reaches them."

The zero-retention API call — explained precisely
Every Al provider interaction through BlackVault™ is structured as follows:

What reaches the Al provider \ What never reaches the Al provider

An anonymised, context-enriched system prompt  Your name or any employee's name
A generic description of the professional context Your company's name or any identifying details
The specific question, stripped of PlI Your complete chat history

Relevant domain and regulatory context Your employee profiles
(anonymised)

A request for a high-quality, specific response Any proprietary financial, client, or strategic data

From the Al provider's perspective, every BlackVault™ interaction looks like a carefully prepared,
anonymous professional query. They have no way of knowing who sent it, which organisation it came
from, or how many previous interactions it relates to. They retain nothing because there is nothing
identifiable to retain.

Regulatory Compliance (A Key Market Driver)— by architecture, not by paperwork

BlackVault™ — Regulatory Compliance by

Architecture

Al Governance Across All Jurisdictions and Deployment Models

How to read this table: Each row compares the regulatory exposure created by deploying
traditional Al platforms (ChatGPT Enterprise, Google Gemini, Microsoft Copilot) against the
architectural position BlackVault™ achieves by design. The distinction throughout is the same:
traditional platforms make legal promises; BlackVault™ makes architectural guarantees.

Column colour coding: Red tint = exposure/risk on traditional platforms. Green tint = BlackVault™
architectural position. Category rows indicate applicable deployment model.

Traditional BlackVault™ — =g {ETgel R Healthcare Education Family Safety /
Platform — Architectural General SHIELD
Exposure / Risk  Position




Regulation /
Jurisdiction

Traditional Al Platform —
Exposure

BlackVault™ — Architectural
Position

ENTERPRISE & GENERAL — Applicable to All Deployments

EU GDPR
Article 28
(Data Processing)

EU Al Act

(August 2025
enforcement)

US CLOUD Act

BaFin (Germany)
FINMA (Switzerland)
FCA (UK)

GDPR — Article 5
Data Minimisation

Al provider is data processor; DPA
required with each vendor; cross-
border transfer mechanisms needed;
audit complexity across third-party
processors

Contractual compliance only; audit
logs dependent on vendor
cooperation; governance framework
relies on third-party promises;
penalties up to €35M or 7% global
revenue

All data on US-based Al provider
servers is subject to US government
access requests — regardless of
contractual privacy protections or
physical server location in EU

Data flows to US-based Al servers;
violates strict financial services data
residency requirements; complex
vendor due diligence required;
ongoing regulatory exposure

Al providers receive full query content
including all contextual detail; no
technical minimisation mechanism;
contractual limits unenforceable at
query level

HEALTHCARE — ENTERPRISE

Al provider receives zero personal data
— no data processing relationship

exists; no DPA required with Al
providers; company is sole data
controller; GDPR compliance

complexity reduced by ~70%

Architectural compliance; complete
immutable audit trail held in company
vault; Al provider interaction fully logged
internally; governance is entirely within
company control — no vendor
dependency

No company, employee, or customer
data resides on US-owned servers;
CLOUD Act has no data to reach;
European data sovereignty is genuine,
not contractual

Profiles and interaction history remain in
EU/UK data centres chosen by the
company; only fully anonymised API
queries cross jurisdictions; meets strict
data residency requirements by
architecture

Context injection pipeline applies data
minimisation automatically — only
semantically relevant, anonymised
context is transmitted; minimisation is
architectural, applied to every single API
call

HIPAA (US)
(Health Insurance
Portability &
Accountability Act)

Patient data exposure risk through
employee Al use; no technical
safeguard preventing PHI entering Al
prompts; HIPAA breach liability if
patient identifiers reach Al provider
servers

EDUCATION — EDU MODEL

FERPA (US)
(Family Educational
Rights and Privacy Act)

COPPA (US)
(Children's Online
Privacy Protection Act
— under 13s)

Student education records processed
via Al platforms may constitute
FERPA violation; institutions
receiving federal funding face direct
liability; no technical safeguard
available on standard platforms; legal
exposure largely unrecognised

Al platforms technically prohibited
from collecting personal data from
under-13s without verifiable parental
consent; age-gate mechanisms are
easily circumvented; institutional
liability significant if minors use
school-deployed Al tools

Patient identifiers and PHI stripped by
anonymisation pipeline before any API
call; vault deployed in HIPAA-compliant
configuration; BAA not required with Al
providers as they receive no PHI

Student education records never
transmitted to Al providers; institutional
vault holds all educational context under
governance rules set by institution;
FERPA compliance is architectural —
no student PIl ever leaves the vault

Under-13 users identified in vault;
COPPA-regulated data never
transmitted; Al provider receives only
anonymised, age-appropriate queries;
parental consent is embedded in vault
governance rules — compliant by
design



EU GDPR — Atrticle 8
(Children's Consent)

UK Age Appropriate
Design Code
(Children's Code — ICO)

KOSA (US)
(Kids Online Safety Act
— in progress)

Parental consent required for data
processing of children aged 13-16
(threshold varies by member state);
virtually impossible to enforce when
child interacts directly with Al
platform; ongoing ICO and DPA
enforcement risk

Platforms likely to be accessed by
children must implement privacy-by-
design; ICO fined TikTok £12.7M for
violations; ChatGPT and Gemini
exposure under this code is
unquantified but material

Proposed duty-of-care obligations for
platforms used by minors; if enacted,
current Al platform architecture faces
structural liability; retrofitting
compliance onto existing models will
be complex and costly

Child's identity and personal data never
reach Al provider; vault governance
rules enforce age-appropriate
interactions; parental consent s
constitutional — embedded in vault
rules, not dependent on platform
cooperation

Age-appropriate design is architectural
— Al provider never knows a child is the
user; no profiling of children by Al
providers is possible; ICO compliance is
a consequence of the architecture, not a
policy commitment

BlackVault™ SHIELD anticipates KOSA
requirements — parental governance,
transparent monitoring, and age-
appropriate content rules are
foundational to the architecture; no
retrofitting required

FAMILY SAFETY — SHIELD MODEL

COPPA (US)
(Children's Online
Privacy Protection Act)

EU GDPR — Article 8
(Children's Consent
— family context)

UK Age Appropriate
Design Code

(Family / SHIELD
context)

KOSA (US)
(Kids Online Safety
— family context)

Parental consent mechanisms on Al
platforms are largely theatre; under-
13 data routinely  collected;
enforcement weak but liability real;
parents have no visibility into what
data is collected about their children

Children using Al platforms in EU
member states trigger Article 8
consent requirements that platforms
cannot practically satisfy; family data
exposure ongoing and unmonitored

Any Al service a child is likely to
access must implement the
Children's Code by default; current Al
platforms have limited compliance;
ICO enforcement increasing following
TikTok precedent

Duty-of-care  obligations  would
require platforms to mitigate harms to
minors; current Al platforms lack the
governance architecture to
demonstrate compliance; parental
controls are superficial

Children's data never leaves the family
vault; parents set constitutional
governance rules; Al provider receives
only anonymised queries — COPPA
compliance is structural; parents have
complete visibility and control

Family vault holds all child interaction
context; parental consent is the
constitutional rule governing the vault;
Al provider receives nothing identifying
— Article 8 satisfied by architecture

SHIELD implements age-appropriate
design as the foundational principle —
not as a compliance add-on; the Al
provider never profiles the child; family
vault governance is constitutional and
parent-controlled

SHIELD's constitutional governance
layer provides demonstrable duty-of-
care infrastructure; parental rules are
enforced architecturally; complete audit
trail of child Al interactions held in family
vault under parental control

Key Insight: EDU and SHIELD regulatory exposure on current Al platforms is in many
respects more acute than enterprise compliance risk.

A school district deploying ChatGPT for student use may simultaneously be in violation of FERPA,
COPPA, and GDPR Article 8 — in most cases without any awareness of this exposure. Children's
data carries the highest regulatory penalties, the greatest reputational consequences, and the
most rapidly evolving legislative attention across all major jurisdictions.

BlackVault™ EDU and SHIELD address all of these through the same architectural
guarantee that governs enterprise deployments: the Al provider never receives data about
the child, the student, or the family. Compliance is not a policy. It is a consequence of the

architecture.



The EDU and SHIELD regulatory exposure for US Al platforms is in many respects more acute than
the enterprise compliance risk. Children's data carries the highest regulatory penalties, the greatest
reputational consequences, and the most rapidly evolving legislative attention across all major
jurisdictions. A school district deploying ChatGPT for student use without a sovereignty layer is
potentially in simultaneous violation of FERPA, COPPA, and GDPR Article 8 — and in most cases
has no awareness of this exposure. BlackVault™ EDU and SHIELD address all three through the
same architectural guarantee that governs enterprise deployments: the Al provider never receives
data about the child, the student, or the family. Compliance is not a policy. It is a consequence of the
architecture.

IP protection — the risk nobody is quantifying

Beyond regulatory compliance, there is an IP protection dimension that most organisations have not
yet fully grasped.

Every time an employee asks an Al platform about a competitive strategy, a product roadmap, a client
situation, or a proprietary methodology — that query, and the Al's response to it, is logged on the
platform's servers. Over time, the accumulated queries from your organisation's employees constitute
a detailed intelligence picture of your strategic priorities, your client relationships, your product
thinking, and your competitive vulnerabilities.

You do not own that intelligence picture. You do not know who else can access it. You cannot delete
it. And under current terms of service for most major Al platforms, you have granted the platform
broad rights to use it.

The IP accumulation risk — a specific scenario:

A 500-person consulting firm uses ChatGPT Enterprise. Over 18 months, their employees have
asked 2.3 million queries about client engagements, competitive analysis, pricing strategy, and
proposal development.

This query corpus represents the most detailed intelligence map of their business ever assembled
— more comprehensive than any competitor intelligence programme could produce from external
sources.

It sits on OpenAl's servers. Not theirs.

With BlackVault™, that 2.3 million query corpus sits in the firm's encrypted vault — enriching their Al
responses every day, growing in value, and remaining permanently under their control. Their
competitive intelligence is their asset, not the platform's.

PART FOUR: WHO BLACKVAULT™ IS FOR

Four models. One architecture. A different value proposition for each.

BlackVault™ is a single architectural platform that serves four fundamentally different user types
through four distinct models. The underlying technology is the same. The value it delivers — and
the conversation that opens the door — is different for each.



ENTERPRISE — BlackVault™ for Organisations
For the CISO, the Compliance Director, and the CFO.

The conversation that opens the door: What they pay for:

"Do you know where your employees' Al | €350-750 per employee per year
conversations are stored right now? Which vs. €900-1,500 for patchwork alternatives
country? Which server? Who has access? 5 €100M+ for proprietary build
Because if the answer is not your own data

centre or private cloud — you have a

compliance problem and an IP exposure you

probably haven't quantified yet."

Enterprise deployment delivers all three pillars simultaneously: vault sovereignty for IP protection,
enhanced responses for productivity, and architectural compliance for regulatory obligations. The EU
Al Act creates mandatory buying pressure. The Harmonic Security data proves the problem is real.
The 62% improvement proves the solution is valuable.

For the lawyer, the consultant, the engineer, the executive, the creative professional.

The PRO conversation starts differently. It is not about compliance. It is about the professional who
has spent years building their expertise and is now watching Al tools simultaneously make them more
productive and accumulate their professional intelligence on someone else's server.

The PRO user's vault becomes their career intelligence asset — a continuously refined,
comprehensive record of their professional knowledge, relationships, and development that they carry
across employers, across platforms, and across the arc of their career. No employer owns it. No
platform owns it. It is theirs.

Think of it as the evolution of your LinkedIn profile — but private, living, and genuinely complete.
LinkedIn shows the world a curated snapshot: your job titles, your endorsements, your static
summary. Your BlackVault™ PRO profile is the version that exists for you alone — continuously
updated through your actual Al interactions, enriched (at sign-up) by a 170-question deep
assessment, and importable directly from LinkedIn as a starting point. It captures not just what you
have done, but how you think, how you work, your communication style, your decision-making
patterns, your strengths and honest development areas, your goals and motivations. As Al
increasingly handles technical execution across every profession, this layer of human intelligence —
personality, judgment, working style, relational intelligence — becomes the most professionally
valuable thing you possess. BlackVault™ PRO makes it the foundation of every Al interaction you
have, on every platform, for the rest of your career. Nine hundred million LinkedIn users have already
signalled they understand the value of a professional identity layer for networking. BlackVault™ PRO
is what that layer becomes when it works for you (in mentoring and interaction with Al) rather than for
an advertising platform.

The hyper-personalisation benefit is most visceral for PRO users. Within weeks, the Al they interact
with through BlackVault™ knows their domain, their clients, their writing style, their recurring
challenges, their aspirations and their professional priorities in a way that no generic Al interaction
can approach.



For the student, the professor/ teacher, and the institution navigating Al's transformation of education.

Education is the domain where the Al adoption debate is most confused. Institutions are
simultaneously trying to ban Al use (futile), embrace it uncritically (dangerous), and find a middle path
that nobody has clearly defined.

BlackVault™ EDU defines that middle path. The student's vault knows their learning history, their
curriculum, their strengths and gaps, their previous work and feedback, and their academic goals. Al
assistance through BlackVault™ is contextualised to their actual learning journey — not just
answering questions, or doing their coursework for them, but helping them develop understanding.
Calculator use was banned for students in the past, then google use, now it's Al.

The institution's governance layer ensures that Al interactions support learning rather than replacing
it — with full audit trails, transparency, and constitutional rules that the institution and the student both
agree to.

The regulatory dimension of EDU deployments is more serious than most institutions have grasped.
A university or school deploying ChatGPT directly for student use may simultaneously be violating
FERPA (if student education records are processed without adequate safeguards), COPPA (if any
users are under 13), and GDPR Atrticle 8 (if EU students' data is processed without age-appropriate
consent mechanisms). These are not theoretical risks — they are structural consequences of routing
student data through US-owned Al platforms. BlackVault™ EDU resolves all three through the same
architectural guarantee: student identity and education records never leave the institutional vault, and
the Al provider receives only anonymised, contextually enriched queries. FERPA and COPPA
compliance is not achieved through a Data Processing Agreement that can be renegotiated. It is
achieved because there is nothing identifiable to regulate at the point of Al interaction.

SHIELD — BlackVault™ for Families

For parents who want their children to benefit from Al without surrendering their safety.

SHIELD is the most personally important model — and the one that speaks most directly to the values
that underpin the entire BlackVault™ architecture.

Children are the most vulnerable users of Al platforms. They share freely, they do not read terms of
service, and the profiles that Al platforms build of children's interests, anxieties, relationships, and
learning patterns represent a profound and permanent privacy violation.

SHIELD gives parents constitutional governance over their children's Al interactions. Rules set in the
family vault determine what context is injected, what is blocked, what is age-appropriate, and what is
reported to parents. The child benefits from genuinely helpful, contextualised Al assistance. The
platform sees only anonymised, age-appropriate queries. The family vault holds the sensitive context
— not an advertising platform's server.

For parents in the United States, COPPA provides explicit legal protection for children under 13 —
but its enforcement depends entirely on platforms implementing verifiable age gates, which in practice
means little. GDPR Atrticle 8 and the UK Age Appropriate Design Code provide stronger protections
in Europe, with real financial consequences: the ICO fined TikTok £12.7M for failing to implement
age-appropriate privacy by design. The forthcoming US Kids Online Safety Act (KOSA) will extend
duty-of-care obligations to any platform a minor uses. BlackVault™ SHIELD is the only Al
governance architecture that satisfies all of these simultaneously — not through policy compliance,
but because the child's identity, behaviour patterns, and interaction history never reach the Al provider
in the first place. There is no data to misuse. The protection is not promised. It is structural.



PART FIVE: THE BIGGER PICTURE

Why this matters beyond any individual product — and why the window is now!

5.1 The Surveillance Capitalism Endgame

The trajectory of Al development, if nothing changes, leads to one outcome: every significant
professional and personal interaction a human being has — mediated through Al, which is
increasingly every interaction — will be logged, analysed, and monetised by a small number of US
technology corporations.

This is not speculation. It is the stated direction of every major Al platform's business model. The Al
is the interface. The data generated through that interface is the product. The value of that product
compounds with every user, every interaction, every year.

The question is not whether this trend is happening. It is whether it is possible to offer an alternative
— one that delivers the genuine productivity benefits of Al without requiring users to surrender the
intelligence they generate through using it.

BlackVault™ is that alternative. And the reason it is viable now, when it was not viable three years
ago, is that the regulatory environment — particularly in Europe — has finally caught up with the
technology.

5.2 Why US Big Tech Cannot Follow

The most common question from sophisticated investors and potential partners is: "Why won't OpenAl
or Google just build this themselves?"

The answer is structural, and it is important to understand precisely:

If a US platform offers true data sovereignty... | The consequence for their business

Customer vault holds all interaction history Platform loses the training data pipeline that
improves their models

Zero-retention APl calls — no customer data Platform loses the organisational intelligence asset

stored built from years of customer queries

Customer can switch Al providers and take their Platform loses its most powerful retention

context mechanism — accumulated context

No cross-customer data analysis Platform loses the network effects that justify their
current valuation multiples

European enterprise compliance by architecture Platform acknowledges that their current model is
fundamentally incompatible with GDPR — opening
litigation risk

This is not a technology problem they cannot solve. It is a business model problem they cannot solve
while remaining the companies they are. Their entire valuation is predicated on data accumulation.
Offering genuine sovereignty would be self-liquidating.

This is BlackVault™'s competitive moat. Not a patent. Not a feature. A structural conflict of interest
that prevents the most resourced companies in the world from competing in this space — as long as
BlackVault™ moves fast enough to establish the standard before consolidation occurs.



The window is 2026-2028. After that, one of two things happens: either consolidation occurs around
European-owned standards that BlackVault™ has established, or US platforms find ways to offer
sovereignty-adjacent products that are compelling enough to close the regulatory gap. The goal of
the European Al-Governance Alliance is to ensure the former.

5.3 The “Constitutional Valley” Vision

BlackVault™ is headquartered in Malaga, Spain — A city that is positioning itself as
Constitutional Valley: the European alternative to Silicon Valley's surveillance capitalism
model.

This is not marketing positioning. It is a substantive architectural and philosophical commitment.

Silicon Valley built the most valuable technology companies in history on the principle that user data
is a resource to be extracted and monetised. This model produced extraordinary innovation. It also
produced Cambridge Analytica, the Facebook Papers, the GDPR enforcement crisis, the US CLOUD
Act, and 71% enterprise data exposure rates.

Constitutional Valley is built on the opposite principle: that the intelligence generated by a human
being through their interactions with Al systems belongs to that human being — constitutionally,
architecturally, and practically. The technology should serve the user's intelligence accumulation, not
the platform's.

This is not an anti-Al position. It is a pro-human position. Al is extraordinary. It should make users
more capable, more informed, and more productive. But the intelligence compound interest generated
by years of Al interactions should accrue to the user — not to the platform.

BlackVault™ is the technical implementation of that principle. The European Al-Governance
Alliance will be its institutional expression. Constitutional Valley is its geographic home.

PART SIX: TECHNICAL DEEP-DIVE

For engineers, architects, and technical evaluators

This section is for the technical reader who wants to understand precisely how BlackVault™ works
at the implementation level — and evaluate whether the architecture is as robust as claimed.

6.1 The RAG Architecture in Detail

Chunking and embedding strategy

The quality of retrieval is entirely dependent on the quality of the chunking and embedding strategy.
BlackVault™ uses a hybrid chunking approach:

» Semantic chunking: Interaction transcripts are split at natural semantic boundaries — topic
shifts, entity transitions, intent changes — rather than arbitrary character or token counts

« Entity-aware chunking: Named entity recognition identifies people, organisations, projects,
dates, and domain-specific terms, ensuring chunks preserve entity context

» Hierarchical structure: Each chunk is stored with metadata (timestamp, platform source,
session context, entity tags, topic classification) enabling multi-dimensional retrieval



Embeddings are generated using a dedicated embedding model (not the same model used for
generation). The embedding model converts each chunk into a high-dimensional vector
representation of its semantic meaning. These vectors are stored in a vector database within the
encrypted vault.

Retrieval mechanism
On each query, the following process executes:

* Theincoming query is embedded using the same embedding model

* A cosine similarity search identifies the top-N most semantically similar vault chunks
(configurable, typically top 10-20)

* Areranking step applies additional scoring: recency weighting, entity overlap scoring, explicit
relevance feedback from previous interactions

* The top-K chunks (after reranking) are selected for injection (typically 5-10, depending on
context window budget)

* A token budget manager ensures the assembled context does not exceed the target model's
context window, prioritising by final relevance score

Anonymisation pipeline

The anonymisation step is not simple keyword replacement — that approach is fragile and easily
defeated. BlackVault™ uses a multi-stage NLP pipeline:

+ Named entity recognition (NER): Identifies all person names, organisation names, locations,
dates, financial figures, and domain-specific identifiers

» Contextual resolution: Resolves co-references ("she", "the company", "our client") to their
underlying entities for consistent anonymisation

» Pseudonymisation with consistency: Replaces identified entities with consistent pseudonyms
within a session ("Person A", "Organisation B") so the Al can reason about relationships
without knowing identities

+ Sensitive pattern detection: Regular expression and ML-based detection of structured
sensitive data (account numbers, medical record identifiers, contract values) with configurable
redaction rules

+ Validation pass: A secondary model evaluates the anonymised prompt for residual identifying
information before API dispatch

Context injection format
The final prompt sent to the Al provider is structured as:

System message:

[Anonymised role and domain context from profile]

[Relevant vault context chunks, ranked and summarised]
[Constitutional rules: response format, length, style preferences]
User message:

[Anonymised, cleaned user query]

API parameters:

stream: true | temperature: [user-configured] | max_tokens: [budget-managed] | no session
persistence



6.2 Security Architecture

Encryption model
» At-rest encryption: AES-256 on all vault data, with key management architecture determined
by deployment model
* In-transit encryption: TLS 1.3 for all communications, including internal vault queries

+ BYOK (Bring Your Own Key): In enterprise and on-premises deployments, the customer's
KMS (AWS KMS, Azure Key Vault, or on-premises HSM) holds the master encryption keys —
Constitutional Memory SA has no access

+ Zero-knowledge architecture: In BYOK deployments, Constitutional Memory's own
infrastructure cannot decrypt customer vault data

Deployment architecture options

Where vault data lives Who holds encryption | API call routing
keys
On-premises Customer's own data centre Customer's on-premises From customer's
hardware HSM network — IP never

leaves premises

Private cloud Customer's Customer's cloud KMS Via customer's VPC —
AWS/Azure/GCP  account, (BYOK) Constitutional Memory
customer-chosen region never sees traffic

Managed Constitutional Memory Customer's KMS (BYOK) Via Constitutional

sovereign infrastructure, customer- — we cannot decrypt Memory gateway —
chosen region encrypted, zero-

knowledge

Audit and compliance infrastructure

* Immutable audit log: Every vault access, every retrieval operation, every API call logged with
cryptographic hash chaining — cannot be retroactively modified

* GDPR Article 30 record of processing: Auto-generated from vault activity logs
+ EU Al Act audit trail: Full interaction provenance for regulated Al decisions

* SOC 2 Type IlI: Certification path included in Year 1 roadmap

* IS0 27001: Certification path included in Year 2 roadmap

6.3 Integration Architecture

Al provider integration
BlackVault™ integrates with any Al provider that exposes a standard API. Current integration targets:
*  OpenAl (GPT-40, GPT-4 Turbo, 01/03 series)
* Anthropic (Claude Sonnet, Claude Opus)
+ Google (Gemini 1.5 Pro, Gemini Ultra)
* Mistral (EU-domiciled provider — preferred for sovereignty-sensitive deployments)
* Open-source models via Ollama or similar local inference (for fully air-gapped deployments)



The provider-agnostic architecture means BlackVault™ users can route different query types to
different providers based on cost, capability, or compliance requirements — and switch providers
without losing any vault context.

Enterprise system integration
* ldentity providers: SAML 2.0 and OIDC integration for enterprise SSO (Okta, Azure AD,
Google Workspace)

* Document systems: Selective ingestion from SharePoint, Google Drive, Confluence — user-
controlled, not automated scraping

« Communication platforms: Optional Slack/Teams message context ingestion (requires explicit
user consent per message)

« Existing Al tools: SDK for wrapping existing Al deployments with BlackVault™ gateway — no
rip-and-replace required

PART SEVEN: THE BLACKVAULT™ PROPOSITION IN ONE

PAGE

For the decision-maker who needs the essence

The Problem

Al is dramatically more useful when it knows you. But every time you teach an Al platform
about yourself, you surrender that knowledge to a US server you don't own. 71% of enterprise
data exposures happen through Al platforms. GDPR compliance depends on vendor
promises. And the longer you use any single platform, the more locked in you become.

The Solution

BlackVault™ separates memory from processing. Your vault holds your complete Al
interaction history — from every platform you use — encrypted with your keys, in your
jurisdiction, under your governance rules. On each query, it retrieves only the relevant
context, anonymises it, and injects it into a zero-retention API call to any Al provider you
choose. You get richer, more personalised Al responses. The provider gets an anonymous
query and retains nothing. Your intelligence stays yours.

The Three Pillars
1. Constitutional Memory Vault: Your sovereignty. Your keys. Your rules. Your
jurisdiction.

2. Hyper-Personalisation: 62% better Al responses. Compounds over time. Portable
across platforms.

3. Security & IP Protection: Zero-retention API calls. Architectural GDPR
compliance. Your IP in your vault, not theirs.



Why Now

The EU Al Act is in force. 92% of Fortune 500 employees are using ungoverned Al. US
platforms have a structural conflict of interest that prevents them from offering genuine
sovereignty. The market window for European-owned Al governance infrastructure is 2026-
2028.

Why US Big Tech Cannot Follow

Data sovereignty destroys their business model. They need your data. BlackVault™ was
designed specifically to ensure they never get it.

“The question is not whether Al governance infrastructure will exist.
The question is whether it will be owned by European institutions that
answer to European law and European values — or by US corporations
that answer to their shareholders and the US CLOUD Act.”

— Greg Malpass, Founder & CEO, Constitutional Memory SA

Contact and Next Steps

Constitutional Memory SA is establishing the European Al-Governance Alliance — a coalition of 10-
14 founding European enterprises who will co-fund and co-own the governance infrastructure their
workforces will depend on.

If this document has raised questions you want answered — technically, commercially, or strategically
— we welcome that conversation.

Contact | Details

Greg Malpass — Founder & CEO destinyinvestors@btinternet.com

Direct line +44 (0) 7850 230 692

Headquarters Malaga, Spain — Constitutional Valley

Strategic office London, UK

Website www.Constitutional-Memory.ai
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