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1- Commitment
We are committed to the protection of all personal and sensitive data for which we hold responsibility and the handling of such data in line with the data protection principles and the General Data Protection Regulation( GDPR) .
Changes to data protection law shall be monitored and implemented in order to remain compliant with all requirements.
The legal basis for processing data are as follows;
· Consent- the staff/student/parent/ carer has given consent to process their personal data for a specific purpose. 
· Contract –the processing is necessary for the member of staff’s employment contract or student placement contract.
· Legal obligation- the processing is necessary to comply with the law.

The member of staff responsible for data protection is 
Georgia Leader White

However, all staff must treat all student information in a confidential manner and follow the guidelines set out in this document.

· The principles of the General Data Protection Regulation shall be applied to all data processed:
· Ensure that data is fairly and lawfully processed
· Process data only for limited purposes
· Ensure that all data processed is adequate and not excessive
· Not keep data longer than necessary
· Ensure the data is secure

There may be circumstances where it is necessary to pass information on to external authorities, such as local authorities. Either by law or acting in the best interest of students and staff. Under no circumstances will we disclose information that would cause serious harm to the student’s physical mental or physical health.

2- Photographs and Videos
Images may only be obtained after consent from parents/carers/students/staff has been given.
External parties may not capture images of staff and students without prior consent.

3- Location of Information and Data
Any hard copies are to be kept securely at Yaxley Manor and not left in public places unattended. Unwanted hard copies should be shred.
The majority of data is stored securely on the cloud and work undertaken only on computers with an up to data anti-viral software.

4- Data Retention
Data on staff will be held for six years after the termination of the employment.
If we are the last educational provider, the data will be kept until their 25th birthday.

5- Data Protection Breach
Every care is taken to protect personal details to avoid a data breach. In the event of data being lost or shared inappropriately, it is vital to minimise any associated risk as soon as possible.
We will consider who needs to be notified, including banks and the police.
Affected individuals will be notified and given advice and an opportunity to make a formal complaint.
Where appropriate passwords will be changed.
Once the initial breach is over, a review of procedures should be undertaken.
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